BILLION _

BIPAC 7404V Series

VolP/(802.11g) ADSL2+ (VPN)
Firewall Router

User’s Manual

Version Release 5.52

Last Revision Date: Aug 2007  tlg



Table of Contents

CHAPTER 1: INTRODUCTION ....couiiniirrinsnnsrecsnnssecssnssasssnssessasssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 4
INTRODUCTION TO YOUR ROUTER.......coiitiiiiiiiestieteieeieeit ettt st 4
FEATURES ... oottt ettt sttt e st e e se et e e st e st e eseenseeseesessse s eensensaenseseessenseansesseans 4

CHAPTER 2: INSTALLING THE ROUTER .....cooiinininntininnnnninssissesssnssssssssssssssssssssssssssssssssssssssssssssess 7
IMPORTANT NOTE FOR USING THIS ROUTER ......c.cooiiiiiiiieecttee et 7
PACKAGE CONTENTS ..ottt ettt sttt ettt et sh et et et s st e st e st et e et e beestesseenaeneeans 7
THE FRONT LEDS ...ttt sttt st et h et sttt e st et e bt et e beestenseenteseeens 8
THE REAR PORTS ...ttt ettt st sttt e a e st et e bt et esbeesteseeenteneeens 9
CABLING ...ttt et st h et se et e bt et e st en e s et e bt eb e e bt ente et e saeeebe et e bt enne bt enten 10

CHAPTER 3: BASIC INSTALLATION ...ccoviiieninsensemssanssnssssssssssssssssassssssssssssssssssssssssssssssssssssssssssssssssas 11
CONNECTING YOUR ROUTER ......ooitiiiiieieeteie ettt ettt ettt e sse e sseenae e ensannaennens 12
FACTORY DEFAULT SETTINGS ... oottt ettt sttt ettt svae e sseensesseessessaensesseeneas 17

Web Interface (Username and PasswWOFrd) ...............cccocovvuiiiiiiiiiiiiiiiesieeeee e aa 17
DEViCe LAN IP SEILINZS........cccuvveeiiieeiieeeeie et e eete et e ettt e e tae e et e e tb e e atseesateeeeasaeatsaesesseesnsaeansseesesneas 17
ISP SEHING T WAN STLE......oveeevie ettt ettt et e et e ekt e ettt et e e eabteetseeseabeesssaeansreeeesnes 17
DHGQCP S@FVET ....cvee ettt ettt et e et e e e ettt e e e eata e e e e e etts e e e e e tbeaeeesttbeeeeetbeeeeeansreee s 17
LAN and WAN PoOrt AAAVeSSes...............ocoveevviiiiiiieiiieeieeeee e 17
INFORMATION FROM YOUR ISP ..ottt ettt st nnas 18
CONFIGURING WITH YOUR WEB BROWSER ......ccoeoiiiiiiiiinieie et 19

CHAPTER 4: CONFIGURATION....uucovtinicrensurcsansanssenssecsssssnssssssessssssessssssssssssssssssssssssssssssssssssssssssssssses 20

STATUS ..ttt et sttt e h et s e st e st e bt ea e e bt es e s bt enbeebeeneesaee s e sbeesteeneentesnnenbeentens 21
ARP TADBIe ...ttt ettt ettt ena s 21
Wireless Association Table (Wireless ROULEE ONIY)..............ccocueiieeciueieieeeeeeeeeeeee e 21
ROULTIG TADI..........ooeee e ettt ettt ettt ettt eeaaeenteentae e e 21
DHGCP TADIe. ...ttt ettt ettt eae et e nt ettt ene s 22
PPTP Status (Only the 7404VGO has VPN fEAtUres).............cccccucuuiiieiiiiiiiiaieneaeeeee e 23
IPSec Status (Only the 7404VGO has VPN fEQIUIES).............ccceovievieieiiaiiesieeeie e 23
L2TP Status (Only the 7404VGO has VPN feQtUres) .............cccccuuceiieiesiiieiieeseee e 24
EIGEL STATUS ... et ettt et et e e 24
VOIP SEATUS .........ooooveeeeeeiiie ettt e et e et e e e et b e e e estb b e e e eatbbeeeesstbaeeesssasaeeessnssaeeensnees 24
VOIP CAII LOZ ........oce ettt ettt bttt eb e et e e s e e s e e eae e e s e e ssaesaseenseeeseen 25
EVERE LOG ...t ettt et e eaae s 25
EFFOF LOG ...t e ettt ettt ettt ettt et n 26
INAT SESSIOMS ..ottt ettt e ettt e e e ettt e e e eata e e e e e eatsee e e e tbsaeeettbeeeeetbeaeeeantseee s 26
DIEGAGROSHIC. .....cee e ettt ettt ettt ettt e e eat e et e eaae s 26
O ) gl e 77777 ) 7 S PSS USSR 27

QUICK START ...ttt sttt ettt st s b et e et s et e beehtenteeste st e saeesbe et enseennenneentens 28

CONFIGURATTION ...ttt sttt ettt sttt ettt st e sb et e st esbesae e beebte st entessesseesaeensenseennenneentens 30
LAN - LOCAL ATCA INEEWOTK ...t e 30

Brid@e INEETTACE ......eee ettt ettt e et e te e seteeateeaseeseeesateeaneeenaeenee 30
21 1S) w1 1< TSRS 31
TP ATHAS. ..ottt ettt ettt et et eate e te e e teeateeteeesaeeateeanteesaeenneenneeenaeenne 31
Ethernet CHENt FIIEET .....c.ooiiiiiiiiie ettt ettt s ees 32
WITElESS (Wireless ROULET ONIY) ..vveeeieuvreeeeiieeeeeeieeeeeeeieeeeeeesaeeeeeenseeeesesneeeeesnsseeeesssseeeesaseeeesensseeeseenenes 33
Wireless Security (Wireless ROULET ONLY) ...ccvieiieiiiiiiiiiiciie ettt 35
Wireless Client / MAC Address Filter (Wireless ROUtEr 0nly) .......eeeeeevveeeeeerveeeeeireeeeeeiireeeeeenreeeeeennees 37

Table of Contents i



POTE SETINE ...ttt ettt et et e et e et e et e stbeetbeestaestbeesseesssessseessaessaessseesseesssessseenseessnennns 38

DHECP SEIVET ..ttt ettt et ettt s ht e et h e bttt e sbaesbte st sbeesate e saeesbaeeaee 39
WAN - Wide A1e@ NCIWOFK.............cc..coeveeieiieicii ettt 40
LS P ettt ettt ettt be e heesa e teenbe b e e nt et e et e teenteeneenseeseenteereenns 40
DN S ettt ettt ettt ettt e be et e e be Rt et e enbeeheent et e et e teenbeeneenteeseenteeseennn 50
AADISL ..ttt ettt bttt b e a bt h e nbe bt et eht et et et e e neenee 51
SPSTOML ..ottt ettt e ettt e et e e bt e et e e ettt e e tb e e e tbte ettt e tbbe e b eeentbe e b aeantbeeesbeaenbaeeenneeentes 53
TAMIE ZIOMIC ...ttt ettt ettt ettt a e sttt et s a et eat et e ea b e sb e eat e bt et e bt enbeeneenbeebeenbeseeeneen 53
REINOTE ACCESS.....eeutieieieeitteie ettt sttt e b e sat e et sbtesat e et sbeesateeabeesaeeeaee 54
FIrmware UPGIade.........couieiie ettt et ettt ettt e seteeeteenseesseesaseenneesnaeenes 55
BacKUP / RESIOTE. ...ttt ettt et et e eteeate et e seteenteenseeeseeeateeaneeenaeenes 56
REStAIt ROULET ..ottt ettt e et sa bt e st e e ateeenaeeenas 57
USET MANAZEIMENT . ....ccccuiiiiiieeiieeieiieeeteestreeeteeesteessreesseeessseesssseessssesssseessssessssssessssessnsesssssesssseees 58
Firewall and Access CONIFOL ................cc.oouevuieiieiiiece ettt ettt ettt 59
GENETAL SELLINES......eiiiiiiiiitiiiiieie et ete et et e et e st e st e ebe et eesseesbeassteesseesseesseessseesseesseessseesseesees 60
PaCKEE FIILET ...ttt ettt ettt et b ettt e sb e b et e b e et e seeennes 61

B3 Ungb o] o B B I Ty o) o SRS 68

L8 2 B 2 < RSSO SRUUSTR 70
IM / P2P BIOCKINE ...ceeeieeie ettt et ettt e te et et eseteenteenneeeseeenneenneeenaeenes 72
FITEWALIL LLOG ..ttt ettt ettt ettt et estaestaeeaseesaaeetseesseessaessseessaessseseseesseesenenens 73
VPN - Virtual Private Networks (BiPAC 7404VGO ORIY) .........occveecviiiieeieiiiisiieeie e 74
PPTP (Point-to-Point Tunneling ProtoCol) ........c.cccveiieiiiiiiieiiicieecie et 74
IPSec (IP Security PrOtOCOL) ... ...ccuieiiieiieie ettt ettt sttt et seeeeeee e e e e 82
L2TP (Layer Two Tunneling ProtocCol) .........coeoieiiiiiiiiee e e 92
VOIP - Voice over INternet PrOtOCOL.................cc..cccceoveiuiiiiiiiiiie e e 104
WIZATA....ce ettt ettt ettt ettt e e tte et et e sateeate e st e enteaateeesteenteenseeenteenteeeneenntens 105
GENETAL SELLINES. ... .eiiiiiiieitieiieete et ete et et e e te et e st e esbeesteessaeesseesseesseeesseasseessseesseeseesssesnseenns 108
ONHOOK SEUINE ...cvveevieiieiieiieeieeseesteeteeseesteebeeteesseessseesseessseasseesseesssesssessseesssesssesssessssensses 111
PRONE POTL ..ottt s b et st e st ettt et et e e eetenaeente e 112
PSTN Dial Plan (Router with LINE port only) .....c.cooceeiiiiiiiiee et 114
VOIP DAL PIAN ...ttt ettt ettt e e e et e st e seeeenteeseeenaeenseenne 117

L 1B Y 103 (TSR RS 122
RINEG & TOMNE ...ttt ettt ettt e teeeeteeate e s steeseeeastesseesnseenseesseesnseenseesenens 123
SPECial DIAl COAES ....veevvieeriiiriieiieieeeiie et etteete et e et e s ae e teesbeeseb e e s e e saessseesseesseessseesseesseeessensses 124
Q08 = QUALTEY Of SEIFVICE ........ocoeeeiee ettt ettt ettt etbe e earaeetae s 125
PLIOTTHZATION ...ttt a ettt sttt et e b et e s e sa e e teeb e et eseentesseenbesnnenteas 125
Outbound IP Throtthing (LAN t0 WAN)....couiiiieeeeee ettt e 127
Inbound IP Throttling (WAN t0 LAN) ..ottt ettt st see 128
Virtual Server (also known as Port FOrwWarding) .............cccccovoiiiiiiiiiiiieeieeieee e 132
A VITEUAL SETVET ....eiieiiieiie ettt ettt et e e ee et et eeatesaeeeseeeseteenseesseesnseenneesnnens 133
Edit DIMZ HOSE ...ttt ettt ettt ettt e ae et e bt et e st e sae et e it et 134
Edit DIMZ HOSE ...ttt ettt sttt ettt et a et eb et s et see e e et et 135
Edit One-to-One NAT (Network Address Translation) ...........c.ccccveveeeieeciiesieeieeiie e e esree e 136
TEME SCREAUIE ..o e ettt 139
Configuration of Time Schedule ...........coccoiiiiiiieiiee e 140
AGAVANCEA ..o ettt ettt 141
SEALIC ROULE......eeieieteeie sttt ettt b e ettt e st et et et e bt ente s bt enteens 141
DyNamic DINS L....ooiiiiii et ettt s te et et aesaae et e e s rbeetbeeabae e raeetbeenraesraeetbeenraenenens 142
CRECK EMAIL ..utiiiiiiiiiieieeee ettt ettt ettt et sb et s be et 143
DEVICE MANAZEIMENL ......c..ieiiiieiieiieieieeieeieeetie ettt ettestbeeeseessaesesessseessaesssesssaesssessseessaesssessseenseesssens 144
TGP ..ttt et sttt ettt ettt ae st e st n et e e be st et e saenteeneenteententens 147
VAN BIIAZE ..ottt ettt ettt ettt be st e seesbesaeenseessenseesaenseeseensesnnansens 147
SAVE CONFIGURATION TO FLASH .....ooiitieieteeteet ettt s ens 151
LOGOUT ...ttt et sttt et ettt e s e bt e s e eb e et e se e et e bt ea s e st enbesteenbesbeenneeneenene 151

Table of Contents iii



CHAPTER 5: TROUBLESHOOTING ....uccointinnuenienssnecsenssecssaesssessseessaesssesssacsssesssesssassssesssasssassssesssase 152

PROBLEMS STARTING UP THE ROUTER .....cccocoiiiiiiiiiienieeiesteeeeeesteeree et 152
PROBLEMS WITH THE WAN INTERFACE ........ccccciiiiiiiiiiiiiiececetee e 152
PROBLEMS WITH THE LAN INTERFACE .......ccccoiiiiiiiiiieeecece e 152
APPENDIX A: PRODUCT SUPPORT AND CONTACT INFORMATION.......ccceeruerrunsuessnnsansnenns 153

Copyright 2007 Billion Electric Co. Ltd.

Table of Contents iii



VolP/(802.11g) ADSL2+ (VPN) Firewall Router

Chapter 1: Introduction

Introduction to your Router

Welcome to the BiPAC 7404 VoIP/(802.11g) ADSL2+ (VPN) Firewall Router. The router is an “all-in-one”
VoIP ADSL router, combining an ADSL modem, ADSL router, Ethernet network switch and 2 ports for
Voice over IP facilities, providing everything you need to get the machines on your network connected to
the Internet over your ADSL broadband connection. With features such as an ADSL Quick-Start wizard
and DHCP Server, you can be online in no time at all and with a minimum of fuss and configuration,
catering for first-time users to the guru requiring advanced features and control over their Internet
connection and network.

Features
@ Voice over IP Compliance with SIP Standard

Cn

The router supports cost-effective, toll-quality voice calls over the Internet. It complies with the SIP
Standard protocol to ensure interoperability with SIP devices and major VolP Gateways. The VolP
ADSL router supports call waiting, silence suppression, voice activity detection (VAD), comfort noise
generation (CNG), line echo cancellation, caller ID (Bell 202, V3) and so on.

Fixed-Line Support (Router with LINE port only)

The router integrates an RJ-11 FXO port for inbound and outbound calls transmitted through PSTN.
Users can receive phone calls from PSTN while enjoying VolIP call services at the same time. In
addition, the device automatically fallbacks to lifeline POTS to enable making normal phone calls
when there is power outage, or when the Internet connection is down.

Express Internet Access

The router complies with ADSL worldwide standards. It supports downstream rate up to 12/24 Mbps
with ADSL2/2+, 8Mbps with ADSL. Users can enjoy not only high-speed ADSL services but also
broadband multimedia applications such as interactive gaming, video streaming and real-time audio
much easier and faster than ever. It is compliant with Multi-Mode standard (ANSI T1.413, Issue 2;
Gdmt (ITU G992.1); Glite (ITU G992.2); Ghs (ITU G994.1); G.dmtbis (ITU G.992.3);
G.dmt.bis.plus (ITU G.992.5)).

Virtual Private Network (VPN) (BiPAC 7404VGO Only)

The router allows a user to set up a VPN tunnel with a remote site directly to secure the data
transmission among the connection. Users can use embedded PPTP and L2TP client/server, IKE
and IPSec which are supported by this router to make a VPN connection. Or users can run the PPTP
client in a PC with the router providing IPSec and PPTP pass through functions to establish a VPN
connection if the user prefers to run the PPTP client in his local computer.

802.11g Wireless AP with WPA Support (Wireless Router only)

With integrated 802.11g Wireless Access Point in the router, the device offers quick and easy access
among wired network, wireless network and broadband connection (ADSL) with single device
simplicity, and as a result, mobility to the users. In addition to 54 Mbps 802.11g data rate, it also
interoperates with existing 802.11b equipment. The Wireless Protected Access (WPA1 and WPA2)
and Wireless Encryption Protocol (WEP) supported features enhance the security level of data
protection and access control via Wireless LAN.

Fast Ethernet Switch

A 4-port 10/100Mbps fast Ethernet switch is built in with automatic switching between MDI and
MDI-X for 10Base-T and 100Base-TX ports. An Ethernet straight or crossover cable can be used
directly for auto detection.

Chapter 1: Introduction
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VolP/(802.11g) ADSL2+ (VPN) Firewall Router

Multi-Protocol to Establish a Connection

The router supports PPPoA (RFC 2364 - PPP over ATM Adaptation Layer 5), RFC 1483
encapsulation over ATM (bridged or routed), PPP over Ethernet (RFC 2516), and IPoA (RFC1577)
to establish a connection with the ISP. The product also supports VC-based and LLC-based
multiplexing.

Quick Installation Wizard
A WEB GUI page is provided to set up the device quickly. With this wizard, end users can easily
enter the information which they get from their ISP, then surf the Internet immediately.

Universal Plug and Play (UPnP) and UPnP NAT Traversal

This protocol is used to enable simple and robust connectivity among stand-alone devices and PCs
from many different vendors. It makes networking simple and affordable for users. UPnP
architecture leverages TCP/IP and the Web to enable seamless proximity networking in addition to
control and data transfer among networked devices. With this feature enabled, users can now
connect to Net meeting or MSN Messenger seamlessly.

Network Address Translation (NAT)

Allows multi-users to access outside resources such as the Internet simultaneously with one IP
address/one Internet access account. Many application layer gateways (ALG) are supported,
includings web browser, ICQ, FTP, Telnet, E-mail, News, Net2phone, Ping, NetMeeting, IP phone
and others.

SOHO Firewall Security with DoS and SPI

Along with the built-in NAT natural firewall feature, the router also provides advanced hacker
pattern-filtering protection. It can automatically detect and block Denial of Service (DoS) attacks. The
router is built with Stateful Packet Inspection (SPI) to determine if a data packet is allowed through
the firewall to the private LAN.

Domain Name System (DNS) Relay

Provides an easy way to map the domain name (a friendly name for users such as www.yahoo.com)
and IP address. When a local machine sets its DNS server with this router’s IP address, every DNS
conversion request packet from the PC to this router will be forwarded to the real DNS in the outside
network.

Dynamic Domain Name System (DDNS)

The Dynamic DNS service allows you to alias a dynamic IP address to a static hostname. This
dynamic IP address is the WAN IP address. For example, to use the service, you must first apply for
an account from a DDNS service like http://www.dyndns.org/. More than 5 DDNS servers are
supported.

Quality of Service (QoS)

QoS gives you full control over which types of outgoing data traffic should be given priority by the
router, ensuring important data like gaming packets, customer information, or management
information move through the router quickly, even under heavy load. The QoS features are
configurable by source IP address, destination IP address, protocol, and port. You can throttle the
speed at which different types of outgoing data pass through the router, to ensure P2P users don't
saturate upload bandwidth, or office browsing doesn’t bring client web serving to a halt. In addition,
you can simply change the priority of different types of upload data and let the router sort out the
actual speeds.

Chapter 1: Introduction
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Virtual Server (“port forwarding”)

Users can specify some services to be visible from outside users. The router can detect incoming
service requests and forward either a single port or a range of ports to the specific local computer to
handle it. For example, a user can assign a PC in the LAN acting as a WEB server inside and expose
it to the outside network. Outside users can browse inside web servers directly while it is protected
by NAT. A DMZ host setting is also provided to a local computer exposed to the outside network,
Internet.

Rich Packet Filtering
Not only filters the packet based on IP address, but also based on Port numbers. It will filter packets
from and to the Internet, and also provides a higher level of security control.

Dynamic Host Configuration Protocol (DHCP) Client and Server

In the WAN site, the DHCP client can get an IP address from the Internet Service Provider (ISP)
automatically. In the LAN site, the DHCP server can allocate a range of client IP addresses and
distribute them, including IP address, subnet mask as well as DNS IP address to local computers. It
provides an easy way to manage the local IP network.

Static and RIP1/2 Routing
Provides has routing capability and supports easy static routing table or RIP1/2 routing protocol.

Simple Network Management Protocol (SNMP)
Provides an easy way to remotely manage the router via SNMP.

Web based GUI

A web based GUI is provided for configuration and management. It is user-friendly and comes with
on-line help. It also supports remote management capability for remote users to configure and
manage this product.

Firmware Upgradeable
Device can be upgraded to the latest firmware through the WEB based GUI.

Rich Management Interfaces

The device supports flexible management interfaces with local console port, LAN port, and WAN
port. Users can use terminal applications through the console port to configure and manage the
device, or Telnet, WEB GUI, and SNMP through LAN or WAN ports to configure and manage the
device.

Chapter 1: Introduction



VolP/(802.11g) ADSL2+ (VPN) Firewall Router

Chapter 2: Installing the Router

Important note for using this router

/ v Do not use this router in high humidity or high temperatures. \
v" Do not use the same power source for this router as other
equipment.

v" Do not open or repair the case yourself. If this router overheats,
Warning turn off the power immediately and have it repaired at a qualified
service center.

v" Avoid using this product and all accessories outdoors.

J
~

o
-

v" Place this router on a stable surface.

v' Only use the power adapter that comes with the package. Using
a different voltage rating power adaptor may damage this router.
Attention

- J

Package Contents

VolIP/(802.11g) ADSL2+ (VPN) Firewall Router
CD-ROM containing the online manual

RJ-11 ADSL/telephone Cable

Ethernet (CAT-5 LAN) Cable

Console tool kit

AC-DC power adapter (12VDC, 1.2A)

A detachable antenna

Quick Start Guide

00000060
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The Front LEDs

VolP/(802.11g) ADSL2+ (VPN) Firewall Router

Antenna

VolIP/ ADSL/
VolF, PPP
I

(RJ-45 connector)

1 PWR Lit when power is ON.
2 SYS Lit when the system is ready.
LAN Port Lit when connected to an Ethernet device.
3-6 |1X — 4X Green for 100Mbps; Orange for 10Mbps.

Blinking when data is Transmitted / Received.

(RJ-11 connector)

7 WLAN Lit green when the wireless connection is established.
(Wireless Router only) Flashes when sending/receiving data.
Phone

8-9 |1X — 2X Lit green when the phone is off-hook.

(RJ-11 connector)

10 LINE Lit when the inbound and outbound calls transmitted through
(Router with LINE port only) | PSTN.
VolIP Port Lit when the SIP Registration is OK.

12 IX — 2X Green for Phone 1; Orange for Phone 2.

Note: Orange also referring to when both Phone 1 and 2 are registered
OK at the same time.

13 ADSL/PPP

Lit Green when successfully connected to an ADSL DSLAM,
(“line synch”).
Lit Orange when there is a PPPoA / PPPoE connection.

Chapter 2: Installing the router



The Rear Ports

ONO

Antenna

VolP/(802.11g) ADSL2+ (VPN) Firewall Router

& @

ADSL LINE N2

N1

DC12VH 2A

) ]

- ON
& OFF

RESET
Py @

c-—&®

TL1L.

0o

(©

”07‘5' The Ethernet Port # 4 can be used as a console port. You need a special

Pa-N

console tool which already includes in the package to connect with LAN
port 4 and PC’s RS-232 port (9-pin serial port).

(Router with LINE port only)

Port flleaning
1 | Power Switch Power ON/OFF switch
2 |PWR Connect the supplied power adapter to this jack.
To be sure the device is being turned on - press RESET button
for:
1-3 seconds: quick reset the device.
6 seconds above, and power off, power on the device:
3 | RESET restore to factory default settings. (Cannot login to the router
or forgot your Username/Password. Press the button for more
than 6 seconds).
Caution: After pressing the RESET button for more than 6 seconds, to
be sure you power cycle the device again.
LAN Connect a UTP Ethernet cable (Cat-5 or Cat-5¢) to one of the
LAN ports when connecting to a PC or an office/lhome network
4 [1X—4X of 10Mbps or 100Mbps.
(RJ-45 connector) Caution: Port 4 can be either a LAN or Console port at a time but not
both.
Connect a UTP Ethernet cable (Cat-5 or Cat-5e) to one of the
Console Port (as LAN port 4) | LAN ports when connecting to a PC or an office/home network
4 (RJ_45 Connector) of 10Mbps or 100Mbp3
Caution: Port 4 can be either a LAN or Console port at a time but not
both.
Phone
1X — 2X Connect RJ-11 cable to this port when connecting to an analog
5 phone set.
(RJ-11 connector)
6 LINE Connect RJ-11 cable to this port when connecting to the

telephone wall jack.

Chapter 2: Installing the router




VolP/(802.11g) ADSL2+ (VPN) Firewall Router

7 | ADSL Connect the supplied RJ-11 (“telephone”) cable to this port
when connecting to the ADSL/telephone network.
Antenna )
8 Connect the detachable antenna to this port.

(Wireless Router only)

Cabling

One of the most common causes of problems is bad cabling or ADSL line(s). Make sure that all connected
devices are turned on. On the front of the product is a bank of LEDs. Verify that the LAN Link and ADSL
line LEDs are lit. If they are not, verify that you are using the proper cables.

Ensure that all other devices connected to the same telephone line as your router (e.g. telephones, fax
machines, analogue modems) have a line filter connected between them and the wall socket (unless you
are using a Central Splitter or Central Filter installed by a qualified and licensed electrician), and ensure
that all line filters are correctly installed and the right way around. Missing line filters or line filters installed
the wrong way around can cause problems with your ADSL connection, including causing frequent
disconnections.

10

Chapter 2: Installing the router



VolP/(802.11g) ADSL2+ (VPN) Firewall Router

Chapter 3: Basic Installation

The router can be configured with your web browser. A web browser is included as a standard application
in the following operating systems: Linux, Mac OS, Windows 98/NT/2000/XP/Me, etc. The product
provides an easy and user-friendly interface for configuration.

Please check your PC’s network components. The TCP/IP protocol stack and Ethernet network adapter
must be installed. If not, please refer to your Windows-related or other operating system manuals.

There are ways to connect with the router, either through an external repeater hub to the router or directly
connecting with PCs. However, be sure your PCs have an Ethernet interface installed properly prior to
connecting to the router device. You ought to configure your PCs to obtain an IP address through a
DHCP server or a fixed IP address that must be in the same subnet as the router. The default IP address of
the router is 192.168.1.254 and the subnet mask is 255.255.255.0 (i.e. any attached PC must be in the
same subnet, and have an IP address in the range of 192.168.1.1 to 192.168.1.253). The best and easiest
way is to configure the PC to get an IP address automatically from the router using DHCP. If you encounter
any problem accessing the router’s web interface it may also be advisable to uninstall any kind of
software firewall on your PCs, as they can cause problems accessing the 192.168.1.254 IP address of the
router. Users should make their own decisions on how to best protect their network.

Please follow the steps below for your PC’s network environment installation.

Any TCPI/IP capable workstation can be used to communicate with

”07- E;' or through the router. To configure other types of workstations,
please consult the manufacturer’s documentation.

11
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VolP/(802.11g) ADSL2+ (VPN) Firewall Router

Connecting Your Router

Connect this router to a LAN (Local Area Network) and the ADSL/telephone (ADSL) network.
Power on the device.

Make sure the PWR and SYS LEDs are lit steadily and that the LAN LED is lit.

Connect an RJ11 cable to VoIP port when connecting to an analog phone set.

Connect RJ-11 cable to LINE Port when connecting to the telephone wall jack.

ok wbd-=

Antenna

L)
Analoa Phone o
Connect more

~ramnutare
S

12
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VolP/(802.11g) ADSL2+ (VPN) Firewall Router

Configuring PCs in Windows in Window XP

1. Go to Start / Control Panel (in Classic View). In the Control
Panel, double-click Network Connections.
2. Double-click Local Area Connection. (See Figure 3.1)

3. In the LAN Area Connection Status window, click
Properties. (See Figure 3.2)

4. SelectInternet Protocol (TCP/IP) and click Properties. (See
Figure 3.3)

5. Select the Obtain an IP address automatically and Obtain
DNS server address automatically radio buttons. (See
Figure 3.4)

6. Click OK to finish the configuration.

£ Control Panel =TT
File Edt View Favorites Tooks Help 4

¢ Q- /‘r“Seavch Folders | (T3]~

Contral Panel v Bl
1 h W Power Options
@ switch to Categary view - Bc odem ...
e = @ =2
Printers and  Regional snd  Seanners and
% windows Update Faxes Language . Cameras
@) Help and Support > @ e
=/ 2
scheduled  Sounds and spesch
Tasl Audio Devices @

- Local Area Connection Status

General | Suppart

Connection
Shatus: Connected
Duration: 00:05: 34
Speed: 100.0 Mbps
Achivity

)
Sent ﬂ Received

Bytes: 1.403 1.749

I [ Properties ]D Dizable ]
BT

Figure 3.2: LAN Connection Status

L Local Area Connection Properties

General | Authentication || Advanced

Connect using:

| EE ASUSTek Broadcom 440x 10/100 Integrated Controller

This connection uses the following items:

B Client for Microsoft Metworks

4=\ File and Prirter Sharing for Microsoft Netwarks
2= oS Packet Scheduler

Internet Protocol [TCEAIP)

Drescription

Transmission Control Protocol/Internet Protocol. The default
wide area nebwork protocol that provides communication
across diverse interconnected networks.

[] Show icon in notification area when connected

Figure 3.3: TCP/IP

Internet Protacol (TCP/IP) Properties

General || Akemate Configuration

“ou can get IP settings assigned sutomatically it your network sUppars
this capability. Other reed to ask pour network administrator for
the appropriate 1P s

(& Obtain an IP address automatically

) Use the following IF address:

(&) Obkain DNS server address automatically

3 Use the following DS server addiesses

T
T

Figure 3.4: IP Address & DNS
Configuration
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VolP/(802.11g) ADSL2+ (VPN) Firewall Router

Configuring PCs in Windows 2000

1. Go to Start / Settings / Control Panel. In the Control Panel, Ble Bt Wew Favokes Tok Advaced el i
double-click Network and Dial-up Connections. A::,::k@f -’wk@.jlq?ph%h Brascory \J q-sm |
2. Double-click Local Area (“LAN”) Connection. (See Figure [= — T o -
3.5) &, el B
Network and Dial- Coﬂnnectaw;vn
up Connections
Local Area Connection
Type: LAN Connection
Stahis: Friahled _'J
[ 4
Figure 3.5: LAN Area Connection
Local Area Connecktion Status llil
General
3. In the LAN Area Connection Status window, click {Dmlm

Properties. (See Figure 3.6) Status: [ER—

Duratior 0E:16:26
Speed: 100.0 Mbps
— Activi

Chivity = .

Sent — =1 ——  HReceived
L2
Packets: 12215 | 109.427
Froperties Dizable |

Close
Figure 3.6: LAN Connection Status

Local Area Connection Properties 2=

General |

Connect using:

I ASUSTeK /Broadeom 440k 10100 Integrated Controller

4. Select Internet Protocol (TCP/IP) and click Properties. (See
Figure 3_7) Components checked are used by this connection:

=\ Client for Micrasoft Networks
ile and Printer Sharing for Microsoft Networks

nternet Protocal [TCPAF)

Ingtal... | Uninstal | Propeties |

wide arsa netwark protacel that pravides communication

Description
Transmission Contral Pratecolntemst Pratocol. The default
acioss diverss interconnected networks

I”" Show icon in taskbar when connected

ok Cancel
Figure 3.7: TCP /IP

Internet Protocol {TCP/IP) Properties 21|

General |

“ou can get IF settings assigned automatically if your netwerk supports
this capabilty. Dthenwise, you need o ask your netwark administrator for
the appropriate IF seltings.

5. Select the Obtain an IP address automatically and Obtain - Ot o P s ot

DNS server address automatically radio buttons. (See [ L=lemm et
Fl_gure 3'8) . . . Subnet mask: -
6. Click OK to finish the configuration. Defat ey —

£ DObtain DMS server address automatically

" Use the follawing DNS server addissses

Preferred DNS servern I ° °
Alternate DNE server; I ° °

Advanced.

Figure 3.8: IP Address & DNS
Configuration

14

Chapter 3: Basic Installation



Configuring PC in Windows 95/98/ME

1. Go to Start / Settings / Control Panel. In the Control Panel,
double-click Network and choose the Configuration tab.

2. Select TCP / IP -> NE2000 Compatible, or the name of any
Network Interface Card (NIC) in your PC. (See Figure 3.9)

3. Click Properties.

4. Selectthe IP Address tab. In this page, click the Obtain an IP
address automatically radio button. (See Figure 3.10)

5. Then select the DNS Configuration tab. (See Figure 3.11)
6. Select the Disable DNS radio button and click OK to finish the

configuration.

VolP/(802.11g) ADSL2+ (VPN) Firewall Router

Network 7] x]

Configuration I Identification | Access Cantral |

The fallowing network components ars installed:

Microsoft Family Logon |

g8 4515 T ek /Broadcom 440x 104100 Integrated Controller

85 Dial-Up Adapter

¥ TCP/P > ASUST ek /Broadcom 440x 104100 Integrated
3

4 TCP/IP -» Dial-Up Adapter

< |

Add.. I Remave

Primnary Metwark Logon:
IMlclosoft Family Lagan LI

Eile and Print Sharing... |

Description
TCPAP i the protocaol pou use to connect to the Internet and
wide-area networks.

Ok Cancel

Figure 3.9: TCP/IP

TCP/IP Properties 7| x

Bindings | Advanced I MNetBIOS I
DNS Configuration | Gateway | "IN Configuration 1P Address

A IP address can be automatically assigned to this computer,
If pour netwark. does not autamatically assign IP addresses, ask
wour nebwork administrator for an addiess. and then type it in
the space below,

" btain an I address automaticall

€~ Specify an IP address

Cancel |
Figure 3.10: IP Address

TCP/IP Properties 7]

Bindings | Advanced | MetBIOS |
DMS Configuration | Gateway | WINS Configuration | IP Address

Ele g8

WHE Server Search iider

r 1 1 Eaa]|
HEemoye |

[0 G it ST ST (a7 [0 o) s

l— el |

Femayve I

Cancel |
Figure 3.11: DNS Configuration
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VolP/(802.11g) ADSL2+ (VPN) Firewall Router
Configuring PC in Windows NT4.0

Network [ 2 X]
1. Go to Start / Settings / Control Panel. In the Control e e -
X Identification | Services = Protocols ]Adaptevsl Bindings |
Panel, double-click Network and choose the Protocols tab. o
2. Select TCP/IP Protocol and click Properties. (See Figure ¥ NeBEUI Protocol
¥~ NwLink IPX/SPX Compatible Transport
31 2) % NwiLink NetBIOS

Add.. Remove [(Propeties.y|  Lndae

- Description:

Transport Control Protocol/Internet Protocol. The default wide
area network protocol that provides communication across
diverse interconnected networks.

Cancel

Figure 3.12: TCP/ IP

Miciosoll TCPAP Properties

3. Select the Obtain an IP address from a DHCP server radio IPAddess | 05 | WANS Addess| Rouing |
button and click OK. (See Figure 3.13)

AP ddiess can e automatically sszigned bo ths netwark card
by & DHCF zesver. IF your nebwork. doss not have a DHCF server,
azk your nebacek. administrator for an address, and then pe itin
the space below.

& Dbvain an |P address irom 2 DHEF server
" Spesily an P addess

et o

Agvanced ..

T e
Figure 3.13: IP Address
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VolP/(802.11g) ADSL2+ (VPN) Firewall Router

Factory Default Settings
Before configuring your, you need to know the following default settings.

Web Interface (Username and Password)

Username: admin
Password: admin
The default username and password are “admin” and “admin” respectively.

1“[ ‘I"F'

the RESET button up to 6 seconds to restore the factory default settings.
Caution: After pressing the RESET button for more than 6 seconds, to be sure you power cycle

C If you ever forget the username/password to login to the router, you may press
the device again.

Attention

Device LAN IP settings

# |P Address: 192.168.1.254
B Subnet Mask: 255.255.255.0

ISP setting in WAN site
#» PPPOE

DHCP server

# DHCP server is enabled.
B Start IP Address: 192.168.1.100
P [P pool counts: 100

LAN and WAN Port Addresses

The parameters of LAN and WAN ports are pre-set in the factory. The default values are shown below.

LAN Port WAN Port
IP address 192.168.1.254
Subnet Mask 255.255.255.0 The PPPoE function is enabled

to automatically get the WAN

DHCP server function Enabled port configuration from the ISP.
IP addresses for | 100 IP addresses continuing from
distribution to PCs 192.168.1.100 through 192.168.1.199
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VolP/(802.11g) ADSL2+ (VPN) Firewall Router

Information from your ISP

Before configuring this device, you have to check with your ISP (Internet Service Provider) to find out what
kind of service is provided such as DHCP (Obtain an IP Address Automatically, Static IP (Fixed IP Address)
and PPPoE.

Gather the information as illustrated in the following table and keep it for reference.

VPINVCI, VC / LLC-based multiplexing, Username, Password, Service Name,
and Domain Name System (DNS) IP address (it ca be automatically assigned

AR by your ISP when you connect or be set manually).

VPINCI, VC / LLC-based multiplexing, Username, Password, Service Name,
PPPoE /| PPPoE | and Domain Name System (DNS) IP address (it ca be automatically assigned
with Pass-through | by your ISP when you connect or be setmanually). In addition, additional WAN
address can be assigned using PPPoE dialer.

VPINCI, VC / LLC-based multiplexing, Username, Password and Domain
PPPoA Name System (DNS) IP address (it ca be automatically assigned by your ISP
when you connect or be set manually).

RFC 1483 Bridged | VPI/VCI, VC /LLC-based multiplexing to use Bridged Mode.

VPINCI, VC /| LLC-based multiplexing, IP address, Subnet mask, Gateway

RAGHLESLT L address, and Domain Name System (DNS) IP address (it is a fixed IP address).

IPoA Routed VPINCI, VC /| LLC-based multiplexing, IP address, Subnet mask, Gateway
(IP over ATM) address, and Domain Name System (DNS) IP address (it is a fixed IP address).

18
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VolP/(802.11g) ADSL2+ (VPN) Firewall Router

Configuring with your Web Browser

Open your web browser, enter the IP address of your router, which by default is 192.168.1.254, and click
“Go”, a user name and password window prompt will appear. The default username and password
are “admin” and “admin” respectively. (See Figure 3.14)

Connect to 192.168.1.254

=

b A

7)1
Lset narne: |ﬁ admin v|
Password: |uu- |

[ ]remember ry password

[ Ok ][ Cancel ]

Figure 3.14: User name & Password Prompt Widonw

Congratulation! You are now successfully logged on to the VolP/(802.11g) ADSL Router!

19
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VolP/(802.11g) ADSL2+ (VPN) Firewall Router

Chapter 4: Configuration

At the configuration homepage, the left navigation pane where bookmarks are provided links you directly
to the desired setup page, including:

-

< Status
- ARP Table
- Wireless Association
- Routing Table
- DHCP Table
- PPTP Status
- IPSec Status
- L2TP Status
- Email Status
- VolP Status
- VoIP Call Log
- Eventlog

- Errorlog
- NAT Sessions

- Diagnostic
- UPnP Portmap

Quick Start

© @

Configuration

- LAN

- WAN_

- System

- Firewall

- VPN

- VolP

- QoS

- Virtual Server
- Time Schedule
- Advanced

i Save Config to FLASH

o Language (provides user interface in English and French languages)
- Logout

Please click the links to see the relevant sections of this manual for detailed instructions on how to
configure the VolP Router.
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Status

ARP Table

This section displays the router’s ARP (Address Resolution Protocol) Table, which shows the mapping of
Internet (IP) addresses to Ethernet (MAC) addresses. This is useful as a quick way of determining the
MAC address of the network interface of your PCs to use with the router’s Firewall - MAC Address Filter
function. See the Firewall section of this manual for more information on this feature.

ARP Table

IP <= MAC List
IP Address MAC Address Interface Static
192 168.1.187 00:0c:Be:bd:11:6d iplan ]

IP Address: Alist of IP addresses of devices on your LAN (Local Area Network).
MAC Address: The MAC (Media Access Control) addresses for each device on your LAN.
Interface: The interface name (on the router) that this IP Address connects to.
Static: Static status of the ARP table entry:
® “no” for dynamically-generated ARP table entries.
© “yes” for static ARP table entries added by the user.

Wireless Association Table (Wireless Router only)

Wireless Association Table

Wireless client’'s MAC address and the corresponding IP address
IP Address hel A
1592.165.1.100 00:04:23:73:9a:66

IP Address: It is IP address of wireless client that joins this network.
MAC: The MAC address of wireless client.

Routing Table

Routing Table
Routing Table
“alid Destination Metmask Gateway/Interface Cost

“ 0.0.0.0 0.0.0.0 192.1658.21 1 1

RIP Routing Table

Destination Metmask Gateway Cost

Routing Table
Valid: Itindicates a successful routing status.
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Destination: The IP address of the destination network.

Netmask: The destination Netmask address.

Gateway/Interface: The IP address of the gateway or existing interface that this route will use.
Cost: The number of hops counted as the cost of the route.

RIP Routing Table
Destination: The IP address of the destination network.

Netmask: The destination Netmask address.
Gateway: The IP address of the gateway that this route will use.
Cost: The number of hops counted as the cost of the route.

DHCP Table

DHCP Table
Type
Leased © Expired © Permanent

Leased: The DHCP assigned IP addresses information.

IP Address: Alist of IP addresses of devices on your LAN (Local Area Network).
Expired: The expired IP addresses information.

Permanent: The fixed host mapping information

Leased Table

Leased Table
IF Address MAC Address Client Host Mame Expiry
IP Address: The IP address that assigned to client.
MAC Address: The MAC address of client.

Client Host Name: The Host Name (Computer Name) of client.
Expiry: The current lease time of client.

Expired Table

Expired Table
IF Address WAL Address Client Host Mame Expiry

Please refer the Leased Table.

Permanent Table

Permanent Tahle

Marme IP &ddress MALC Address Maximurm Lease Time
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Name: The name you assigned to the Permanent configuration.
IP Address: The fixed IP address for the specify client.

MAC Address: The MAC Address that you want to assign the fixed IP address.

Maximum Lease Time: The maximum lease time interval you allow to clients.

PPTP Status (Only the 7404VGO has VPN features)
This shows details of your configured PPTP VPN Connections.

PPTP Status
YPN/PPTP for Remote Access Application

. Tunnel Call
Mame Type Enable Active Connected Connected
YPN/PFPTP for LAN-to-LAN Application
. Tunnel Call
Mame Type Enable Active Connected Connected

Encryption

Encryption

Name: The name you assigned to the particular PPTP connection in your VPN configuration.

Type: The type of connection (dial-in/dial-out).

Enable: Whether the connection is currently enabled.

Active: Whether the connection is currently active.

Tunnel Connected: Whether the VPN Tunnel is currently connected.
Call Connected: If the Call for this VPN entry is currently connected.
Encryption: The encryption type used for this VPN connection.

IPSec Status (Only the 7404VGO has VPN features)

This shows details of your configured IPSec VPN Connections.

IPSec Status
YPN Tunnels

Marme  Active  Connection State  Statistics Local Subnet Remote Subnet

Name: The name you assigned to the particular VPN entry.

Active: Whether the VPN Connection is currently Active.
Connection State: Whether the VPN is Connected or Disconnected.
Statistics: Statistics for this VPN Connection.

Local Subnet: The local IP Address or Subnet used.

Remote Subnet: The Subnet of the remote site.

Remote Gateway: The Remote Gateway IP address.

SA: The Security Association for this VPN entry.

Remote Gateway 54
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L2TP Status (Only the 7404VGO has VPN features)
This shows details of your configured L2TP VPN Connections.

L2TP Status
YPN/L2TP for Remote Access Application

. Tunnel Call
Mame Type Enable Active Caonnected Connected
YPN/LZTP for LAN-to-LAN Application
. Tunnel Call
Marme Type Enable Active Connected Caonnected

Encryption

Encryption

Name: The name you assigned to the particular L2TP connection in your VPN configuration.

Type: The type of connection (dial-in/dial-out).

Enable: Whether the connection is currently enabled.

Active: Whether the connection is currently active.

Tunnel Connected: Whether the VPN Tunnel is currently connected.
Call Connected: If the Call for this VPN entry is currently connected.
Encryption: The encryption type used for this VPN connection.

Email Status

Details and status for the Email Account you have configured the router to check. Please see the

Advanced section of this manual for details on this function.

Email Status

Email Account

Account Marme USEnAme
FOF3 Mail Server pap3.mail.com
Email Status Mo mail
[ Feset Status l [ Check Mow

VolIP Status

Here you can check details and status of VolP Account you have configured.
Please see the VolIP Configuration section for more details.

VolIP Status

Phone Pori
Index Fhone Murmber User Domain/Realm Display Mame
1
2

Fefrash

Registered
urnknown

Utk o
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VolIP Call Log

This page displays the detailed log of each call. The maximum number of record is 30 entries for each
phone port. (Dialed Calls List: 10, Received Calls List: 10, Missed Calls List: 10).

VolIP Call Log

Phone Port 103 Phaone Port 24
Phone Port 1
Dialed Calls List
Index Date & Time Fhaone Mumber Start Tirme End Time Duration

Received Calls List

Index Date & Time Fhone Mumber Start Time End Time Duration

Missed Calls List
Index Date & Time Fhone Mumber start Time End Tirme Duration

Event Log

This page displays the router’s Event Log entries. Major events are logged to this window, such as when
the router’s ADSL connection is disconnected, as well as Firewall events when you have enabled Intrusion
or Blocking Logging in the Configuration — Firewall section of the interface. Please see the Firewall
section of this manual for more details on how to enable Firewall logging.

Event Log

----------- svstem log buffer head --------------

Jan 01 00:00:11 heome.gateway: im-none: Changed 1plan IP address to 192,188.1.254
Jan 01 22-00:20 home.gatewav: lm-none: Eeset SNMP commnltv to factory defanlt
settings

Refresh ] [Clear]
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Error Log

Any errors encountered by the router (e.g. invalid names given to entries) are logged to this window.

Error Log
Error Log (times are in seconds since last reboot)

YWWhen FProcess Error Log

NAT Sessions

This section lists all current NAT sessions between interface of types external (WAN) and internal (LAN).

NAT Sessions

Y
Active WAT sessions between interface of tvpes external and internal:
Prot | Local IP: Port localfpublic | Eemote IP: Port | Idle (sec.)
----- R I I T
TCP | 192148 1.201- 1110/ 1110 | &4, 94,110, 12 an o129
TCR | 192,143 1. 99: 1932/ 1982 | 210.184, 108, 124: a0 | 7249
TCP 1 192, 1642, 1., 99: 19797 1970 | 207, &%.178.230: a0 | 542
TCR | 192,168, 1.202: 20117 2011 | 207, 46,107, 27: 1863 | 21
TCE | 192,148 1.100: 1146F 1lea | 207. 46,106, 90: 1363 | 13
TCRE | 192,143 1. 99: 1949/ 1959 | 207. 44,107, 22: 1262 | 473
ICMP | 192,168 1.201: 5l1zf 512 | leg., 95, 4.211: 512 10
TCP - 6 sesslons
TP - 0 sessions
Others : 1l sesslons
Tatal 7 ses5lons
W

Diagnostic

Tests the connection to computers that are connected to LAN ports and also the WAN Internet connection.
If PING www.google.com shows FAIL and the other tests show PASS, you should check that the DNS
setting is correct.

Diagnostic

LAN Connection
Testing Ethernet LAN connection FASS
Testing Wireless LAN connection PASS

WAN Connection
Testing ADSL Synchronization FAIL
Testing WAN connection FAIL
Fing Primary Domain Mame Server  FAIL
FING wanw. google. com FAIL

Refresh
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26




UPnP Portmap

VolP/(802.11g) ADSL2+ (VPN) Firewall Router

The section lists all port-mapping established using UPnP (Universal Plug and Play. See Advanced
section of this manual for more details on UPnP and the router’s UPnP configuration options.

UPNP Portmap

UPnP Portmap Table
MName Frotocol
ermwebigd1024 udp
ermwebigd 1025 tep
ermwebigd1 063 udp
ermwebigd1 064 top

External Part
35324 ~ 35324
48388 ~ 48655
9210 ~ 9210
80937 ~ 80937

Fedirect Port

15852 ~ 15852
14811 ~ 14511
15169 ~ 15169
14500 ~ 14500

IP Address

192.168.1.205
192.168.1.205
192.168.1.202
192.168.1.202

Chapter 4: Configuration
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Quick Start

Quick Start

Connection
Encapsulation FPFoE o
WP 0
WVCI 33
MAT (*)Enable O Disahle

Optional Settings
P Address 0.0.0.0

(0.0.0.0° means "Obtain an IP address automatically’)

SubMetmask 0.0.0.0
Default Gateway 0.0.0.0

DNS
Obtain DMS automatically [|Enahle

Frimary DNS

Secondary DNS
PPP

Username

Password

[ﬁ.ppl}f] [ Cancel ]

For detailed instructions on configuring your WAN settings, please see the WAN section of this manual.

Usually, the only details you will need for the Quick Start wizard to get you online are your login (often in the
form of username@jispname), your password and the encapsulation type. In addition, you have the option
to provide a specific DNS if required, or check the Enable box to get the DNS automatically from your ISP.

Your ISP will usually supply all the details you need, however if you have deleted the current WAN
Connection in the WAN — ISP section of the interface, you can use the router’s PVC Scan feature to
attempt to determine the Encapsulation types offered by your ISP.

Auto Scan

Before you scan the PWVCs, please DELETE all the WAM interfaces.
IP Address if provided by ISP
Fateway if provided by ISP

Click Start to begin scanning for encapsulation types offered by your ISP. If the scan is successful you will
then be presented with a list of supported options:

28
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Auto Scan

Cancel

Select the desired option from the list and click Apply to return to the Quick Start interface to continue
configuring your ISP connection. Please note that the contents of this list will vary, depending on what is
supported by your ISP.
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Configuration

When you click this item, you get following sub-items to configure the ADSL router.

- LAN, Wan, System, Firewall, VPN, VoIP, QoS, Virtual Server, Time Schedule and Advanced

These functions are described below in the following sections.

LAN - Local Area Network

Here are the items within the LAN section: Bridge Interface, Ethernet, IP Alias, Ethernet Client Filter,
Wireless, Wireless Security, Wireless Client Filter, Port Setting and DHCP Server.

Bridge Interface

Bridge Interface

Parameters
Bridge Interface WLAMN Port
ethemet vVIP1 [vIP2 [v]P3 [v]P4
ethernet! P1 P2 P33 P4
ethernet P1 P2 P13 =]
ethernetd F1 F2 P3 P4

Device Management
Management Interface (%) ethernet
You can setup member ports for each VLAN group under Bridge Interface section. From the example, two
VLAN groups need to be created.
Ethernet: P1 (Port 1)
Ethernet1: P2, P3 and P4 (Port 2, 3, 4). Uncheck P2, P3, P4 from Ethernet VLAN port first.

Note: You should setup each VLAN group with caution. Each Bridge Interface is arranged in this order.

Bridge Interface VLAN Port (Always starts with)
ethernet P1/P2/P3 /P4

etherneti1 P2 / P3 /P4

ethernet2 P3 /P4

ethernet3 P4

Management Interface: To specify which VLAN group has possibility to do device management, like
doing web management.

Note: NAT/NAPT can be applied to management interface only.
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Ethernet
Ethernet
Primary IP Address
IP Address 192 168 1 (254
Subnet Mask 205 255 |255 |0
RIP CIRIPvl [ RIP+2 [ RIP+2 Multicast

Primary IP Address

IP Address: The default IP on this router.

Subnet Mask: The default subnet mask on this router.

RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.

IP Alias

This function supports creation of multiple virtual IP interfaces on this router. It helps to connect two or
more local networks to the ISP or remote node. In this case, an internal router is not required.

Ethernet
IP Alias
IP Address Subnet Mask Secutity Interface

IP Alias

Parameters
IP Address
SubMetmask

Security Interface @ Internal O External O DMZ

[Apply ] [ Cancel ]

IP Address: Specify an IP address on this virtual interface.
SubNetmask: Specify a subnet mask on this virtual interface.
Security Interface: Specify the firewall setting on this virtual interface.

Internal: The network is behind NAT. All traffic will do network address translation when sending out to
Internet if NAT is enabled.

External: There is no NAT on this IP interface and connected to the Internet directly. Mostly it will be used
when providing multiple public IP addresses by ISP. In this case, you can use public IP address in local
network which gateway IP address point to the IP address on this interface.

DMZ: Specify this network to DMZ area. There is no NAT on this interface.
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Ethernet Client Filter

The Ethernet Client Filter supports up to 16 Ethernet network machines that helps you to manage your
network control to accept traffic from specific authorized machines or can restrict unwanted machine(s) to
access your LAN.

There are no pre-define Ethernet MAC address filter rules; you can add the filter rules to meet your
requirements.

Ethernet Client Filter
Filtening Rules

Ethernet Client Filter (*) Disable O Allowed O Blocked

MAC Address List  Candidates
(MAC Address Formatl is s a0 xx 300 xx ¥

Ethernet Client Filter: Default setting is set to Disable.

® Allowed: check to authorize_specific device accessing your LAN by insert the MAC Address in
the space provided or click “21919ates @ Make sure your PC’s MAC is listed.

® Blocked: check to prevent unwanted device accessing your LAN by insert the MAC Address in
the space provided or click “219192te5 @ Make sure your PC’s MAC is not listed.

The maximum clientis 16. The MAC addresses are 6 bytes long; they are presented only in hexadecimal
characters. The number 0 - 9 and letters a - f are acceptable.
Note: Follow the MAC Address Format xx:xx:xx:xx:xx:xx. Colon ( : ) must be included.

Candidates: automatically detects devices connected to the router through the Ethernet. .

Candidates @, Active PC in LAN

&7 http://192.168.1 254 - Active PC in LAN - Micro_.. |, |

Active PC in LAN

IP Address MAC Address
[1192 168 1 218 00:11:2f0b:56:07
Add
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The Active PC in LAN screen displays a list of individual Ethernet device IP Address & MAC Address that
are currently connected to the router.

Select individual devices to be blocked or allowed, by checking the box next to the IP address. Then, Add
to insert to the Ethernet Client Filter table. The maximum number of Ethernet clients is 16.

Wireless (Wireless Router only)

Wireless
Parameters
WLAR Service (*)Enable O Disahle
Miode 802 1Mb+g ¥
ESSID wlan-ap
ESSID Broadcast (3)Enable () Disable
Regulation Domain M.America ¥
Channel 1D Channel 1 (2.412 GHz) ¥ | Scan Channel Usage
Tx Powerlevel 180 0 ~ 255)
Caonnected true
AP MAC address 00:13:d3:78:14:25
AP Firrmware Yersion 1.0.6.0
Wireless Distribution System (WDS)
WIS Service () Enable (2 Disable
1.Peer WD3E MAC address 00:00:00:00:00:00
2.Peer WDE MAC address 00:00:00:00:00:00
3.Peer WDS MAC address 00:00:00:00:00:00
4. Peer WDS MAC address 00:00:00:00:00:00

WDS depends an the settings of main security encrption type. =

Parameters

WLAN Service: Default setting is set to Enable. If you do not have any wireless, both 802.11g and
802.11b, device in your network, select Disable.

Mode: The default setting is 802.11b+g (Mixed mode). If you do not know or have both 11g and 11b
devices in your network, then keep the default in mixed mode. From the drop-down manual, you can
select 802.11g if you have only 11g card. If you have only 11b card, then select 802.11b.

ESSID: The ESSID is the unique name of a wireless access point (AP) to be distinguished from another.
For security propose, change the default wlan-ap to a unique ID name to the AP which is already built-in to
the router’s wireless interface. It is case sensitive and must not excess 32 characters. Make sure your
wireless clients have exactly the ESSID as the device, in order to get connected to your network.

Note: It is case sensitive and must not excess 32 characters.

ESSID Broadcast: It is function in which transmits its ESSID to the air so that when wireless client
searches for a network, router can then be discovered and recognized. Default setting is Enabled.

© Disable: If you do not want broadcast your ESSID. Any client using the “Any” wireless setting
cannot discover the Access Point (AP) of your router.

© Enable: Any client using the “Any” setting can discover the Access Point (AP) in this mode.
Regulation Domain: There are seven Regulation Domains for you to choose from, including North
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America (N.America), Europe, France, etc. The Channel ID will be different based on this setting.

Channel ID: Select the wireless connection ID channel that you would like to use. Use the Scan Channel
Usage to help to select non-occupied wireless channel.

© Scan Channel Usage: Wireless channel scan takes up to 14 seconds to survey the channel ID
in the network area. The result will show all channels being occupied or not occupied.

Note: Wireless performance may degrade if select ID channel is already being occupied by other AP(s).

TX PowerlLevel: This function sets the wireless transmitting signal strength. User may adjust this
power level from minimum 0 up to maximum 255.

Note: The Power Level maybe different in each access network user premises environment. Choose the most
suitable level for your network.

Connected: Shows true or false. This is the connection status between the system and the build-in
wireless card.

AP MAC Address: This is the unique hardware address of the Access Point.
AP Firmware Version: The Access Point firmware version.

Wireless Distribution System (WDS)

The device provides a WDS wireless access point mode that enables wireless link and communication
with other access points. Itis installed by simply defining the MAC addresses of the other connected APs.
WDS may be used to extend an existing wired or wireless infrastructure network to create a larger network.
It can connect up to four additional wireless APs in the WDS network.

WDS security is available in WEP mode only. The WEP key encryption must be the same for all access
points in the WDS network. Selecting WPA wireless security will disable the WDS fields on the screen.

WDS Service: The default setting is Disabled. Check Enable radio button to activate this function.

1. Peer WDS MAC Address: The first associated AP MAC Address. It is important that your peer APs
must include your MAC address in order to acknowledge and communicate with each other.

2. Peer WDS MAC Address: The second associated AP MAC Address.
3. Peer WDS MAC Address: The third associated AP MAC Address.

4. Peer WDS MAC Address: The fourth associated AP MAC Address.
Note: For MAC Addresses, the colon ( : ) must be included between character pairs.

To set up a WDS network, observe the following points:
1. All devices must be set to the same Wireless Channel.
2. All devices must be set to the same Wireless Security setting, either None, or WEP
3. All devices must list the MAC addresses of the other devices in their WDS table.

4. ltis usual practice to set all devices to the same ESSID name.
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Wireless Security (Wireless Router only)

Wireless Security may be Disabled or Enabled with WEP or WPA (1,2) for protecting your wireless network.
The default mode of wireless security is Disabled.

It is strongly suggested that you Enable wireless security with at least WEP.
WPA will provide stronger security if your client devices can support it.

Wireless Security
Parameters

Security hode Disahle w

[ﬂxpply] [ Cancel ]

WPA-PSK (TKIP) / WPA-PSK (AES) Pre-Shared Key
Wireless Security

Parameters
Secutity Mode WRAT Pre-Shared Key v 90 WRAZ Pre-Shared Key
WWEA Algarithms TEIF or AES
YWHA Shared Key
Group Key Renewsal 3600 saconds
ldle Timeout 3600 seconds (120~B5535)
[Appl}r] [ Cancel ]

Security Mode: Select WPA1-PSK or WPA2-PSK as required

WPA Algorithms: There are two types of WPA-Pre-Shared Key, WPA1 and WPA2.

WPA1 adapts the TKIP (Temporal Key Integrity Protocol) encrypted algorithm, which incorporates
Message Integrity Code (MIC) to provide protection against hackers.

WPA2 adapts CCMP (Cipher Block Chaining Message Authentication Code Protocol) of the AES
(Advanced Encryption Security) algorithms.

Note that older client devices may not support either or both WPA1 or WPA2 in which case you may need
to use basic WEP security.

It is recommended to use the highest level of security that your network devices can support.

WPA Shared Key: The key for network authentication. The input format is in character style and key size
should be in the range between 8 and 63 characters.

Group Key Renewal: The period of renewal time for changing the security key automatically between
wireless client and Access Point (AP). Default value is 3600 seconds.

Idle Timeout: The default idle timeout is 3600 seconds. The Timeout value is based on the case of no
data traffic is sent or received by a client device. If the Router detects no traffic in the wireless network, it
will start timing the clock and drop the session when it reaches the defined timeout value. A new session
will be re-established as required after the old session has timed out.

35

Chapter 4: Configuration



VolP/(802.11g) ADSL2+ (VPN) Firewall Router

WEP

Wireless Security

Parameters
security Mode YWEF b
WEFR Authentication Open System
WEP Encryption GOWEPE4 COWEP128 | Hex v

Faszsphrase

Default Lsed WEF Key 1 (1~4]
Key 1 e
Key 2 0000000000
Key 3 On00o000ac
ey 4 O0o0oo00ao

MYEF B4 - Hex): 5 Hex code, (18, a~z, A~Z). BEx 11aaZlcc3s.

[Apply] [ Cancel l

Security Mode: To prevent unauthorized wireless stations from accessing data transmitted over the
network, the router offers basic data encryption, known as WEP.

WEP Authentication: Select Open or Shared as required. Note that client devices need the same setting.

WEP Encryption:. There are two alternatives to select from for the key length: WEP 64 and WEP 128.
WEP 128 will offer increased security over WEP 64.

Passphrase: This is used to generate WEP keys automatically based upon the input string and a
pre-defined algorithm in WEP64 or WEP128.

Default Used WEP Key: Select the encryption key ID; please refer to Key (1~4) below.

Key (1-4): Enter the key to encrypt wireless data. To allow encrypted data transmission, the WEP
Encryption Key values on all wireless stations must be the same as the router. There are four keys for your
selection. The input format is in HEX style, 5 and 13 HEX codes are required for WEP64 and WEP128
respectively.

The Generate button will create hex keys from a specified Passphrase.
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Wireless Client / MAC Address Filter (Wireless Router only)

The MAC Address filter supports up to 16 wireless network machines and helps you to manage your

network control to accept traffic from specific authorized machines or to restrict unwanted machine(s)
accessing your LAN.

There are no pre-define MAC Address filter rules; you can add the filter rules to meet your requirements.

Wireless Client ( MAC Address ) Filter
Filtering Rules

Filter Action (*) Disable O Allowed O Blocked

MAC Address List  Candidates
(MAC Address Formal is o e xx )

Wireless Client Filter: Default setting is set to Disable.

® Allowed: To aIIow_specific devices to access your LAN, insert the MAC Address in the space
provided or click “2Ndidates & Make sure your PC’'s MAC Address is listed.

©® Blocked: To prevent specifi_c unwanted devices accessing the LAN, insert the MAC Address in
the space provided or click “219192125 &3 Make sure your PC’s MAC Address is not listed.
The maximum number of clients is 16. The MAC addresses are six bytes long; they are presented only in
hexadecimal characters. The numbers 0 - 9 and letters a - f are acceptable.

Note: Follow the MAC Address Format xx:xx:xx:xx:xx:xx. Colon ( : ) must be included.

Candidates: Automatically detects devices connected to the router through the Wireless.
Candidates @ _, Associated Wireless Clients

&7 hitp:#/192.168.1.254 - Associated ... | _ |

Associated Wieless Chents
[ o001 : 33.aF05

Add

Associate Wireless Client displays a list of individual wireless device MAC Address that are currently
connected to the router. Select the required device to be blocked or allowed by checking the box next to
the MAC Address. Then click Add to insert to the Wireless Client (MAC Address) Filter table. The
maximum number of Wireless clients filter entries is 16.
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Port Setting
This section allows you to configure the settings for the router’s Ethernet ports to solve some

compatibility problems that may be encountered while connecting to the Internet, as well allowing users to
tweak the performance of their network.

Port Setting

Farameters
Fort1 Connection Type IAutn _‘:!
Fort2 Connection Type !Autn ;i
Fort3 Connection Type iﬂuutn ;i
Fortd Connection Type iﬂuutn ;]
IPyd TOS Priarity Cantral " Enable  Disable

Set High Priority TOS

Fealr B2l g1 e Feal a8 671 a8 Neal aal 630682 a1 600 491 48
a7z T asl aa 44 a3l 42 M40 M39M 380 370736 36 341 330 32
§ IS SR e e e S (e ] (B ] (S e (R S e e
G (REE R R R (R S S R N (RS R (S (] N (i

Apply |

Port # Connection Type: There are six options to choose from:
Auto, disable, 10M half-duplex, 10M full-duplex, 100M half-duplex, 100M full-duplex and Disable.

Sometimes, there are Ethernet compatibility problems with legacy Ethernet devices, and you can
configure different types to solve compatibility issues. The default is Auto, which users should keep unless
there are specific problems with PCs not being able to access your LAN.

IPv4 TOS priority Control (Advanced users): TOS, Type of Services, is the 2" octet of an IP packet.
Bits 6-7 of this octet are reserved and bit 0-5 are used to specify the priority of the packet.

This feature uses bits 0-5 to classify the packet’s priority. If the packet is high priority, it will flow first and will
not be constrained by the Rate Limit. Therefore, when this feature is enabled, the router’s Ethernet
switch will check the 2" octet of each IP packet. If the value in the TOS field matches the checked values
in the table (0 to 63), this packet will be treated as high priority.
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DHCP Server

DHCP (Dynamic Host Configuration Protocol) allows your router to dynamically assign IP addresses to
PCs on your network if they are configured to obtain IP addresses automatically. You can enable or disable
the router’s DHCP server, or enable the router’s DHCP relay functions in this screen.
DHCP Server
Configuration
O Disable
DHCP Server Mode () DHCP Server
) DHCP Relay Agent

DHCP Server Status

Allow Bootp true
Allow Unknown Clients true
Enable true

Subnet Definitions

Subnet Yalue 192.168.1.0
Subnet Mask 2852552550
Waxirmum Lease Time 86400 seconds
Default Lease Time 43200 seconds
Lise local host address as DMS server true

Use local host address as default gateway  true
Get subnet from IP interface iplan
IF Range {92768 4. 00- 782 7681799

Option domain-name-seniers= 0.0.0.0

To change the DHCP operation of the router, select the required mode from the DHCP Server Mode
section and click Next

1. To disable the router’s DHCP Server, check Disabled and click Next, then click Apply. When the DHCP
Server is disabled you will need to manually assign a fixed |IP address to each PCs on your network, and
set the default gateway for each PC to the IP address of the router (by default this is 192.168.1.254).

2. To configure the router’s DHCP Server, check DHCP Server and click Next. You can then configure
parameters of the DHCP Server including the IP pool (starting IP address and ending IP address to be
allocated to PCs on your network), lease time for each assigned IP address (the period of time the IP
address assigned will be valid), DNS IP address and the gateway IP address. These details are sent to the
DHCP client (i.e. your PC) when it requests an IP address from the DHCP server. Click Apply to enable
this function.

If you check “Use Router as a DNS Server”, the ADSL Router will perform the domain name lookup, find
the IP address from the outside network automatically and forward it back to the requesting PC in the
Local Area Network.

3. If you check DHCP Relay Agent and click Next, then you will have to enter the IP address of the DHCP
server which will assign an IP address back to the DHCP client in the LAN. Use this function only if advised
to do so by your network administrator or ISP.

Click Apply to enable this function.
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WAN - Wide Area Network

WAN refers to your Wide Area Network connection, i.e. your router’s connection to your ISP and the
Internet. The items within the WAN section: ISP, DNS and ADSL.

ISP
WAN Connection
WAN Services Table
Marne Description Creator E NI
wanlink PPPaE AN Link Factary Defaults 8 35 Edit © Change ©
Create

The factory default is PPPoE. If your ISP uses this access protocol, click Edit to input other parameters as
below. If your ISP does not use PPPOE, you can change the default WAN connection entry by clicking
Change.

Some ISPs may provide more services via different WAN connections. In this case, you can create more
connections by clicking Create. The device can support a maximum of up to eight WAN connections.

Note: The application of multiple WAN connections is dependent on your Service Provider.

Note: A simpler alternative for initial setup of the router is to select Quick Start from the main menu on the
left. Please see the Quick Start section of the manual for more information.
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RFC 1483 Routed Connections

WAN Connection
RFC 1483 Routed

Descriptian RFC 1483 routed mode
P B

W 35

AT Class LUBR b

AT ) Enable O Disable
Encapsulation Method LLC Bridged e

(*) Obtain an IP address automatically via DHCP client

() Usge the following IP address

P Assignment IF &Address
Metrmask
Gateway
RIP L] RIPw [ RIPw2 [ RIP 2 Multicast
hATL 1500
TCP MSS Clamp (*)Enable O Disable

(2 Enable ) Disable
MAC Address Spoafing

Description: User-definable name for the connection.
VPI and VCI: Enter the information provided by your ISP.
ATM Class: The Quality of Service for the ATM layer.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet through
a single IP account, sharing the single IP address. If users on your LAN have public IP addresses and can
access the Internet directly, the NAT function can be disabled.

Encapsulation method: Selects the encapsulation format, the default is LLC Bridged. Select the one
provided by your ISP.

IP Assignment

©® Obtain an IP address automatically via DHCP client: specify if the Router can get an IP
address from the ISP (Internet Service Provider) automatically.

® Use the following IP Address: Specify the IP address manually; the static IP address should be
given to you by your ISP.

RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific headers)
that IP will attempt to send through the interface. Default is 1500.

TCP MSS Clamp: This option helps to discover the optimal MTU size automatically. Default is enabled.

MAC Address Spoofing: This option is required by some service providers. You must fill in the MAC
address specified by the service provider when it is required. Default is disabled.
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RFC 1483 Bridged Connections

WAN Connection

RFC 1483 Bridged
Description RFC 1483 bridged mode
R a
W 33
ATM Class LBR -
Encapsulation Method LLC Bridged b
Acceptable Frame Type acceptall W
Filter Type All w
P10 for Utagged Frames 1

Description: User-definable name for the connection.

VPI and VCI: Enter the information provided by your ISP.
ATM Class: The Quality of Service for the ATM layer.

Encapsulation method

: Select the encapsulation format, this is provided by your ISP.

Acceptable Frame Type: Specify what kind of traffic can pass through this connection, options are
all traffic, or only VLAN tagged.

Filter Type: Specify the

type of ethernet filtering performed by the named bridge interface.

All Allows all types of ethernet packets through the port.
Ip Allows only IP/ARP types of ethernet packets through the port.
Pppoe Allows only PPPoE types of ethernet packets through the port.

PVID for Untagged Frames: PVID stands for Port VLAN Identifier. When an untagged packet is received
by input port(s), this packet will be tagged with the specified PVID. The valid value range for PVID is

1~4094.
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WAN Connection
PPPoA Routed

Description

W

Wl

ATM Class

MAT

Llsername

Passwaord
IP Address

Authentication Protocal
Cannection

ldle Timeout

FIP

WTLI

TCP MSS Clamp
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FFFoA Routed
g

35

LBR w

(*)Enable O Disable

a.0oao
(D0.0.0.0" means 'Ubtain an IP address automatically’)
ChaplfAuto) «

Always On b
a minutes Details ©

LIRIPyl ] RIPv2 [] RIP «2 hulticast
1500

(*)Enahble O Disable

Apply | Advanced Options ©

Description: User-definable name for the connection.
VPI/VCI: Enter the information provided by your ISP.
ATM Class: The Quality of Service for the ATM layer.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet through
a single IP account, sharing a single IP address. If users on your LAN have public IP addresses and can
access the Internet directly, the NAT function can be disabled.

Username: Enter the username provided by your ISP. You can input up to 128 alphanumeric characters
(case sensitive). This will usually be in the format of “username@ispname” instead of simply “username”.

Password: Enter the password provided by your ISP. You can input up to 128 alphanumeric characters
(case sensitive).

IP Address: Specify an IP address from which a user can logon and access the router’s web server.
Note: IP 0.0.0.0 indicates all users who are connected to this router are allowed to logon the device and modify data.

Authentication Protocol Type: Default is Chap (Auto). Your ISP will advise you whether to use Chap or
Pap.

Connection:

® Always on: If you want the router to establish a PPPoA session when starting up and to
automatically re-establish the PPPoA session when disconnected by the ISP.

® Connect on Demand: If you want to establish a PPPoA session only when there is a packet
requesting access to the Internet (i.e. when a program on your computer attempts to access the
Internet).
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Idle Timeout: Auto-disconnect the broadband firewall gateway when there is no activity on the line for a
predetermined period of time.

® Detail: You can define the destination port and packet type (TCP/UDP). This allows you to set
which outgoing traffic will not trigger and reset the idle timer.

RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific headers)
that IP will attempt to send through the interface. Default is 1500.

TCP MSS Clamp: This option helps to discover the optimal MTU size automatically. Default is enabled.

Advanced Options (PPPoA)
LLC Header: Selects encapsulation mode, true for using LLC or false for using VC-Mux.

Create Route: This setting specifies whether a route is added to the system after IPCP (Internet Protocol
Control Protocol) negotiation is completed. If set to enabled, a route will be created which directs packets
to the remote end of the PPP link.

Specific Route: Specifies whether the route created when a PPP link comes up is a specific or default
route. If set to enabled, the route created will only apply to packets for the subnet at the remote end of the
PPP link. The address of this subnet is obtained during IPCP negotiation.

Subnet Mask: sets the subnet mask used for the local IP interface connected to the PPP transport. If the
value 0.0.0.0 is supplied, the netmask will be calculated from the class of the IP address obtained during
IPCP negotiation.

Route Mask: Sets the subnet mask used by the route that is created when a PPP link comes up. Ifitis set
to 0.0.0.0, the subnet mask is determined by the IP address of the remote end of the link. The class of the
IP address is obtained during IPCP (Internet Protocol Control Protocol) negotiation.

MRU: Maximum Receive Unit. This is negotiated during the LCP protocol stage.
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IPoA Routed Connections

WAN Connection
IPoA Routed
Description [Fod routed
P g
Y 35
ATM Class UBR v
AT () Enable O Disable
() Obtain an IP address automatically via DHCP client
(O Use the following IP address
IP Assignment IP Address
Metmask
Gateway
RIF L] RIPw [ RIP2 [ RIP 42 Multicast
hATL 1500
TCP MSS Clamp () Enable O Disable

Description: User-definable name for the connection.
VPI/VCI: Enter the information provided by your ISP.
ATM Class: The Quality of Service for the ATM layer.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet through
a single IP account, sharing a single IP address. If users on your LAN have public IP addresses and can
access the Internet directly, the NAT function can be disabled.

IP Assignment

©® Obtain an IP address automatically via DHCP client: specify if the Router can get an IP
address from the ISP (Internet Service Provider) automatically.

® Use the following IP Address: Specify the IP address manually; the static IP address should be
given to you by your ISP.

RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific headers)
that IP will attempt to send through the interface. Default is 1500.

TCP MSS Clamp: This option helps to discover the optimal MTU size automatically. Default is enabled.
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WAN Connection
PPPoE Routed

Description

WP

W

ATM Class

AT

LIsernarme

Password

Serwvice Mame
IP Address

Authentication Protocol
Caonnection

Idle Timeout

RIP

AT

TCP MSS Clarmp

MAC Address Spoofing
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FPFPoE Routed
g

35

LER v

(*) Enable ) Disable

(0.0.0.0" means 'Obtain an IP address automatically’)
Chap(Auta) |+

Always On hd

0 minutes Details ©
LI RIP v O RIP2 [ RIP 2 Multicast
1492

(2 Enable O Disable

() Enable ) Disable

Apply | Advanced Dptions C

Description: User-definable name for this connection.
VPI/VCI: Enter the information provided by your ISP.
ATM Class: The Quality of Service for ATM layer.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet through
a single ISP account, sharing a single IP address. If users on your LAN have public IP addresses and can
access the Internet directly, the NAT function can be disabled.

Username: Enter the username provided by your ISP. You can input up to 128 alphanumeric characters
(case sensitive). This will usually be in the format of “username@ispname” instead of simply “username”.

Password: Enter the password provided by your ISP. You can input up to 128 alphanumeric characters
(case sensitive).

Service Name: This item is for identification purposes. If it is required, your ISP will provide you the
information. Maximum input is 20 alphanumeric characters.

IP Address: Specify if the Router can get an IP address from the Internet Server Provider (ISP)
automatically or not.

Click Obtain an IP address automatically via DHCP client to enable the DHCP client function.

Click Specify an IP address to disable the DHCP client function, and specify the IP address manually.
The setting of this item is specified by your ISP.

Authentication Protocol: Default is Chap (Auto). Your ISP will advise you whether to use Chap or Pap.
Connection

® Always on: If you want the router to establish a PPPoE session when starting up and to
automatically re-establish the PPPoE session when disconnected by the ISP.

® Connect on Demand: If you want to establish a PPPoE session only when there is a packet
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requesting access to the Internet (i.e. when a program on your computer attempts to access the
Internet).

Idle Timeout: Auto-disconnect the broadband firewall gateway when there is no activity on the line for a
predetermined period of time.

® Detail: You can define the destination port and packet type (TCP/UDP). This allows you to set
which outgoing traffic will not trigger and reset the idle timer.

RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific headers)
that IP will attempt to send through the interface. Default is 1500.

TCP MSS Clamp: This option helps to discover the optimal MTU size automatically. Default is enabled.

MAC Address Spoofing: This option is required by some service providers. You must fill in the MAC
address specified by service provider if it is required. Default is disabled.

Advanced Options (PPPoE)
LLC Header: Selects encapsulation mode, true for using LLC or false for using VC-Mux.

Create Route: This setting specifies whether a route is added to the system after IPCP (Internet Protocol
Control Protocol) negotiation is completed. If set to enabled, a route will be created which directs packets
to the remote end of the PPP link.

Specific Route: Specifies whether the route created when a PPP link comes up is a specific or default
route. If set to enabled, the route created will only apply to packets for the subnet at the remote end of the
PPP link. The address of this subnet is obtained during IPCP negotiation.

Subnet Mask: sets the subnet mask used for the local IP interface connected to the PPP transport. If the
value 0.0.0.0 is supplied, the netmask will be calculated from the class of the IP address obtained during
IPCP negotiation.

Route Mask: Sets the subnet mask used by the route that is created when a PPP link comes up. Ifitis set
to 0.0.0.0, the subnet mask is determined by the IP address of the remote end of the link. The class of the
IP address is obtained during IPCP (Internet Protocol Control Protocol) negotiation.

MRU: Maximum Receive Unit. This is negotiated during the LCP protocol stage.
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PPPoE with Pass-through Connections

PPPoE with pass-through adapts the following method: PPPoE Routed mode + 1483 Bridge Mode. With
pure PPPoE connection, the router can get one WAN address to the router. With the PPPoE and PPPoE
pass-through, concurrently, it allows user to have a WAN address assigned to the router but also able to
get another WAN IP from ISP using PPPoE dialer (e.g WinPoETor Windows XP PPPoE Dialer) at the
same time.

WAN Connection
PPPoE Routed

Description PFPoE with Pass-thraugh
WP g

W 35

AT Class LER v

MAT () Enahle O Disahle
LIsernarme

Passward

Semnice Name

IP Address 0000
(0.0.0.0" reans 'Obtain an 1P address automatically’)
Authentication Protocol Chap(Auato) |+
Connection Always On hd
Idle Timeagut 0 minutes Details ©
RIP O RPv1 [ RIP2 [ RIP +2 Multicast
hATLI 1492
TCP MSS Clamp () Enable O Disable

Apply | Advanced Options C

Description: User-definable name for this connection.
VPI/VCI: Enter the information provided by your ISP.
ATM Class: The Quality of Service for ATM layer.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet through
a single ISP account, sharing a single IP address. If users on your LAN have public IP addresses and can
access the Internet directly, the NAT function can be disabled.

Username: Enter the username provided by your ISP. You can input up to 128 alphanumeric characters
(case sensitive). This will usually be in the format of “username@ispname” instead of simply “username”.

Password: Enter the password provided by your ISP. You can input up to 128 alphanumeric characters
(case sensitive).

Service Name: This item is for identification purposes. If it is required, your ISP will provide you the
information. Maximum input is 20 alphanumeric characters.

IP Address: Specify if the Router can get an IP address from the Internet Server Provider (ISP)
automatically or not.

Click Obtain an IP address automatically via DHCP client to enable the DHCP client function.

Click Specify an IP address to disable the DHCP client function, and specify the IP address manually.
The setting of this item is specified by your ISP..

Authentication Protocol: Default is Chap (Auto). Your ISP will advise you whether to use Chap or Pap.
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Connection:

® Always on: If you want the router to establish a PPPoE session when starting up and to
automatically re-establish the PPPoE session when disconnected by the ISP.

® Connect on Demand: If you want to establish a PPPoE session only when there is a packet
requesting access to the Internet (i.e. when a program on your computer attempts to access the
Internet).

Idle Timeout: Auto-disconnect the broadband firewall gateway when there is no activity on the line for a
predetermined period of time.

® Detail: You can define the destination port and packet type (TCP/UDP). This allows you to set
which outgoing traffic will not trigger and reset the idle timer.

RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific headers)
that IP will attempt to send through the interface. Default is 1500.

TCP MSS Clamp: This option helps to discover the optimal MTU size automatically. Default is enabled.

Advanced Options (PPPoE)
LLC Header: Selects encapsulation mode, true for using LLC or false for using VC-Mux.

Create Route: This setting specifies whether a route is added to the system after IPCP (Internet Protocol
Control Protocol) negotiation is completed. If set to enabled, a route will be created which directs packets
to the remote end of the PPP link.

Specific Route: Specifies whether the route created when a PPP link comes up is a specific or default
route. If set to enabled, the route created will only apply to packets for the subnet at the remote end of the
PPP link. The address of this subnet is obtained during IPCP negotiation.

Subnet Mask: sets the subnet mask used for the local IP interface connected to the PPP transport. If the
value 0.0.0.0 is supplied, the netmask will be calculated from the class of the IP address obtained during
IPCP negotiation.

Route Mask: Sets the subnet mask used by the route that is created when a PPP link comes up. Ifitis set
to 0.0.0.0, the subnet mask is determined by the IP address of the remote end of the link. The class of the
IP address is obtained during IPCP (Internet Protocol Control Protocol) negotiation.

MRU: Maximum Receive Unit. This is negotiated during the LCP protocol stage.
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DNS

DNS

Parameters
Obtain DNS automatically Enable
Frimary DMNS
Secondary DMNS

[ﬁpplyl [ Cancel ]

A Domain Name System (DNS) contains a mapping table for domain name and IP addresses. On the
Internet, every host has a unique and user-friendly name (domain name) such as www.helloworld.com
and an IP address. An IP address takes the form of xxx.xxx.xxx.xxx, for example 192.168.1.254. You can
think of an IP address as a telephone number for devices on the Internet, and the DNS will allow you to find
the telephone number for any particular domain name. As an IP Address is hard to remember, the DNS
converts the user-friendly name into its equivalent IP Address.

To obtain a Domain Name System (DNS) IP address automatically if your ISP has provided it when you
logon, check the Enable box. Usually when you choose PPPoE or PPPoA as your WAN - ISP protocol,
the ISP will provide the DNS IP address automatically. You may leave the configuration field blank.

Alternatively, your ISP may provide you with an IP address of their DNS. If this is the case, you must enter
the DNS IP address manually.

If you choose one of the other three protocols — RFC1483 Routed/Bridged and IPoA , check with your ISP
- they may provide you with an IP address for their DNS server. You must enter the DNS IP address if you
set the DNS of your PC to be the LAN IP address of this router.
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ADSL
ADSL
Parameters
Connect Made |ADSL2+, autn-fallhau:k:_j
fadulation IG.Dmt.EiisF'IuaAutn_j

Frofile Type m
Activate Line m
Coding Gain m

Tx Attenuation Wﬂ

DEP Firmware Yersion E38.2.12
Connected falze
Operational hode [nactive
Annex Type ADsLY
Lpstream 0
Downstream o

CO Yendor

Elazpsed Time

Apply I Cancel I Advanced Options '©

Connect Mode: This mode will automatically detect your ADSL line code, ADSL2+, ADSL2, G.dmt, Gllite,
T1.413, AnnexM2 and AnnexM2+. In some areas, multimode cannot detect the ADSL line code well. If this
is the case, please adjust the ADSL line code to G.dmt or T1.413 first. If it still fails, please try the other
values such as ALCTL, ADI, etc. If you still have trouble with the line, please check with your ISP for line
connect information.

Note: If you have subscribed to an ADSL1 T1.413 mode line, you may go to the Advanced Options for more
connection module combinations.

Activate Line: Used to De-activate (false) your ADSL line and Activate (true) it again for applying settings
from Connect Mode.

Coding Gain: Reduces router’s transmit power which will effect to router’s downstream performance.
Higher gain will increase the downstream rate but it sometimes causes an unstable ADSL line. The
configurable ADSL coding gain is from 0 dB to 7dB, or automatic.

Tx Attenuation: The ADSL transmission power that the modem is using. The lower the power the better
performance in router’s upstream. Configurable value is between 0~12.

DSP Firmware Version: Current ADSL line code firmware version.
Connected: Display current ADSL line sync status.

Operational Mode: Display the current ADSL mode standard (Operational Mode) your Router is using
when ADSL line has sync.

Annex Type: ADSL Annex A or M works over a standard telephone line. Annex B, works over an ISDN
line.

Upstream: Display current upstream rate of your ADSL line.

Downstream: Display current downstream rate of your ADSL line.
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Advanced Options

ADSL Parameters help to interpret your ADSL line statistics.

ADSL
Parameters
Downstream Lpstream
SMR Margin 0.0 d6 0 dB
Line Attenuation 0.0 dB 0.0 dB
CRC Errars 1] a
Latency

Return'C

SNR Margin: Signal to Noise Ratio Margin. It is the DSL signal strength to Noise ratio. This margin is
measured in decibels (dB).
The higher the dB figure, the better the DSL signal strength and better chance to get faster speeds.

Line Attenuation: Measures the signal loss in decibel (dB) between the CO DSLAM and the router.
The lower the attenuation dB figures, the better the DSL strength/speed.

CRC Errors: Cyclic Redundancy Check Errors. CRC is a checksum used to detect transmission errors.
The less errors the better.

Latency: Displays the channel type used by your ISP - Fast or Interleaved.

ADSL Advanced setting

Parameters
Capahility BIS+HEBIS/AMULTIMODE
==1/2 hode () Enable () Disahle
[Appl}fl [ Cancel ]

Capability: Sets the combination of ADSL modulation modes to be selected.
©® GDMT: ADSL connection will be limited to ADSL1 (G.DMT / G.Lite) only.

® BIS+: ADSL connection will be limited to ADSL2+ only. (If you are ADSL1 subscriber DO NOT
select this option).

©® BIS+/T1413: ADSL connection will be limited to ADSL2+ and ADSL1 T1.413 only.
© BIS+/BIS: ADSL connection will be limited to ADSL2+ and ADSL2 only.

© BIS+/BIS/IGDMT/T1413: ADSL connection will be limited to ADSL2+, ADSL2 and ADSL1 G.DMT
& GlLite & T1.413.

® BIS+/BIS/T1413: ADSL connection will be limited to ADSL2+, ADSL2 and T1.413.

© BIS+/BIS/IGDMT: ADSL connection will be limited to ADSL2+, ADSL2 and ADS1 (G.DMT/G.Lite)
only.

© DISABLE: This disable function will disconnect your ADSL synch. Select it with cautious.

S$=1/2 Mode: An ADSL1 protocol that can increase the downstream speed up to 12Mpb. Please check
further with your ISP about this option being enabled or not.
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System

Items in the System menu include: Time Zone, Remote Access, Firmware Upgrade, Backup/Restore,
Restart and User Management.

Time Zone

Time Zone

Parameters
Time Zone (*) Enable  Disable
Time Zaone List () By City By Time Difference
Local Time Zone {(+-GIMT Time| (GMT)Greenwich Mean Time ¥
o G e 1. |carl.css gov 2 lindia.colorado_edu

3. time_nist_gov 4 time-b.nist.gov

Daylight Saving [+] Automatic
Resync Period 1440 minutes

[ﬁxpply] [ Cancel ]

The router does not have a real time clock on board; instead, it uses the Simple Network Time Protocol
(SNTP) to get the current time from an SNTP server outside your network. Choose your local time zone,
click Enable and click the Apply button. After a successful connection to the Internet, the router will
retrieve the correct local time from the SNTP server you have specified. If you prefer to specify an SNTP
server other than those in the list, simply enter its IP address as shown above. Your ISP may provide an
SNTP server for you to use.

Daylight Saving is also known as Summer Time Period. Many places in the world adopt it during
summer time to move one hour of daylight from morning to the evening in local standard time. Check
Automatic box to auto set your local time if you have daylight saving in your area.

Resync Period (in minutes) is the periodic interval the router will wait before it re-synchronizes the
router’s time with that of the specified SNTP server. In order to avoid unnecessarily increasing the load on
your specified SNTP server you should keep the poll interval as high as possible — at the absolute
minimum every few hours or even days.
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Remote Access

Remote Access
You may temporarily permit remote administration of this network device

Allow Access for a0 minutes.

To temporarily permit remote administration of the router (i.e. from outside your LAN), select a time period
the router will permit remote access for and click Enable. You may change other configuration options for
the web administration interface using Device Management options in the Advanced section of the GUI.

If you wish to permanently enable remote access, choose a time period of 0 minutes.
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Firmware Upgrade

Firmware Upgrade

You may upgrade the system software on your network device

Mew Firmware lmage

Your router’s “firmware” is the software that allows it to operate and provides all its functionality. Think of
your router as a dedicated computer, and the firmware as the software it runs. Over time this software may
be improved and modified, and your router allows you to upgrade the software it runs to take advantage of
these changes.

Clicking on Browse will allow you to select the new firmware image file you have downloaded to your PC.
Once the correct file is selected, click Upgrade to update the firmware in your router.

It is recommended that firmware upgrade should only be undertaken using a wired LAN connection,
preferably with the PC directly connected to a Router LAN port. Software firewalls on the PC should be
disabled while upgrading to prevent any interruption to the process. Disruption of the process may render
the Router unusable.

®

DO NOT power down the router or interrupt the firmware upgrading while
it is still in process. Improper operation could damage the router.
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Backup / Restore

Backup/Restore

Allows you to backup the configuration settings to your computer,
or restore configquration from your computer.

Backup Configuration

Backup configuration to your computer.

Restore Configuration

Configuration File

"Restare" will averwrite the current configuration and restant the dewice. If yvou want to keep the current
configuration, please use "Backup” first to save current configuration.

These functions allow you to save and backup your router’s current settings to a file on your PC, or to
restore a previously saved backup. This is useful if you wish to experiment with different settings, knowing
that you have a backup handy in the case of any mistakes. It is advisable to backup your router’s settings
before making any significant changes to your router’s configuration.

Press Backup to select where on your local PC to save the settings file using your browsers download
function. You may change the name of the file when saving if you wish to keep multiple backups.

Press Browse to select a file from your PC to restore. You should only restore settings files that have been
generated by the Backup function, and that were created when using the current version of the router’s
firmware. Settings files saved to your PC should not be manually edited in any way.

After selecting the settings file you wish to use, pressing Restore will load those settings into the router.
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Restart Router

Click Restart with option Current Settings to reboot your router (and restore your last saved
configuration).

Restart Router

After restarting, please wait for a few seconds for system to come up.If you would like to
reset all configuration to factory default settings,please select the "Factory Default
Settings® option.

() Current Settings

Festart Router with
(O Factory Default Settings

If you wish to restart the router using the factory default settings (for example, after a firmware upgrade or
if you have saved an incorrect configuration), select Factory Default Settings to reset to factory default

settings.

You may also reset your router to factory settings by holding the small Reset pinhole button on the rear
panel of the router for more than six seconds.

Caution: After pressing the RESET button for more than 6 seconds, to be sure you power cycle the
device.
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User Management

User Management

Current Defined Users

“alid =er Cormmemnt
true aclmin Default adrin user Edit ©
Create @

In order to prevent unauthorized access to your router’s configuration interface, it is required that all users
login with a password. You can set up multiple user accounts, each with their own password.

You are able to Edit existing users and Create new users who are able to access the device’s
configuration interface. Once you have clicked on Edit, you are shown the following options:

User Management

Edit
Lsernarme admin
Fas=waord sesse
Canfirm Password sssee
“alid true W
Caomrment Default admin user

[ﬂ«pply ] [ Reset ]

You can change the user’s password, whether the account is active (valid), and add a comment to each
user account.

These options are the same when creating a user account, with the exception that once created you
cannot change the username.

You cannot delete the default admin account; however, you can delete any other created accounts by
clicking Delete when editing the user.

You are strongly advised to change the password on the default “admin” account when you receive your
router, and any time you reset your configuration to Factory Defaults.
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Firewall and Access Control

Your router includes a full SPI (Stateful Packet Inspection) firewall for controlling Internet access from your
LAN, as well as helping to prevent attacks from hackers. In addition to this, when using NAT, the router
acts as a “natural” Internet firewall, as all PCs on your LAN will use private IP addresses that cannot be
directly accessed from the Internet.

i _t- .
§ _t .
‘_—-t . %
[ Router Firewall
|
Access Control

. —NAT

- Packetfilter - Packet filter

- MAC filter - Intrusion Detection
- URL filter - Blacklisting

= Unauthorized users &
applications
- Malicious attacks

- Unautharized users &
applications

- Unwanted website
ACCESS

Firewall & Filter

Firewall: Prevents access from outside your network. The router provides three levels of security support:

NAT natural firewall: This masks LAN users’ IP addresses which is invisible to outside users on the
Internet, making it much more difficult for a hacker to target a machine on your network. This natural
firewall is on when NAT function is enabled.

”07‘50 When using Virtual Servers your PCs will be exposed to the degree specified
' in your Virtual Server settings provided the ports specified are opened in
your firewall packet filter settings.

Firewall Security and Policy (General Settings): Inbound direction of Packet Filter rules to prevent
unauthorized computers or applications accessing your local network from the Internet.

Intrusion Detection: Enable Intrusion Detection to detect, prevent and log malicious attacks.
Access Control: Prevents access from PCs on your local network:

Firewall Security and Policy (General Settings): Outbound direction of Packet Filter rules to prevent
unauthorized computers or applications accessing the Internet.

URL Filter: To block PCs on your local network from unwanted websites.

Items within the Firewall section include: General Settings, Packet Filter, Intrusion Detection, URL
Filter, IM/P2P Blocking and Firewall Log.
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General Settings

You can choose not to enable Firewall and still be able to access the URL Filter and IM/P2P Blocking, or
you may choose to enable the Firewall using preset filter rules and modify the port filter rules as required.
The Packet Filter is used to filter packets based-on Applications (Port) or IP addresses.

There are four options when you enable the Firewall as follows:

® All blocked/User-defined: no pre-defined port or address filter rules by default, meaning that all
inbound (Internet to LAN) and outbound (LAN to Internet) packets will be blocked. Users have to add
their own filter rules for further access to the Internet.

® High/Medium/Low security level: the predefined port filter rules for High, Medium and Low
security are displayed in Port Filters of Packet Filter.

Select either High, Medium or Low security level to enable the Firewall. The only difference between
these three security levels is the preset port filter rules in the Packet Filter. Firewall functionality is the
same for all levels; it is only the list of preset port filters that changes between each setting. For more
detailed on level of preset port filter information, refer to Table 1: Predefined Port Filter.

If you choose of the preset security levels and add custom filters, this level of filter rules will be saved and
you do not need to re-configure the rules again if you disable or switch to another firewall level.

The “Block WAN Request” is a stand-alone function and not related to whether the firewall is enabled or
disabled. It is intended to prevent port scan tools probing the router from the WAN.

General Settings
Firewall Security
Security (' Enable () Digable
All blockeddlser-defined
, High security level
Falicy
Mediurn security level

Low security level

(&If some applications cannat wark after enabitng Firewall please check the Packet Fiter
especially Part Fiter miles. For example, adding (TGP 443, outhound allowed] will let HTTPS data go
through Firawall ]

Block WaAN Request (U Enable (& Disable

(LEnabie for prevanting any ping test from Internet, such as hacker attack.)

”07'5‘ Caution: A remote user who is attempting to perform firewall setting
actions may result in blocking all access to configure and manage the
device from the Internet.
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Packet Filter

This function is only available when the Firewall is enabled and one of these four security levels is chosen
(All Blocked, High, Medium and Low). The preset port filter rules in the Packet Filter must modify
accordingly to the level of Firewall, which is selected. See Table1: Predefined Port Filter for more detail
information.
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The predefined port filter rules for High, Medium and Low security levels are listed. See Table 1.

Note:

No predefined rule is pre-configured in these modes.

Table 1: Predefined Port Filter

Firewall — All Blocked/User-defined setting - you must define and create the port filter rules yourself.

Port Number| Firewall - Low Firewall - Medium Firewall — High
Application |Protocol

Start |End Inbound | Outbound | Inbound | Outbound | Inbound |Outbound
IHTTP(80) TCP(6) |80 80 NO YES NO YES NO YES
IDNS (53) |UDP(17) |53 53 NO YES NO YES NO YES
IDNS (53) TCP(6) |53 53 NO YES NO YES NO YES
IFTP(21) TCP(6) |21 21 NO YES NO YES NO NO
Telnet(23) TCP(6) |23 23 NO YES NO YES NO NO
SMTP(25) TCP(6) |25 25 NO YES NO YES NO YES
|IPOP3(110) |TCP(6) 110 [110 NO YES NO YES NO YES
NEWS(NNTP)
(Network  News|TCP(6) |119 119 NO YES NO YES NO NO
Transfer Protocol)
RealAudio/
RealVideo |UDP(17) {7070 7070 YES YES YES YES NO NO
(7070)
IPING ICMP(1) IN/A IN/A NO YES NO YES NO YES
|H.323(1720) |TCP(6) 1720 |1720 YES YES NO YES NO NO
T.120(1503) |[TCP(6) 1503 [|1503 YES YES NO YES NO NO
SSH(22) TCP(6) |22 22 NO YES NO YES NO NO
NTP /SNTP |JUDP(17) (123 |123 NO YES NO YES NO YES
HTTP/HTTP
IProxy (8080) TCP(6) |8080 (8080 NO YES NO NO NO NO
|HTTPS(443) TCP(6) 443 443 NO YES NO YES N/A N/A
ICQ (5190) |TCP(6) [5190 [5190 YES YES N/A N/A N/A N/A
IMSN (1863) |[TCP(6) |[1863 |1863 YES YES N/A N/A N/A N/A
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IMSN (7001) [UuDP(17) [7001 [7001 vES  Ives NA INA NA INIA
I?ggoNO) VEDIOIrop6) |aooo |eooo [No YES NA A NA A

Inbound: Internet to LAN ; Outbound: LAN to Internet.
YES: Allowed ; NO: Blocked ; N/A: Not Applicable

Packet Filter — Add TCP/UDP Filter

Packet Filter
Add TCPSUDP Filter
Fule Mame Helper |

Time Schedule |Always Cin j

Source IP Address(es) jn.ooo Metrnask  [0.0.0.0
Destination IP Address{es)  |0.0.0.0 Metrnask  [0.0.0.0
Type TCH -

Source Port |0 _ |B5535

Destination Port |o _ |B5535

Inbound Im

Clutbound Im

Apply | Retun ©

Rule Name: User-defined description to identify this entry or click Helper © to select existing
predefined rules. The maximum name length is 32 characters.

Time Schedule: You may specify a time schedule for your prioritization policy. For setup and detail, refer
to Time Schedule section

Source IP Address(es) / Destination IP Address(es): This is the Address-Filter used to allow or block
traffic to/from particular IP address(es). Selecting the Subnet Mask of the IP address range you wish to
allow/block the traffic to or form; set IP address and Subnet Mask to 0.0.0.0 to inactivate the Address-Filter
rule.

Tip: To block access, to/from a single IP address, enter that IP address as the Host IP Address and use a
Host Subnet Mask of “255.255.255.255”.

Type: The packet protocol type used by the application, select TCP, UDP or both TCP/UDP.

Source Port: This Port or Port Range defines the port allowed to be used by the Remote/WAN to connect
to the application. Default is set from range 0 ~ 65535. It is recommended that this option be configured by
an advanced user.

Destination Port: This is the Port or Port Range that defines the application.

Inbound / Outbound: Select Allow or Block the access to the Internet (“Outbound”) or from the
Internet (“Inbound”).

Click Apply button to apply your changes.
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Packet Filter — Add Raw IP Filter

Packet Filter

Add Raw IP Filter
Rule Mame Helper &

Time Schedule Always On j

Frotocaol Mumber

Inbound Aoy 'I
CDutbound Al ooy *I

Apply | Return ©

Rule Name: User-defined description to identify this entry or click Helper © to select existing
predefined rules.

Time Schedule: You may specify a time schedule for your prioritization policy. For setup and detail, refer
to Time Schedule section

Protocol Number: Insert the port number, i.e. GRE 47.

Inbound / Outbound: Select Allow or Block the access to the Internet (“Outbound”) or from the
Internet (“Inbound”).

Click Apply button to apply your changes.
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Example: Configuring your firewall to allow for a publicly accessible web server on your LAN

The predefined port filter rule for HTTP (TCP port 80) is the same no matter whether the firewall is set to a
high, medium or low security level. To setup a web server located on the local network when the firewall is
enabled, you have to configure the Port Filters setting for HTTP.

As you can see from the diagram below, when the firewall is enabled with one of the three presets
(Low/Medium/High), inbound HTTP access is not allowed which means remote access through HTTP to

your router is not allowed.

Note: Inbound indicates accessing from Internet to LAN and Outbound is from LAN to the Internet.

Packet Filter Rules

Source 1P/ :

Rule = Niirackc e Source port(s) Inbound

Mame Schedule Destination IP / Destination port(s)  Outbound
etmask
000070000 0= B5535 Block

mei_http  Always On TCF Edt © Delete @
0000/0000 80 ~ 80 Allow
000070000 0~ 65535 Block :

mei_dns  Always On UDP Edit @ Delete ©
0ooos0000 353 Allow
000070000 g —6h535 Block ;

mei_tdns  Always On TCFP Edit @ Delete ©
0o000/0000 53i~hd Allow
000070000 0 —65535 Block

mei_ftp  Always On TCP Edit © Delete ©

000070000 21 =2 Allowy
000070000 0= B5535 Block

mei_tnet  Always On TCFP Edt @ Delete ©Q
0o000/0000 23 ~23 Allow
000070000 0~ 65535 Block :

mei_smtp  Always On TCP Edit @ Delete ©
0ooos0000 25~ 25 Allow
000070000 {65535 Block ;

mei_popd  Always On TCFP Edit @ Delete ©
0o000/0000 s ) Allow
000070000 0 —65535 Block

mei_nntp Always On TCP Edit © Delete ©
000070000 119 =119 Allowy
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1. Click Port Filters. You will then be presented with the predefined port filter rules screen (in this case

for the low security level), shown below:
Note: You may click Edit the predefined rule instead of Delete it.
This is an example to show to how you add a filter on your own.

Packet Filter

Add TCP/UDP Filter ©

Packet Filter Rules

Rule
Mame

mei_http

mel_dns

mei_tdns

mei_ftp

mei_tnet

2. Click Delete to delete the existing HTTP rule.

Time
Schedule

Always On

Always On

Always On

Always On

Always On

Source 1P/
Metmask
Destination IP /
Metmask

0.0.0.0/00.00
0.0.0.0/00.00
000070000
0.0.0.0/00.0.0
0.0.0.0/00.00
0.0.00/0000
0.0.0.0/00.0.0
0.000/0000
0.0.0.0/00.0.0
0.0.0.0/00.00

3. Click Add TCP/UDP Filter.

Protocol

TCP

UoP

TCP

TCP

TCP

Click Add TCP/UDP Filter
Packet Filter

}

Add TCRILUDE Filter £

Add Raw IP Filter £

Source port(s)

Destination port(s)

0 ~ 65535
80 ~ 80
0 ~ 65535
53 ~ 53
0~ 65535
53 ~ 53
0 ~ 65535
21~
0 ~ 65535
23~23

Inbound

Outhound

Block
Allowy
Block
Allowy
Block
Allaw
Block
Allow
Block
Allawy

Add Raw [P Filter

Edit ©

Edit ©

Edit @

Edit ©

Edit ©

Click Delete

Dehi >

Delete ©
Delete O
Delete ©

Delete ©

4. Input the Rule Name, Time Schedule, Source/Destination IP, Type, Source/Destination Port, Inbound
and Outbound.

Example:

Application: Cindy_HTTP
Time Schedule: Always On

Source / Destination IP Address(es): 0.0.0.0

port-filter)
Type: TCP (Please refer to Table1: Predefined Port Filter)
Source Port: 0-65535 (Allow all ports to connect with the application))
(This Port defined for HTTP)
Inbound / Outbound: Allow

Redirect Port: 80-80

(Do not activate the address-filter, instead use the
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The new port filter rule for HTTP is shown below:

Configure your Virtual Server (“port forwarding”) settings so that incoming HTTP requests on port 80

will be forwarded to the PC running your web server:

Note: For details on how to configure the HTTP in Virtual Server, go to Add Virtual Server in Virtual Server section.
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Intrusion Detection

Intrusion Detection

Parameters

Intrusion Detection () Enable ) Disahle

“ictim Frotection Block Duration BOO seconds

=acan Attack Block Duration sE400 seconds

DOS Attack Block Duration 1800 seconds
Maximum TCP Open Handshaking Count 100 per second
Maximurn Ping Count 14 per second
laximurm ICMP Count 100 per second

| Clear Blacklist

The router’s Intrusion Detection System (IDS) is used to detect hacker attacks and intrusion attempts from
the Internet. If the IDS function of the firewall is enabled, inbound packets are filtered and blocked
depending on whether they are detected as possible hacker attacks, intrusion attempts or other
connections that the router determines to be suspicious.

Blacklist: If the router detects a possible attack, the source IP or destination IP address will be added to
the Blacklist. Any further attempts using this IP address will be blocked for the time period specified as the
Block Duration. The default setting for this function is false (disabled). Some attack types are denied
immediately without using the Blacklist function, such as Land attack and Echo/CharGen scan.

Intrusion Detection: If enabled, IDS will block Smurf attack attempts. Default is false.
Block Duration:

® Victim Protection Block Duration: This is the duration for blocking Smurf attacks. Default
value is 600 seconds.

® Scan Attack Block Duration: This is the duration for blocking hosts that attempt a possible
Scan attack. Scan attack types include X’mas scan, IMAP SYN/FIN scan and similar attempts.
Default value is 86400 seconds.

©® DoS Attack Block Duration: This is the duration for blocking hosts that attempt a possible
Denial of Service (DoS) attack. Possible DoS attacks this attempts to block include Ascend Kill and
WinNuke. Default value is 1800 seconds.

Max TCP Open Handshaking Count: This is a threshold value to decide whether a SYN Flood attempt is
occurring or not. Default value is 100 TCP SYN per seconds.

Max PING Count: This is a threshold value to decide whether an ICMP Echo Storm is occurring or not.
Default value is 15 ICMP Echo Requests (PING) per second.

Max ICMP Count: This is a threshold to decide whether an ICMP flood is occurring or not. Default value is
100 ICMP packets per seconds except ICMP Echo Requests (PING).

For SYN Flood, ICMP Echo Storm and ICMP flood, IDS will just warn the user in the Event Log. It cannot
protect against such attacks.
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Table 2: Hacker attack types recognized by the IDS

Intrusion Name Detect Parameter |Blacklist 'Igype .°f Block Drop Packet |[Show Log
uration

Ascend Kill Ascend Kill data Src IP DoS Yes Yes
TCP

WinNuke Port 135, 137~139,ISrc IP DoS Yes Yes
Flag: URG
ICMP type 8 Victim

Smurf |Des IP is broadcast DstIP Protection Yes Yes

Land attack SrclP = DstIP Yes Yes
|UDP Echo Port and

Echo/CharGen Scan CharGen Port Yes Yes

Echo Scan UDP Dst Port = Src IP Scan Yes Yes
Echo(7)
lubP Dst Port =

CharGen Scan CharGen(19) Src IP Scan Yes Yes

X’mas Tree Scan TCP Flag: X’mas Src IP Scan Yes Yes

IMAP TCP Flag: SYN/FIN

SYN/FIN Scan |DstPort: IMAP(143) |Src IP Scan Yes Yes
SrcPort: 0 or 65535
TCP,

SYN/FIN/RST/ACK  |No Existing session

Scan And Scan Hosts Src P Scan Yes Yes
more than five.
TCP
No Existing session

Net Bus Scan IDstPort = Net Bus SrclP Scan Yes Yes
12345,12346, 3456

e |UDP, DstPort =

Back Orifice Scan Orifice Port (31337) SrclP Scan Yes Yes
Max TCP Open

SYN Flood Handshaking Count Yes
(Default 100 c/sec)
[Max ICMP Count

ICMP Flood (Default 100 c/sec) Yes
IMax PING Count

ICMP Echo (Default 15 c/sec) Yes

Src IP: Source IP
Dst Port: Destination Port

Src Port: Source Port
Dst IP: Destination IP
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URL Filter

URL (Uniform Resource Locator — e.g. an address in the form of hitp://www.abcde.com or
http://www.example.com) filter rules allow you to prevent users on your network from accessing particular
websites by their URL. There are no pre-defined URL filter rules; you can add filter rules to meet your
requirements.

URL Filter
Configuration
LIREL Filtering *" Enable ©* Disable
Block Mode Always On j
Keywords Filtering [~ Enable Details ©

Enable Details ©
Dormains Filtering
Disable all WEB traffic except for Trusted Domains

Block Java Applet
Block surfing by IP address

Restrict URL Features

NN |E|

Apply Cancel

Exception List

Mame IF Address

Add

Enable/Disable: To enable or disable URL Filter feature.

Block Mode: A list of the modes that you can choose to check the URL filter rules. The default is set to
Always On.

© Disabled: No action will be performed by the Block Mode.

® Always On: Actionis enabled. URL filter rules will be monitoring and checking at all hours of
the day.

® TimeSlot1 ~ TimeSlot16: Defined time period. You may specify the time period to check the
URL filter rules, i.e. during working hours. For setup and detail, refer to Time Schedule section.

Keywords Filtering: Allows blocking by specific keywords within a particular URL rather than having to
specify a complete URL. When enabled, your specified keywords list will be checked to see if any
keywords are presentin URLs accessed to determine if the connection attempt should be blocked. Please
note that the URL filter blocks web browser (HTTP) connection attempts using port 80 only.

Domains Filtering: This function checks the whole URL not the IP address, in URLs accessed against
your list of domains to block or allow. [f it is matched, the URL request will be sent (Trusted) or dropped
(Forbidden). For this function to be activated, both check-boxes must be checked. Here is the checking
procedure:

1. Check the domain in the URL to determine if it is in the trusted list. If yes, the connection attempt
is sent to the remote web server.

If not, check if itis listed in the forbidden list. If yes, then the connection attempt will be dropped.
If the packet does not match either of the above two items, it is sent to the remote web server.

Please note that the URL, “www” + domain name needs to be specified.
For example to block traffic to www.google.com.au, enter “www.google” or “www.google.com”
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In the example below, the URL request for www.abc.com will be sent to the remote web server because it
is listed in the trusted list, whilst the URL request for www.google or www.google.com will be dropped,
because www.google is in the forbidden list.

Domains Filtering

Domain Name

Domain Mame iy, o0gle

Type Forbidden Domain »

Trusted Domain

Mame Comain

v
“ .®
------
--------
-------------
-------------------
------------------------------------------------------------------------------

Mame DOMEIN e eeeeeeeens
L i google Delete ©
Return

Example: Andy wishes to disable all WEB traffic except for sites listed in the trusted domain, which
would prevent Bobby from accessing other web sites. Andy selects both functions in the Domain Filtering
and thinks that it will stop Bobby. But Bobby knows this function, Domain Filtering, ONLY disables all
WERB traffic except for Trusted Domain, BUT not its IP address. If this is the situation, Block surfing by
IP address function can be set up by Andy. Thus, Andy can prevent Bobby from accessing other sites.

Restrict URL Features: This function enhances the restriction to your URL rules.

® Block Java Applet: This function can block Web content that includes Java Applets.
It is to prevent someone who wants to damage your system via standard HTTP protocol.

© Block surfing by IP address: Prevents someone who uses the IP address as URL for bypassing
the Domains Filtering function. Activates only if Domain Filtering is enabled.
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IM / P2P Blocking

IM, short for Instant Message, uses a client program that allows users to communicate by exchanging text
messages with other IM users in real time over the Internet. A P2P application, known as Peer-to-Peer, is
a group of computer users who share files to specific groups of people across the Internet.

Both Instant Message and Peer-to-peer applications make communication faster and easier but your
network can become increasingly loaded and insecure at the same time. Billion’s IM and P2P blocking
helps administrators restrict LAN PCs access to the commonly used IM applications, Yahoo and MSN, and
P2P applications, BitTorrent and eDonkey, over the Internet.

IM/P2P Blocking

Configuration

Instant Message Blocking Disabled  »
Yahoo Messenger [ ] Block
MSH Messenger [ | Block
Feer to Peer Blocking Disabled  +
BitTorrent (BitTorrent, BitComet) [ ] Block
eDonkey (eDankey, ehdule) [ ] Block

[Apply] [ Cancel ]

Instant Message Blocking: The default is set to Disabled.
© Disabled: Instant Message blocking is not triggered. No action will be performed.
® Always On: Action is enabled.

©® TimeSlot1 ~ TimeSlot16: You may specify the time period to trigger the blocking, i.e. during
working hours. For setup and detail, refer to Time Schedule section.

Yahoo/MSN Messenger: Check the box to block either or both Yahoo or/and MSN Messenger.
Be sure you Enable the Instant Message Blocking first.

Peer to Peer Blocking: The default is set to Disabled.
© Disabled: Instant Message blocking is not triggered. No action will be performed.
® Always On: Action is enabled.

® TimeSlot1 ~ TimeSlot16: You may specify the time period to trigger the blocking, i.e. during
working hours. For setup and detail, refer to Time Schedule section.

BitTorrent / eDonkey: Check the box to block either or both Bit Torrent or/and eDonkey. Be sure you
Enable the Peer to Peer Blocking first.
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Firewall Log

Firewall Log

Event will be shown in the Status - Event Log

Filtering Log () Enable ) Disable
Intrusion Log (O Enable ) Disable
URL Blocking Log () Enable ) Disable

Firewall Log will record log information of any unexpected action with your firewall settings.

Check the Enable box to activate the logs.
Log information can be seen in the Status — Event Log after enabling.
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VPN - Virtual Private Networks (BiPAC 7404VGO Only)

Virtual Private Networks provide a way to establish secure communication tunnels to an organization’s

network via the Internet. Your Billion router supports three main types of VPN (Virtual Private Network),
PPTP, IPSec and L2TP.

PPTP (Point-to-Point Tunneling Protocol)

PPTP
YPN/PPTP for Remote Access Application
Enable Disahble Mame Type Status

YPN/PPTP for LAN-to-LAN Application
Enable Disable Mame Type Status

Create

There are two types of PPTP VPN supported: Remote Access and LAN-to-LAN (please refer below for
more information.). Click Create to configure a new VPN connection.

PPTP
VPN/PPTP for Remote Access Application
Enable Disable Mame Type Status
O ® Testing dialout Inactive Edit © Delete ©

VPN/PPTP for LAN-to-LAN Application
Enable Disable Mame Type Status

After you have created a PPTP connection, the connection status will be displayed. (See example above).

® Enable / Disable: This function activates or deactivates the PPTP connection.
Check the Enable or Disable radio button as required and click the Apply button.

Name: User-defined name of the connection.

Type: This refers to whether your router operates as a client or a server, Dialout or Dialin in respectively.
Status: Displays the PPTP tunnel connection condition.
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PPTP Connection - Remote Access

PPTP

Remote Access Connection

Connection Marme |

Type * Dial out, server [P Address (or Domain Mame) |
" Dial in, Frivate IP Address Assigned to Dialin User |

Lsermame |

FPasgword |

Auth. Type Chap{Auta) =

Data Encryption IAutn vl Key Length IAutn vI fode Istateful vl
ldle Tirneout IEI minutes

Active as default
oute [~ Enahble

Apply |

Connection Name: User-defined name for the connection (e.g. “Connection to office”).

Type: Check Dial Out if you want your router to operate as a client (connecting to a remote VPN server,
e.g. your office server); check Dial In to operate as a VPN server.

®© When configuring your router as a Client, enter the remote Server IP Address (or Domain Name)
you wish to connection to.

® When configuring your router as a Server, enter the Private IP Address Assigned to Dial in
User address.

Username: If you are a Dial-Out user (client), enter the username provided by your Host.
If you are a Dial-In user (server), enter your own username.

Password: If you are a Dial-Out user (client), enter the password provided by your Host.
If you are a Dial-In user (server), enter your own password.

PPP Authentication Type: Default is Auto if you want the router to determine the authentication type to
use. Otherwise you may manually specify CHAP (Challenge Handshake Authentication Protocol) or PAP
(Password Authentication Protocol) if you know which type the server is using (when acting as a client), or
the authentication type you want clients connecting to you to use (when acting as a server).

When using PAP, the password is sent unencrypted, whilst CHAP encrypts the password before sending,
and also allows for challenges at different periods to ensure that an intruder has not replaced the client.

Data Encryption: Data sent over the VPN connection can be encrypted by an MPPE algorithm.
Default is Auto, so that this setting is negotiated when establishing a connection, or else you can manually
Enable or Disable encryption.

Key Length: The data can be encrypted by MPPE algorithm with 40 bits or 128 bits.
Default is Auto — key length is negotiated when establishing a connection.
128 bit keys provide stronger encryption than 40 bit keys.

Mode: You may select Stateful or Stateless mode. The key will be changed every 256 packets when you
select Stateful mode. If you select Stateless mode, the key will be changed in each packet.

Idle Time: Auto-disconnect the VPN connection when there is no activity on the connection for a
predetermined period of time. 0 means this connection is always on.

Active as default route: Commonly used by the Dial-out connection which will route all packets through
the VPN tunnel to the Internet. Thus activating this function may degrade the Internet performance.

Click Apply button to apply your changes.
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Example: Configuring a Remote Access PPTP VPN Dial-out Connection

A company’s office establishes a PPTP VPN connection with a file server located at a separate location.
The router is installed in the office, connected to a several PCs and Servers.

Office LAN

Public IP
69.121.1.33 192.168.1.254

.{:} {:}e

Server Router

Encryption Data
PPTP Servel ——ae i PPTP Client

VPN Connection

Dial-out
192.168.1.0/24

PPTP VPN-Remote Access (Dial-out)
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Example: Configuring a Remote Access PPTP VPN Dial-out Connection (ctd)

Configuring the PPTP VPN in the Office

You can either input the IP address (69.1.121.33 in this case) or hostname to reach the server.

PPTP

Remote Access Connection

Connection Mame

[vPN_PPTP @

Server IP Address (or Domain Name)

Type & Dial out,
" Dial in,
LIsername |username @
FPassward |*'“'“'*
Auth. Type ChapfAuto) =

Diata Encryption

ldle Timeout
Active as default

IAutn "I
IU minutes

|59.121.1.33| O

Private IP Address Assigned ta Dialin Lser |

ey Length IAutn vI hode Istateful vl @

e [~ Enable
Item Function Description
1 Connection Name | VPN _PPTP Given name of PPTP connection
Dial out Check Dial out
2
server [P Address | g 451 4 33 An Dialed server IP
(or Domain name)
3 Username username A given username & password
Password 123456
Auth.Type Chap(Auto)
Data Encryption Auto Keep as default value in most of the cases,
4 | Key Length Auto PPTP server & client will determine the value
automatically.
Mode Stateful Refer to manual for details if you want to
change the setting.
The connection will be disconnected when there
5 Idle Time 0 Is no traffic in a predefined period of time.

Idle time 0 means the connection is always on.
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PPTP Connection - LAN to LAN

PPTP
LAN to LAN
Connection Mame
Type () Dial out, server IP Address (or Domain Name)
C Dial in, Private IP Address Assigned to Dialin User
Peer Metwark |P Metmask
Llsername
Passward
Auth. Type ChaplfAuta)
Diata Encryption Auto ¥ Key Length Auto hd hade stateful
[dle Tirmeout 1] minutes

Connection Name: User-define description of the connection.

Type: Check Dial Out if you want your router to operate as a client (connecting to a remote VPN server,
e.g. your office server), check Dial In to operate as a VPN server.

® When configuring your router as a Client, enter the remote Server IP Address (or Domain name)
you wish to connection to.

® When configuring your router as a server, enter the Private IP Address Assigned to Dial in User
address.

Peer Network IP: Enter Peer network IP address.
Netmask: Enter the subnet mask of peer network based on the Peer Network IP setting.

Username: If you are a Dial-Out user (client), enter the username provided by your Host. If you are a
Dial-In user (server), enter your own username.

Password: If you are a Dial-Out user (client), enter the password provided by the your Host. If you are a
Dial-In user (server), enter your own password.

PPP Authentication Type: Default is Auto if you want the router to determine the authentication type to
use, or else manually specify CHAP (Challenge Handshake Authentication Protocol) or PAP (Password
Authentication Protocol) if you know which type the server is using (when acting as a client), or else the
authentication type you want clients connecting to you to use (when acting as a server).

When using PAP, the password is sent unencrypted, whilst CHAP encrypts the password before sending,
and also allows for challenges at different periods to ensure that the client has not been replaced by an
intruder.

Data Encryption: Data sent over the VPN connection can be encrypted by an MPPE algorithm.
Default is Auto, so that this setting is negotiated when establishing a connection, or else you can manually
Enable or Disable encryption.

Key Length: The data can be encrypted by MPPE algorithm with 40 bits or 128 bits.
Default is Auto — key length is negotiated when establishing a connection.
128 bit keys provide stronger encryption than 40 bit keys.

Mode: You may select Stateful or Stateless mode. The key will be changed every 256 packets when you
select Stateful mode. If you select Stateless mode, the key will be changed in each packet.

Idle Time: Auto-disconnect the VPN connection when there is no activity on the connection for a
predetermined period of time. 0 means this connection is always on.

Click Apply button to apply your changes.
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Example: Configuring a PPTP LAN-to-LAN VPN Connection

The branch office establishes a PPTP VPN tunnel with head office to connect two private networks over
the Internet. The routers are installed in the head office and branch office accordingly.

Branch Office Head Office

Public IP
192.168.0.254 69.121.1.33 192.168.1.254

PPTP Client -%—- PPTP Server

VPN Connection

192.168.0.0:24 192.168.1.0/24
PPTP VPN-LAN to LAN

Both office LAN networks MUST in different subnet with LAN to LAN
application.

Attention
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Example: Configuring a PPTP LAN-to-LAN VPN Connection (ctd)

Configuring PPTP VPN in the Head Office

The IP address 192.168.1.201 will be assigned to the router located in the branch office. Please make sure
this IP is not used in the head office LAN.

PPTP
LAN to LAN
Connection Marne HeadOffice
() Dial out, Server IP Address (or Domain Mame)
Type
& Dial in, Frivate IP Address Assigned to Dialin User 192.168.1.200 @
Peer Network P |192.168.0.0 Netmask 265.255.255.0 @
Username USEfMame ( j
FPasswiord sesew
Auth. Tvpe ChapiAuta) »
Data Encryption Auto v Key Length Auto w hode stateful + @
ldle Timeout 0 minutes@
Item Function Description
1 Connection Name | HeadOffice Given a name of PPTP connection
Dial in Check Dial in
2 Private IP Address
Assigned to 192.168.1.200 | IP address assigned to branch office network
Dialing User
3 Peer Network IP 192.168.0.0 Branch office network
Netmask 255.255.255.0
4 Username username Input username & password to authenticate branch
Password 123456 office network
Auth.Type Chap(Auto) Keep as default value in most of the cases, PPTP server
5 Data Encryption Auto & client will determine the value automatically.
Key Length Auto Refer to manual for details if you want to change the
Mode Stateful setting.
The connection will be disconnected when there Is no
6 Idle Time 0 traffic in a predefined period of time.
Idle time 0 means the connection is always on.
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The IP address 69.1.121.30 is the Public IP address of the router located in head office. If you registered
the DDNS (please refer to the DDNS section of this manual), you can also use the domain name instead of
the IP address to reach the router.

PPTP
LAN to LAN
Connection Mame BranchOffice @
T (*) Dial out, Sener IP Address (or Domain Rame) B9.121.1.33 @
¥pe
() Dial in, Private IP Address Assigned to Dialin User
Peer Metwork 1P 192.168.1.0 Metmask 2552552650 @
Username Usermame : :
Fassword ssssaw
Auth. Tvpe ChaplAuta) »
Data Encryption Auto v Key Length Auto w Mode stateful + @
ldle Timeout 0 minutes @
Apply
Item Function Description
1 Connection Name | BranchOffice Given a name of PPTP connection
Dial out Check Dial out
2
Server IP Address | 50 151133 | IP address of the head office router (in WAN side)
(or Domain name )
3 Peer Network IP 192.168.1.0 Head office network
Netmask 255.255.255.0
4 Username username Input username & password to authenticate branch
Password 123456 office network
Auth.Type Chap(Auto) Keep as default value in most of the cases, PPTP server
5 Data Encryption Auto & client will determine the value automatically.
Key Length Auto Refer to manual for details if you want to change the
Mode Stateful setting.
The connection will be disconnected when there Is no
6 Idle Time 0 traffic in a predefined period of time.
Idle time 0 means the connection is always on.
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IPSec (IP Security Protocol)

IPSec
YPN Tunnels

Enable  Disable Mame Local Subnet  Remote Subnet  Remoate Gateway  IPSec Proposal

Create 3

Click Create to create a new IPSec VPN connection account.

IPSec
VPN Tunnels
Enable  Disable Mame  Local Subnet Remote Subnet  Remote Gateway  IPSec Proposal

- 192 168.3.0 192 168 4.0 . .. AHnone I loleta
O ® Cindy jog 2552550 /25525525650  ESNGNOpinfo pop icgge Ol O Delete ©
Create

After you have created the IPSec connection, account information will be displayed. (See example above).

® Enable / Disable: This function activates or deactivates the IPSec connection.
Check Enable or Disable radio button and click Apply button to activate or deactivate the connection.

Name: The user-defined name of the connection.
Local Subnet: Displays IP address and subnet of the local network.
Remote Subnet: Displays IP address and subnet of the remote network.

Remote Gateway: The IP address or Domain Name of the remote VPN device that is connected and
established a VPN tunnel.

IPSec Proposal: The selected IPSec security method.
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IPSec VPN Connection
IPSec

Create

Connection Name

Local
(%) Single Address IP Address
Metwark ) Subnet IP Address Metrask
() IP Range IP Address End IP
Remote

Secure Gateway Addressior Hostname)

(3) Single Address IP Address
I etwenrk ) Subnet IP Address Metmask
P Range IP Address End IP
Proposal
Authentication MDE  «
@ ESP :
Encryption 3DES A
O AH Authentication MDE

Perfect Forward Secrecy MODOP 1024 (Group 2)
Pre-shared Key

Connection Name: User-defined name for the connection (e.g. “connection to office”).
Local Network: Set the IP address, subnet or address range of the local network.
© Single Address: The IP address of the local host.

© Subnet: The subnet of the local network. For example, IP: 192.168.1.0 with netmask 255.255.255.0
specifies one class C subnet starting from 192.168.1.1 (i.e. 192.168.1.1 through to 192.168.1.254).

© IP Range: The IP address range of the local network. For example, IP: 192.168.1.1, end IP:
192.168.1.10.

Remote Secure Gateway Address (or Domain Name): The IP address or hostname of the remote VPN
device that is connected and establishes a VPN tunnel.

Remote Network: Set the IP address, subnet or address range of the remote network.

Proposal: Select the IPSec security method. There are two methods of checking the authentication
information, AH (Authentication Header) and ESP (Encapsulating Security Payload).

Use ESP for greater security so that data will be encrypted and authenticated.

Using AH, data will be authenticated but not encrypted.

Authentication: Authentication establishes the integrity of the datagram and ensures it is not tampered
with in transmission. There are three options, Message Digest 5 (MDS5), Secure Hash Algorithm (SHA1) or
NONE. SHA1 is more resistant to brute-force attacks than MD5, however it is slower.

® MDS5: A one-way hashing algorithm that produces a 128-bit hash.
® SHA1: Aone-way hashing algorithm that produces a 160-bit hash.
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Encryption: Select the encryption method from the pull-down menu.
There are several options, DES, 3DES, AES (128, 192 and 256) and NULL.
NULL means it is a tunnel only with no encryption.
3DES and AES are more powerful but increase latency.

©® DES: Stands for Data Encryption Standard, it uses 56 bits as an encryption method.

® 3DES: Stands for Triple Data Encryption Standard, it uses 168 (56*3) bits as an encryption
method.

® AES: Stands for Advanced Encryption Standards, you can use 128, 192 or 256 bits as
encryption method.

Perfect Forward Secrecy: Choose whether to enable PFS using Diffie-Hellman public-key cryptography
to change encryption keys during the second phase of VPN negotiation. This function will provide better
security, but extends the VPN negotiation time.

Diffie-Hellman is a public-key cryptography protocol that allows two parties to establish a shared secret
over an unsecured communication channel (i.e. over the Internet). There are three modes, MODP 768-bit,
MODP 1024-bit and MODP 1536-bit. MODP stands for Modular Exponentiation Groups.

Pre-shared Key: This is for the Internet Key Exchange (IKE) protocol, a string from 4 to 128 characters.
Both sides should use the same key. IKE is used to establish a shared security policy and authenticated
keys for services (such as IPSec) that require a key.

Before any IPSec traffic can be passed, each router must be able to verify the identity of its peer. This can
be done by manually entering the pre-shared key into both sides (router or hosts).

Select the Apply button to apply your changes.
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Advanced Option

This function is only available after completed creating an IPSec account. Click Advanced Option to
change the following settings:

IPSec
IKE Maode Mlain v
IKE Proposal
Hash Function MDE  w
Encryption JDES w
Diffie-Hellman Group WAODP 1024 (Group 2 w
Local ID
Type Default -
Content
Remote ID
Type Default hd
[dentifier
SA Lifetime
Phase 1 (IKE) 450 minutes
Fhase 2 (IPzec) B0 minutes
PING for keepalive
FIMNG to the IP 0.0.00 {0.0.0.0 means NEVER)
Interval 10 seconds (0-3600, 0 means NEWER)
Disconnection Time after no traffic 180 seconds (180 at least)
Feconnection Time 3 minutes (3 at least)

[.ﬂ.pph" ] [ Reset ]

IKE (Internet key Exchange) Mode: Select IKE mode to Main mode or Aggressive mode. This IKE
setting provides secured key generation and key management.

IKE Proposal:

Hash Function: It is a Message Digest algorithm which coverts any length of a message into a unique set
of bits. You may choose either MD5 (Message Digest) or SHA-1 (Secure Hash Algorithm) algorithms.
SHA1 is more resistant to brute-force attacks than MD5, however it is slower.

® MD5: A one-way hashing algorithm that produces a 128-bit hash.
® SHA1: A one-way hashing algorithm that produces a 160-bit hash

Encryption: Select the encryption method from the pull-down menu.
There are several options, DES, 3DES and AES (128, 192 and 256).
3DES and AES are more powerful but increase latency.

© DES: Stands for Data Encryption Standard, it uses 56 bits as an encryption method.

©®© 3DES: Stands for Triple Data Encryption Standard, it uses 168 (56*3) bits as an encryption
method.
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® AES: Stands for Advanced Encryption Standards, you can use 128, 192 or 256 bits as encryption
method.

Diffie-Hellman Group: A public-key cryptography protocol that allows two parties to establish a shared
secret over an unsecured communication channel (i.e. over the Internet). There are three modes, MODP
768-bit, MODP 1024-bit and MODP 1536-bit. MODP stands for Modular Exponentiation Groups.

Local ID:

® Type: Specify local ID type.
® Content: Input ID’s information, like domain name www.ipsectest.com.

Remote ID:

® Type: Specify Remote ID type.
© Identifier: Input remote ID’s information, like domain name www.ipsectest.com.

SA Lifetime: Specify the number of minutes that a Security Association (SA) will stay active before new
encryption and authentication key will be exchanged. There are two kinds of SAs, IKE and IPSec. IKE
negotiates and establishes SA on behalf of IPSec, an IKE SA is used by IKE.

© Phase 1 (IKE): To issue an initial connection request for a new VPN tunnel. The range can be
from 5 to 15,000 minutes, and the default is 480 minutes.

© Phase 2 (IPSec): To negotiate and establish secure authentication. The range can be from 5 to
15,000 minutes, and the default is 60 minutes.

A short SA time increases security by forcing the two parties to update the keys. However, every time
the VPN tunnel re-negotiates, access through the tunnel will be temporarily disconnected.

Ping to Keep Alive:

PING to the IP: Ping the remote PC with the specified IP address and alert when the connection fails.
Once alter message is received, the Router will drop this tunnel connection, requiring re-establishment.
Default setting is 0.0.0.0 which disables the function.

Interval: Sets the time interval between Pings to the IP function to monitor the connection status.
Default interval setting is 10 seconds. Time interval can be set from 0 to 3600 seconds.
Setting 0 seconds disables the function.

Ping to the IP Interval (sec) Ping to the IP Action
0.0.0.0 0 No
0.0.0.0 2000 No
XXX XXX.XXX.XXX (A valid IP Address) 0 No
XXX XXX XXX XXX(A valid IP Address) 2000 Yes, activate it in every 2000
second.

Disconnection Time after no traffic: The NO Response time clock. When no traffic occurs for a time is
greater than the Disconnection time set, the Router will automatically halt the tunnel connection and
re-establish it based on the Reconnection Time set. 180 seconds is the minimum time interval for this
function.

Reconnection Time: The reconnection time interval after NO TRAFFIC is initiated. 3 minutes is
minimum time interval for this function.

Select the Apply button to update the settings.
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Example: Configuring a IPSec LAN-to-LAN VPN Connection

Branch Office Head Office
Public IP Public IP
192.168.0.254 69.121.1.30 69.121.1.3  192.168.1.254
Rowuter Router

Encryption Data
IPSec -Wp_—- IPSec

VPN Connection

192.168.0.0124 192.168.1.0/24
IPSec VPN-LAN to LAN

Table 3: Network Configuration and Security Plan

Branch Office Head Office
Local Network 1D 192.168.0.0/24 192.168.1.0/24
Local Router IP 69.1.121.30 69.1.121.3
Remote Network ID 192.168.1.0/24 192.168.0.0/24
Remote Router IP 69.1.121.3 69.1.121.30
IKE Pre-shared Key 12345678 12345678
VPN Connection Type Tunnel mode Tunnel mode
Security Algorithm ESP:MD5 with AES ESP:MD5 with AES
4 )

Both office LAN networks MUST in different subnet with LAN to LAN application.

Functions of Pre-shared Key, VPN Connection Type and Security Algorithm
MUST BE identically set up on both sides.

Attention
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Configuring IPSec VPN in the Head Office

IPSec
Create
Connection Name IPSec_HeadOffice @
Local
 Single Address IP Address |
Metwark * Subnet IP Address |192.168.1.D Metmask |255.255.255.E|
 IP Range P Address | End IP ]—@
Remaote
Secure Gateway Address(or Hostname) 51.121.1.30 m
 Single Address IP Address |

Metwork * Subnet IP Address |192.168.D.D Metmask |255.255.255.E|
" IP Range IP Address | End IP
e Authentication IMDS"]

~FESP
P Encryption |3DES 'I
oaH Authentication IMD5 vI @

Perfect Forward Secrecy INDne j
“Bre:shared Key [12345678

Item Function Description

1 Connection Name IPSec_HeadOffice | Given a name of IPSec connection
Subnet Check Subnet radio button

2 IP Address 192.168.1.0 Head office network
Netmask 255.255.255.0

3 Secure Gateway Address 69.121.1.30 IP addr_ess of the head office router (in
(or Hostname) WAN side)
Subnet Check Subnet radio button

4 IP Address 192.168.0.0 Branch office network
Netmask 255.255.255.0
ESP Check ESP radio button
Authentication MD5

5 Encryption _ 3DES Security plan
Prefer Forward Security None
Pre-shared Key 12345678
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Configuring IPSec VPN in the Branch Office

IPSec
Create
Connection Mame IPSec_BranchOffice| @
Local
 Single Address IP Address |
Network & Subnet P Address  [192.168.0.0 Netmask m@
" IP Range IP Address | EndlP |
Remote
Secure Gateway Address(or Hostname) B1.121.1.3 @
 Single Address IP Address |
Network & Subnet P Address  [192.168.1 0 Netmask m
" IP Range P Address | EndlP |
PRORSEL et
GESF' Authentication m ........ '
Encryption Im @
 AH Authentication m >
'-...F."erfect Foreard Secrecy INDne j -
Pr'é:'s'hare.d'lfn.a'y [zasers e
Item Function Description

1 Connection Name

IPSec_Branch
Office

Given a name of IPSec connection

Subnet Check Subnet radio button
2 IP Address 192.168.0.0 Branch office network
Netmask 255.255.255.0
3 Secure Gateway Address 69.121.13 IP address of the head office router (in WAN
(or Hostname) ) T side)
Subnet Check Subnet radio button
4 IP Address 192.168.1.0 Head office network
Netmask 255.255.255.0
ESP Check ESP radio button
Authentication MD5
5 Encryption . 3DES Security plan
Prefer Forward Security None
Pre-shared Key 12345678
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Example: Configuring a IPSec Host-to-LAN VPN Connection

Head Office

Public IP Public IP
69.121.1.30 69.121.1.3  192.168.1.254

Windows XP Router

Encryption Data
IPSec --Wp—-— IPSec

VPN Connection

192.168.1.0.24

IPSec VPN-Host to LAN

Chapter 4: Configuration
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Configuring IPSec VPN in the Office

IPSec
Create
Caonnection Mame IPSec @
Local
 Single Address IP Address |
Metwark ¥ Subnet IP Address |192.168.1.D Metmask |255.255.255.E| 2
" IP Range IP Address | EndiP | ":
Remaote
Secure Gateway Address(or Hostname) 51.121.1.30 (D
# Single Address IP Address  [69.121.1.30 @
Metwork " Subnet IP Address I etmask ||
" IP Range IP Address | EndiP |
Praposal e

e Authentication IMDS."""F--.,
~OEgp :

# Encryption |3DES vI
C AH Authentication IMD5 vI @

Perfect Forward Secrecy INDne j
Pre-shared Key [12348678

Item Function Description

1 Connection Name IPSec Given a name of IPSec connection
Subnet Check Subnet radio button

2 IP Address 192.168.1.0 Head office network
Netmask 255.255.255.0

3 Secure Gateway Address 69.121.1.30 II_D address of the head office router (in WAN
(or Hostname) side)

4 Single Address Check Single Address radio button
IP Address 69.121.1.30 Remote worker’s IP address
ESP Check ESP radio button
Authentication MD5

5 Encryption . 3DES Security plan
Prefer Forward Security None
Pre-shared Key 12345678
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L2TP (Layer Two Tunneling Protocol)

L2TP
YPN/L2TP for Remote Access Application
Enable Disable Mame Type status

YPMN/L2TP for LAN-to-LAN Application
Enable Disable MName Type status

Create Q
Apply |

Two types of L2TP VPN are supported - Remote Access and LAN-to-LAN (please refer below for more
information.). Click Create to create a new VPN connection account.

L2TP
VPMN/L2TP for Remote Access Application
Enable Disahble Mame Type Status
O O] Testing dialout Inactive Edit © Delete ©

VPN/L2TP for LAN-to-LAN Application
Enahle Disable MName Type Status

After you have created a L2TP connection, the status will be displayed. (See example above).

® Enable / Disable: This function activates or deactivates the L2TP connection.
Check the Enable or Disable radio button as required and click Apply.

Name: The user-defined name of the connection.
Type: This refers to whether your router operates as a client or a server, Dialout or Dialin in respectively.
Status: Displays the L2TP tunnel connection condition.
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L2TP Connection - Remote Access
L2TP

Remote Access Connection

Connection Mame

Type (*) Dial out, Server IP Address (or Domain Marne]
) Dial in, Frivate IP Address Assigned to Dialin User
sernarme
Pasgword
Auth. Type Chaplauto) »
[dle Tirneout ] tminutes
Active as default route L1Enahle
IPSec [1Enahle
Authentication
Encryption
Perfect Forward Secrecy
Pre-shared Key
Rermote Host Marne (Optional)
Local Host Mame (Cptional)
Tunnel Authentication [1Enahle

Secret

L2TP VPN Connection

Connection Name: User-defined name for the connection (e.g. “connection to office”).

Type: Check Dial Out if you want your router to operate as a client (connecting to a remote VPN server,
e.g. your office server), check Dial In operates as a VPN server.

® When configuring your router as a Client, enter the remote Server IP Address (or Hostname)
you wish to connection to.

® When configuring your router as a server, enter the Private IP Address Assigned to Dial in
User address.

Username: If you are a Dial-Out user (client), enter the username provided by your Host.
If you are a Dial-In user (server), enter your own username.

Password: If you are a Dial-Out user (client), enter the password provided by your Host. If you are a
Dial-In user (server), enter your own password.

PPP Authentication Type: Default is Auto if you want the router to determine the authentication type to
use, or else manually specify CHAP (Challenge Handshake Authentication Protocol) or PAP (Password
Authentication Protocol) if you know which type the server is using (when acting as a client), or else the
authentication type you want clients connecting to you to use (when acting as a server).

When using PAP, the password is sent unencrypted, whilst CHAP encrypts the password before sending,
and also allows for challenges at different periods to ensure that the client has not been replaced by an
intruder.

Idle Time: Auto-disconnect the VPN connection when there is no activity on the connection for a
pre-determined period of time. 0 means this connection is always on.
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Active as default route: When used by the Dial-out connection all packets will route through the VPN
tunnel to the Internet. Thus, activating this function may degrade the Internet performance.

Click Apply after changing settings.

L2TP over IPSec (L2TP/IPSec) VPN Connection
IPSec: Enable for enhancing your L2TP VPN security.

Authentication: Authentication establishes the integrity of the datagram and ensures it is not tampered
with in transmit. There are three options, Message Digest 5 (MD5), Secure Hash Algorithm (SHA1) or
NONE. SHA1 is more resistant to brute-force attacks than MD5, however it is slower.

® MD5: A one-way hashing algorithm that produces a 128-bit hash.
® SHA1: Aone-way hashing algorithm that produces a 160-bit hash.

Encryption: Select the encryption method from the pull-down menu. There are four options, DES, 3DES,
AES and NONE. NONE means itis a tunnel only with no encryption. 3DES and AES are more powerful but
increase latency.

® DES: Stands for Data Encryption Standard, it uses 56 bits as an encryption method.

©® 3DES: Stands for Triple Data Encryption Standard, it uses 168 (56*3) bits as an encryption
method.

® AES: Stands for Advanced Encryption Standards, it uses 128 bits as an encryption method.

Perfect Forward Secrecy: Choose whether to enable PFS using Diffie-Hellman public-key cryptography
to change encryption keys during the second phase of VPN negotiation. This function will provide better
security, but extends the VPN negotiation time.

Diffie-Hellman is a public-key cryptography protocol that allows two parties to establish a shared secret
over an unsecured communication channel (i.e. over the Internet). There are three modes, MODP 768-bit,
MODP 1024-bit and MODP 1536-bit. MODP stands for Modular Exponentiation Groups.

Pre-shared Key: This is for the Internet Key Exchange (IKE) protocol, a string from 4 to 128 characters.
Both sides should use the same key. IKE is used to establish a shared security policy and authenticated
keys for services (such as IPSec) that require a key. Before any IPSec traffic can be passed, each router
must be able to verify the identity of its peer. This can be done by manually entering the pre-shared key
into both sides (router or hosts).

Remote Host Name (Optional): Enter hostname of remote VPN device. It is a tunnel identifier from the
Remote VPN device matches with the Remote hostname provided. If remote hostname matches, tunnel
will be connected; otherwise, it will be dropped.

Caution: This is only when the router performs as a VPN server. This option should be used by advanced users only.

Local Host Name (Optional): Enter hostname of Local VPN device that is connected / establishes a VPN
tunnel. As default, the Router’s default Hosthname is home.gateway.

Tunnel Authentication: This enables the router to authenticate both the L2TP remote and L2TP host.
This is only valid when L2TP remote supports this feature.

Secret: The secure password length should be 16 characters which may include numbers and characters.
Click Apply after changing settings.
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Example: Configuring a L2TP VPN - Remote Access Dial-in Connection

A remote worker establishes a L2TP VPN connection with the head office using Microsoft's VPN Adapter
(included with Windows XP/2000/ME, etc.). The router is installed in the head office, connected to several
PCs and Servers.

Office LAN

Public IP
61.56.158.112 192.168.1.254

Remote Worker

5D ——

Router

Encryption Data
L2TP Clieil ———ee i | 2TP Server

VPN Connection
Dial-in
192.168.1.0:24
L2TP VPN-Remote Access (Dial-in)
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Example: Configuring a L2TP VPN - Remote Access Dial-in Connection (ctd)

Configuring L2TP VPN in the Office

The input IP address 192.168.1.200 will be assigned to the remote worker. Ensure this IP is not used in the
Office LAN.

L2TP
Remote Access Connection
Connection Mame IVF'N_L2TF' @
" Dial out, Server IP Address (or Domain Mame) |
Type
& Dial in, Private IP Address Assigned to Dialin User |192.1EiE|.1.2DD @
Lsername Iusername
FPassword [ @
Auth, Type [Chapaute) ={_4)
Idle Tirmeout ID—minutes @
Active as default route [~ Enable
[PSecrersererss 00T i Enable " e
o ﬁat';wemication m ........
Encryption Im @
. Perfect Forward Secrecy INDne LI &
."'Pre—.s,b_e_lr.ed Key [123as878 e '
Remote Host Mame I {optional)
Local Host Mame | (optional)
Tunnel Authentication [~ Enable
Secret I
Item Function Description
1 Connection Name VPN _L2TP Given a name of L2TP connection
Dial in Check Dial in
2 Private IP Address
Assigned to Dialing 192.168.1.200 An assigned IP address for the remote worker
User
3 Username username Input username & password to authenticate
Password 123456 remote worker
4 | Auth.Type Chap(Auto) Keep as default value in most of the cases.
The connection will be disconnected when there is
5 Idle Timeout 0 no traffic in a predefined period of time.
Idle time 0 means the connection is always on.
IPSec Enable for enhancing your L2TP VPN security.
Authentication MD5
6 Encryption 3DES _
Perfect Forward Both sites should use the same value.
None
Secrecy
Pre-shared Key 12345678
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Example: Configuring a Remote Access L2TP VPN Dial-out Connection

A company’s office establishes a L2TP VPN connection with a file server located at a separate location.
The router is installed in the office, connected to a couple of PCs and Servers.

Office LAN

Public IP
69.121.1.33 192.168.1.254

.c:} {;‘:’::ve

Server Rowter

Encryption Data
L2TP Servel —aaiiessssssssssssssssssssie— | 2TP Client

VPN Connection

Dial-out
192.168.1.0/24

L2TP VPN-Remote Access (Dial-out)
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Example: Configuring a Remote Access L2TP VPN Dial-out Connection (ctd)

Configuring the L2TP VPN in the Office

L2TP

Remote Access Connection

Connection Marme

[\PN_L2TP @

T % Dial out, Server I[P Address (or Domain Mame) |69.121.1.33| @
e " Dial in, Private IP Address Assigned to Dialin User |
Ugername ILISEmEII‘T'IE
Password |“'“'** @
Auth. Type W@
ldle Tirmeout ID—minutes @
Active as default route | I_ Enable
[Pgee T % Enabls "
.... Authentication Im
Encryption Im @
Perfect Forward Secrecy |None j
........ Pre-shared Key [12345678
Hemaote Host Mame | {optianal)
Local Host Mame | [optional)
Tunnel Authentication [ Enable
Secret |
Item Function Description
1 Connection Name VPN _L2TP Given name of L2TP connection
Dial out Check Dial out
2 ﬁg;ﬁ;ie’)*ddress (O 169.121.1.33 An Dialed server IP
3 Username username A given username & password
Password 123456
4 | Auth.Type Chap(Auto) Keep as default value in most of the cases.
The connection will be disconnected when there
5 Idle Timeout 0 is no traffic in a predefined period of time.
Idle time 0 means the connection is always on.
IPSec Enable for enhancing your L2TP VPN security.
Authentication MD5
6 |Encryption 3DES _
Perfect Forward Both sites should use the same value.
Secrecy None
Pre-shared Key 12345678
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Example: Configuring your Router to Dial-in to the Server

Currently, Microsoft Windows operation system does not support L2TP incoming service. Additional
software may be required to set up your L2TP incoming service.

L2TP Connection - LAN to LAN

L2TP
LAN to LAN
Caonnection Mame
Type ) Dial out, Senver [P Address (or Domain Mame)
O Dial in, Private IP Address Assigned to Dialin User
Feer Metwark |P Metmask
LIsername
Fasgword
Auth. Type Chap(Auto) v
Idle Tirneout 0 minutes
IPSec [|Enahle
Authentication
Encryption
Perfect Forward Secrecy

Pre-shared Key

Remate Haost Mame (Dptional)
Local Hast Mame [(Optional)
Tunnel Authentication [ |Enahle

Secret
Apply

L2TP VPN Connection

Connection Name: User-define description of the connection.

Type: Check Dial Out if you want your router to operate as a client (connecting to a remote VPN server,
e.g. your office server), check Dial In operates as a VPN server.

® When configuring your router establish the connection to a remote LAN, enter the remote Server
IP Address (or Hosthame) you wish to connection to.

® When configuring your router as a server to accept incoming connections, enter the Private IP
Address Assigned to Dial in User address.

Peer Network IP: Enter Peer network IP address.
Netmask: Enter the subnet mask of peer network based on the Peer Network IP setting.

Username: If you are a Dial-Out user (client), enter the username provided by your Host. If you are a
Dial-In user (server), enter your own username.

Password: If you are a Dial-Out user (client), enter the password provided by your Host. If you are a
Dial-In user (server), enter your own password.
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PPP Authentication Type: Default is Auto if you want the router to determine the authentication type to
use, or else manually specify CHAP (Challenge Handshake Authentication Protocol) or PAP (Password
Authentication Protocol) if you know which type the server is using (when acting as a client), or else the
authentication type you want clients connecting to you to use (when acting as a server). When using PAP,
the password is sent unencrypted, whilst CHAP encrypts the password before sending, and also allows for
challenges at different periods to ensure that the client has not been replaced by an intruder.

Idle Time: Auto-disconnect the VPN connection when there is no activity on the connection for a
predetermined period of time. 0 means this connection is always on.

Click Apply after changing settings.

L2TP over IPSec (L2TP/IPSec) VPN Connection
IPSec: Enable for enhancing your L2TP VPN security.

Authentication: Authentication establishes the integrity of the datagram and ensures it is not tampered
with in transmit. There are three options, Message Digest 5 (MD5), Secure Hash Algorithm (SHA1) or
NONE. SHA-1 is more resistant to brute-force attacks than MD5, however it is slower.

® MD5: A one-way hashing algorithm that produces a 128-bit hash.
® SHA1: Aone-way hashing algorithm that produces a 160-bit hash.

Encryption: Select the encryption method from the pull-down menu. There are four options, DES, 3DES,
AES and NONE. NONE means itis a tunnel only with no encryption. 3DES and AES are more powerful but
increase latency.

© DES: Stands for Data Encryption Standard, it uses 56 bits as an encryption method.

©® 3DES: Stands for Triple Data Encryption Standard, it uses 168 (56*3) bits as an encryption
method.

® AES: Stands for Advanced Encryption Standards, it uses 128 bits as an encryption method.

Perfect Forward Secrecy: Choose whether to enable PFS using Diffie-Hellman public-key cryptography
to change encryption keys during the second phase of VPN negotiation. This function will provide better
security, but extends the VPN negotiation time.

Diffie-Hellman is a public-key cryptography protocol that allows two parties to establish a shared secret
over an unsecured communication channel (i.e. over the Internet). There are three modes, MODP 768-bit,
MODP 1024-bit and MODP 1536-bit. MODP stands for Modular Exponentiation Groups.

Pre-shared Key: This is for the Internet Key Exchange (IKE) protocol, a string from 4 to 128 characters.
Both sides should use the same key. IKE is used to establish a shared security policy and authenticated
keys for services (such as IPSec) that require a key. Before any IPSec traffic can be passed, each router
must be able to verify the identity of its peer. This can be done by manually entering the pre-shared key
into both sides (router or hosts).

Remote Host Name (Optional): Enter hostname of remote VPN device. It is a tunnel identifier from the
Remote VPN device matches with the Remote hostname provided. If remote hostname matches, tunnel
will be connected; otherwise, it will be dropped.

Caution: This is only when the router performs as a VPN server. This option should be used by advanced users only.

Local Host Name (Optional): Enter hostname of Local VPN device that is connected / establishes a VPN
tunnel. As default, Router’s default Hostname is home.gateway.

Tunnel Authentication: This enables router to authenticate both the L2TP remote and L2TP host. This
is only valid when L2TP remote supports this feature.

Secret: The secure password length should be 16 characters which may include numbers and characters.
Click Apply after changing settings.
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Example: Configuring L2TP LAN-to-LAN VPN Connection

The branch office establishes a L2TP VPN tunnel with head office to connect two private networks over the
Internet. The routers are installed in the head office and branch office accordingly.

Branch Office Head Office
Public IP
192.168.0.254 69.121.1.33  192.168.1.254
= - = = - =
Router Rowuter

Encryption Data
L2TP Client -Wp_- L2TP Server

VPN Connection

192.168.0.0:24 192.168.1.0/24
L2TP VPN-LAN to LAN

4 )

Both office LAN networks MUST in different subnet with LAN to LAN application.

Functions of Pre-shared Key, VPN Connection Type and Security Algorithm
MUST BE identically set up on both sides.

Attention
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Example: Configuring L2TP LAN-to-LAN VPN Connection (ctd)

Configuring L2TP VPN in the Head Office

The IP address 192.168.1.200 will be assigned to the router located in the branch office. Please make sure

this IP is not used in the head office LAN.

L2TP
LAN to LAN
Connection Mame IHeadOfﬁce @
" Dial aut, Server |IP Address (or Domain Mame)
U “ Dial in, Frivate IP Address Assigned to Dialin User :192.168.1.200 @
Peer Metwork IP [192.1858.0.0 Metrnask |255.255.255.0 @
Username ILISEI’HEII‘T'IE @
Password A
Auth, Type IW
ldle Timeout ID—minutesg
[aE=T Rt 5 Eabie " e,
...... B, L't.hentication m
Encryption Im @
Ferfect Forward Secrecy INDne LI R
...... Rrg:shared ey 12345878
Remote Host Marme | [optional)
Local Host Mame I [aptianal)
Tunnel Authentication I Enable
Secret I
Apply |
Item Function Description
1 Connection Name HeadOffice Given a name of L2TP connection
Dial in Check Dial in
2 Private IP Address
Assigned to Dialing 192.168.1.200 | IP address assigned to branch office network
User
3 Peer Network IP 192.168.0.0 Branch office network
Netmask 255.255.255.0
4 Username username Input username & password to authenticate branch
Password 123456 office network
5 | Auth.Type Chap(Auto) Keep as default value in most of the cases.
The connection will be disconnected when there is no
6 Idle Timeout 0 traffic in a predefined period of time.
Idle time 0 means the connection is always on.
IPSec Enable for enhancing your L2TP VPN security.
Authentication MD5
7 Encryption 3DES
Perfect Forward Both sites should use the same value.
None
Secrecy
Pre-shared Key 12345678
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Example: Configuring L2TP LAN-to-LAN VPN Connection
Configuring L2TP VPN in the Branch Office

The IP address 69.1.121.30 is the Public IP address of the router located in head office. If you registered
the DDNS (please refer to the DDNS section of this manual), you can also use the domain name instead of
the IP address to reach the router.

LZTP
LAN to LAN

Connection Mame |EIranchOfﬁce
S " Dial aut, Server IP Address (or Dorain Marme) [52.121.1.33 (:;)
" Dial in, Frivate IP Address Assigned to Dialin User |
Peer Metwaork [P [192.1658.1.0 Metmask 285,255 255.0 @
Lsernarme |username
Password |“'“‘“"’ @
Auth. Type [crapeato =1 (5 )
Idle Timeout ID—minutes @
IF'SEQPEnable ...........................
...--..A.uthemication m ........ .
Encryption Im @
Perfect Forward Secrecy |N0ne ;l
"Ere-sha red Key [izaasers e
Remote Host Mame | [optional)
Local Host Mame | [optional)
Tunnel Authentication [~ Enable
Secret I
Item Function Description
1 Connection Name BranchOffice Given a name of L2TP connection
Dial out Check Dial out
2 Sorver IP Address (or 69.121.1.33 | IP address of the head office router (in WAN side)
ostname)
3 Peer Network IP 192.168.1.0 Head office network
Netmask 255.255.255.0
4 Username username Input username & password to authenticate branch
Password 123456 office network
5 | Auth.Type Chap(Auto) Keep as default value in most of the cases.
The connection will be disconnected when there Is
6 Idle Timeout 0 no traffic in a predefined period of time. Idle time 0
means the connection is always on.
IPSec Enable for enhancing your L2TP VPN security.
Authentication MD5
7 Encryption 3DES Both sites should use the same value.
Perfect Forward Secrecy None
Pre-shared Key 12345678
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VolIP - Voice over Internet Protocol

VolP enables telephone calls through existing Internet connection instead of going through the PSTN
(Public Switched Telephone Network). It is cost-effective, especially for a long distance telephone
charges, and can provide toll-quality voice calls over the Internet.

After completing VoIP configuration, remember to apply the changes, SAVE CONFIG
and Sync or Restart to activate your VolIP.

Attention

VSP Accounts

In order to set up your VoIP service you will need to have one or more accounts with a VolP Service
Provider (VSP). The account details include:

- SIP Phone Number, Authentication UserName (usually the same as SIP Phone Number),
- Authentication Password,
- Registrar Address, Proxy Address, User Domain/Real (often these three are the same).

Please note that VSPs will usually provide a web portal to access account information such as billing. The
login details for these web portals is usually different to login ID and password for the SIP service on the
router. Ensure you have the correct SIP ID and password to enter in to the Router set up.

You may also have a DID phone number assigned to your VolP account which allows calls to be made to
your SIP service from normal PSTN phones. This number is not used in setting up the Router.

The router provides two independent Phone Ports and allows you to register your VolP account details to
one or both of the Phone Ports.

You may set up the two Phone Ports to register with two different VoIP accounts, or you may select to use
a single account for both.

You may enter the account details directly for each Phone Port, or you may create User Defined Profiles
for your VolIP accounts, and assign a Profile to each Phone Port.

You may also use these Profiles as part of your VoIP Dial Plans in order to direct various types of calls (eg
local, interstate, mobile and overseas) through different VSPs.

Call Handling

The router will receive incoming SIP calls to the accounts registered on the Phone Ports, and will direct the
calls to the phone connected to the appropriate Port. The Phone Ports operate independently so that you
can have two simultaneous calls in progress on the phones connected to the Phone Ports.

Firmware 5.52G and later also has the facility to register accounts set up as User defined Profiles to the
Phone Ports.

In addition, incoming PSTN calls will be directed to both Phone Ports. Once a PSTN call is answered on
one Phone Port, the other Port is available for incoming or outgoing SIP calls.

Outgoing calls will be made in accordance with the VolP and PSTN Dial Plans, either to the account
registered on the Phone Port (default), to a User Defined Profile account, or to the PSTN as required.

Items within the VoIP section include: Wizard, General Settings, Phone Port, PSTN Dial Plan,
VolP Dial Plan, Call Features and Ring &Tone.
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Wizard

This section provides an easy setup for your VoIP service.
Phone Port 1 and 2 can be registered to the same or different SIP Service Providers.

VolIP Wizard
Yoice QoS
DSCF Marking Best Effort b
Setting for Phone Port 1 Select Profile O
olP Serice Provider F D W

Fhone Mumber
Authentication Lsername (If empty, same as Phone Mumber.)
Authentication Passward
Setting for Phone Port 2 Select Profile O [ |Same as Phone Port 1
SIFP Service Provider FyWD v
Fhaone Mumber
Authentication Llsername (If empty, same as Phane Mumber.)

Authentication Password

Y\ Caution! The VolP configuration will take effect anly when you apply the changes, save
configuration and restar the device.

[f"“‘-F'F]'F ] [ Cancel ] wolP User-defined Profiles©

Voice QoS

DSCP Marking: Differentiated Services Code Point (DSCP), it is the first 6 bits in the ToS byte.
DSCP Marking allows users to assign specific application traffic to be executed in priority by the next
Router based on the DSCP value.

Note: To be effective, the router(s) in the backbone network must have the capability of executing and checking the
DSCP through out the network.

Setting for Phone Port 1

Select Profile: Allows you to select a desired VoIP provider from a list of User Defined Profiles. You
may setup these SIP accounts by entering VoIP SIP information to User-defined Profile.
See below for details.

SIP Service Provider: This section allows you to select the service provider from the predefined list in the
Router firmware. When the selection is done, respective parameters below are automatically set up and
will be displayed in the General Settings screen.

Note: Use either the Select Profile or the SIP Service Provider to set up the basic provider details.

Phone Number: This parameter holds the registration ID of the user within the VolP SIP registrar.
(Note that it is the SIP number given by your VolIP provider, not the (optional) associated DID number)

Authentication Username: If the username is same as the Phone Number above, you may leave it blank.
Otherwise, fill in the space with the username given by your VolIP provider.

Authentication Password: This parameter holds the password used for authentication within VolP SIP
registrar. It will be given to you by your VolP provider
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Setting for Phone Port 2
Click the checkbox for Same as Phone Port 1 to set Phone Port 2 be identical to Phone Port 1.
Please refer to descriptions in “Setting for Phone Port 1” above.

Click on Apply and you will be taken to the General Settings screen (see below).

User-defined Profiles

This function may be used to set up the details for your VoIP services as a named profile, including the
provider details and the individual account details. It provides a convenient way to manage the account
details in setting up the Phone Ports and the VolP Dial Plans.

Note: User defined profiles are limited to 8 only.

VoIP User-defined Profiles
Profile List

lNarme Registrar Address Phone Mumber

Create® Returni

Create VoIP User-defined Profile
SIP Setting
Frofile Mame

Registrar Addressior Hostname)

Registrar Fort S0E0

Expire 3600 i seconds

User Domain/Realm iIf ernpty, it is the same as Registrar Address.)
Cuthound Proxy Address If empty, it is the same as Hegistrar Address.)
Duthound Proxy Port S0E0

Phone Number

Authentication Username

Authentication Password

Display Mame

Direct in Dial @ None OFx51 OFXS2

[ Apply | | Cancal ] Returng

Profile Name: User-defined name is for identifying the Profile eg in VoIP Dial Plan.
Registrar Address (or Hostname): Indicate the VolP SIP registrar IP address.

Registrar Port: Specify the port of the VoIP SIP registrar on which it will listen for register requests from
VolP device. Default is 5060.
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Expire: Expire time for the registration message sending. Default is 3600 seconds. Your VoIP provider
may advise an alternate time period.

User Domain/Realm: Set the domain name for the VoIP SIP proxy server if required by your provider.
This is often the same as the registrar address, and may be left blank if this is the case.

Outbound Proxy Address: Indicate the VolP SIP outbound proxy server IP address.
This parameter may useful when VolIP device is behind a NAT firewall. The field may be left blank if same
as Registrar address.

Outbound Proxy Port: Specify the port of the VoIP SIP outbound proxy on which it will listen for
messages. Default is 5060.

Note: Registrar Address, User Domain/Realm and Outbound Proxy Address are a single address for many
providers. In this case the latter two may be left blank.

Phone Number: This parameter holds the registration ID (SIP number) of the user within the VolP SIP
registrar.

Authentication Username: Usually the same as the Phone Number above.

Authentication Password: This parameter holds the password used for authentication within VolP SIP
registrar.

Confirm Password: Re-enter the password for confirmation.
Display Name: Displayed name of the Profile eg in Phone Port screen.

Direct In Dial: Specify the FXS Port to which incoming calls to this profile will be directed.
Default is None, and calls may be directed to either FXS1 (Phone Port 1) or FXS2 (Phone Port 2).

Notes:

1. The VSP accounts defined for each Phone Port (FXS port) in the VolP General Settings screen will be
registered with the VSP in order to allow incoming calls to be directed to the correct FXS port and thus ring
the attached phone.

2. In Firmware 5.52G and later, User Defined Profiles that have a FXS port selected will also be registered
with the VSP to allow incoming calls to be directed to the relevant Phone Port.

3. Thus, incoming calls may be directed to a particular Phone Port from several VSPs, including the one
registered directly to the port, and also any User Defined Profiles that have also assigned the DID setting
to that port.

4. Avoid duplicate definitions of VSP accounts in User Defined Profiles and directly in the General Settings
screen as this may cause improper operation.

5. Registrations for VSP accounts will be recorded in the Event Log.
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General Settings

This section contains the basic settings for the VoIP service from the provider selected in the Wizard
section. Settings may be altered here if required. Failure to provide correct information will halt making
calls out to the Internet.

General Settings

SIP Device Parameters Advanced gy

SIP (&) Enable O Disahle
Silence Suppression (YAD) CEnable @ Disable
Echo Cancellation # Enable O Disahle
RTP Port 5100

Redgion Australia w

Yoice Glog, DSCR Marking Premium v'

Setting for Phone Port 1 Sync Mo

Registrar Addressi{or Hostname)

Registrar Port 5060

Expire 2600 secands

zer DomainiRealm {If empty, itis the same as Redistrar Address )
Duthound Proxy Address (If ermpty, itis the same as Registrar Address.)
Dthound Prosy Port ango

Setting for Phone Port 2 Syne Moy

Registrar Address{ar Hosthame)

Fegistrar Port 4060

Expire {3500 seconds

Lzer DomainfRealm (f empty, itis the same as Registrar Address )
Duthound Proxy Address (If ermpty, it is the same as Redistrar Address))
Cuthound Prosy Port 5060

SIP Device Parameters

SIP: To use SIP as VolP call signalling protocol.

Silence Suppression (VAD): Voice Activation Detection (VAD) / Silence Suppression prevents
transmission during periods of silence to reduce bandwidth consumption. Default is set to Enable. May be
disabled to improve speech quality if ‘chopping’ of leading syllables occurs.

Echo Cancellation: G.168 echo canceller is an ITU-T standard. Itis used for isolating the echo while you
are on the phone. Default is set to Enable.

RTP Port: Provides the base value from the media (RTP) ports that are assigned for various endpoints
and the different call sessions that may exist within an end-point. (Range from 5100 to 65535, default
value is 5100)

Region: This selection is a drop-down box, which allows user to select the country for which the VolP
device must work. When a country is selected, the country parameters are automatically loaded.
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Voice QoS,: Differentiated Services Code Point (DSCP) is the first 6 bits in the ToS byte. DSCP Marking
allows users to assign specific application traffic to be executed in priority by the next Router based on the
DSCP value. See Table 4. The DSCP Mapping Table.

Note: To be effective, the router(s) in the backbones network have the capability in executing and checking the
DSCP through out the QoS network.

Setting for Phone Port 1
Registrar Address (or Hostname): Indicate the VoIP SIP registrar IP address.

Registrar Port: Specify the port of the VoIP SIP registrar on which it will listen for register requests from
VolIP device. Default 5060.

Expire: Expire time for the registration message sending. Default 3600 seconds.
User Domain/Realm: Set domain name for the VoIP SIP proxy server if required by your VSP.

Outbound Proxy Address: Indicate the VoIP SIP outbound proxy server IP address. This parameter is
useful when VolIP device is behind a NAT.

Outbound Proxy Port: Specify the port of the VoIP SIP outbound proxy on which it will listen for
messages. Default is 5060.

Anonymous Call: Hide own phone number for all outgoing calls. This feature is Disabled by default.

Setting for Phone Port 2
Please refer to descriptions in “Setting for Phone Port 1”.

How to register to SIP Server

1)  In Wizard Section, select your VoIP Service Provider and type the information in the fields for
Phone Number, Authentication Username and Authentication Password.

2) In Wizard Section, click Apply button to apply the settings.

3) In General Settings, make sure general VoIP SIP information is shown correctly entered.

4) In General Settings, click Apply button to apply the settings.

5) In General Settings, click Sync Now button to register the account(s) with your VolIP server.

6) Check in the Phone Ports screen to see that the port has registered. It may take a few minutes for the

registration to take effect. You should also see a port registration entry in the Event Log.
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Advanced — Parameters

VoIP Advanced Settings

Parameters
%olP through IP Interface ipwean ¥
“oice Frame Size
FSTH Auto-fallback [ ] Enable, when receive the specified SIP codes  Edit@
T.38 Fax Relay [ Enable, hiax Bit Rate: | 14400 bps v

VolIP through IP Interface: Select where to send/receive the voip traffic, either ipwan or iplan.
If the location of the SIP server is in the Internet then select ipwan. (Default)
If the VoIP SIP server is on the local Network then select iplan.

Voice Frame Size: Frame size is available from 10mSec to 60mSec. Frame size means how many
milliseconds the Voice packets will be queued and sentout. Itis ideal to have the same frame size in both
Caller and Receiver. Default is 20mSec

PSTN Auto-fallback: Whenever a VoIP SIP response error code is received matching the codes in the
Edit section, the VoiP calls will automatically fallback to PSTN. The call will be sent via the PSTN when
VolP SIP returns a specified error code.

Click the Edit to add or remove the response code. Ensure the codes are separated by a comma (,).

For more information about SIP response codes, please check HEELZ to Jink to:
http://voip-info.org/wiki/view/sip+response+codes

NOTE: PSTN Auto-fallback is not applicable in Australia and should not be enabled.

T.38 Fax Relay: Allows the transfer of facsimile documents in real-time between two standard Group 3
facsimile terminals over the Internet or other networks using IP protocols. It will only function when both
sites are enabled to support this feature.
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Advanced — PSTN Environment Adjustment

PSTN Environment Adjustment options will help you to adjust the onhook and offhook voltage detection
values for your environment. You should use these if the default values are incorrect and result in PSTN
calls not being detected properly, e.g. calls being terminated within 5 seconds of being answered.

The actual levels are determined by your environment including the number and type of telephones used.

PSTN Environment Adjustment
PSTM “altage Configuration ONHOOK Yaltage: 18 OFFHOOK Yaltage: |4 Hint @

(O Ensure your phane is ONHOOK, click [ Check Level ] value is
() Ensure your phane is OFFHOOK, click [ Check Level ] value is

Check your PSTH Waoltage Levels

[ﬂ'\PP'Y] [ Cancel ] Return©

The PSTN line voltage checks should be made using the phones connected to the Phone Ports of the
Router.

OFFHOOK Setting
The purpose of this setting is to ensure that the Router can accurately detect when a phone is in use.

The OFFHOOK line voltage will vary between different phones due to differences in their internal circuitry.
The voltage may also vary over time from its initial value when the phone is first connected to the line.

To take your phone OFFHOOK, lift the receiver then press Hook/Flash until you hear your normal PSTN
dialtone, not your VoIP dialtone.

Wait several seconds and then press OFFHOOK Check Level.
Note: ONHOOK means hung up, OFFHOOK means in use.

You should check the OFFHOOK value for each telephone you have connected to this device. Set the
OFFHOOK voltage to the lowest setting registered for all your telephones, e.g. if your telephones return
values of 4, 5 and 7 then you should set your OFFHOOK voltage to 4.

Default value is 4 volts.

Note: The detected values will not automatically be set by the Check Level function; you must enter the lowest level
detected after testing all your telephones.

ONHOOK Setting

The purpose of this setting is to ensure that the Router can accurately detect when the phones are not in
use.

Some phone equipment uses the line voltage to charge internal batteries and similar functions by taking a
small current from the line when the phone is not in use. This will result in the line voltage being reduced
from the normal value. Note there is often a delay between hanging up the phone and the charge circuit
operating.

To check the ONHOOK voltage setting, ensure that all phones are hung up. Click on the ONHOOK Check
Level button and note the reading. Normally this reading will be around 50 volts.

Ensure that the phones have all been hung up for several minutes before checking the level.
Line fault conditions can have a similar effect in reducing the ONHOOK voltage.

The ONHOOK voltage should be set to a value lower than the test level. The default value is 18 volts and
will not normally need to be altered.
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Phone Port

This section displays status and allows you to edit the account information of your Phones. Click Edit to
update your phone information.

Phone Configuration

Phone Port
Index FPhane Mumber Display Mame Fegistered
1 unknawn Edit
2 Uk o Editiy

Y\ Caution! The VoIl configuration will talie effect only when yvou apply the changes, save
canfiguration and restart the device.

Phone Port 1
Login Account Configuration
Phone Mumber
Authentication Username
Authentication Password
Confirm Password
Display Mame
Codec Preference
Priority 1 PCMU(G 711 u-Law) v
Priarity 2 G723 hd
Priority 3 G726-32 w
Priarity 4 G729 hd
OTMF Methaod Inband v
Speed Dial
2#
J#
4
5#
B#
7#
g#
o#

‘alume Contral ©

Login Account Configuration

This information will be the same as that entered in the VolP Wizard, User Defined Profiles and General
Settings pages. See these sections for more detail of the various fields.

Phone Number: This parameter holds the registration ID of the user within the VolP SIP registrar.
Authentication Username: Usually the same as Phone Number.

Authentication Password: This parameter holds the password used for authentication within
VoIP SIP registrar.

Confirm Password: Re-enter the password for confirmation.

Display Name: Name to be displayed.
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Codec Preference

Codec is short for Coder-Decoder used for data signal conversion. The order of preference for Codec
usage is set here Note that some VSPs require that certain Codecs are available for use eg G.729

G.729: Used to encode and decode voice information into a single packet which reduces the bandwidth
consumption.

G.711u-LAW: A basic non-compressed encoder and decoder technique. y-LAW uses pulse code
modulation (PCM) encoder and decoder to convert 14-bit linear sample.

G.711A-LAW: A basic non-compressed encoder and decoder technique. A-LAW uses pulse code
modulation (PCM) encoder and decoder to convert 13-bit linear sample.

G.723: Used to encode and decode voice information into a single packet which reduces the bandwidth
consumption.

G.726-32: Used to encode and decode voice information into a single packet which reduces the
bandwidth consumption. Currently only supports bit rate of 32Kbps.

Non-used: Only available in Priority fields 2, 3 and 4. It is selected if codec is not to be used.
DTMF Method: The Inband, RFC 2833 and SIP INFO (RFC 2976) standards are supported.

Speed Dial

Speed Dial may be used to store frequently used telephone numbers which you can access by pressing a
single phone button from 0 to 9, followed by the pound sign (#).

For example, to speed dial to a phone number stored on 9, just press keypad 9 then #. Your router will
automatically call out to the number listed on entry 9.

You can also use this function to store SIP URLs to make SIP to SIP calls.
Examples:

If your friend Tim gives you a SIP URL as sip: 89755@192.246.69.223 then you can fill in the Speed Dial
as 89755@192.246.69.223.

If your friend Felix gives you a SIP URL as sip: felix@iptel.org then you can fill in as felix@iptel.org.
If your friend Greg gives you an IP address "192.246.56.56" only, then you can fill in as “192.246.56.56".
If the destination Router is set up for DDNS, you can use the domain name in the Speed Dial field.

Volume Control

Phone Port 1 - Volume Control

Parameters
bicrophone E] 5 |
Speaker [Z]
Return

Volume control helps you to adjust the sound level of the telephone to the best comfortable listening level.
Echo problems can be caused by having the levels set too high.

Press “-¢, the minus sign, to reduce either microphone or/both speaker’s level of your telephone.
Press “+“, the plus sign, to increase either microphone or/both speaker’s level of your telephone.
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PSTN Dial Plan (Router with LINE port only)

This section enables you to configure “VolP with PSTN switching” on your system. You can define a range
of dial plans to make regular calls from the phone attached to the Router to be switched to the PSTN line.
Emergency Service numbers such as 000 should be dialed via the PSTN to provide location information.
Other location sensitive numbers include 13 and 18 numbers.

The first few digits dialed (the ‘Prefix’) are used to distinguish between calls to be routed via VolP and
PSTN. If the actual numbers dialed match with the Prefix number defined in the dial plan, the dialed
number will be routed to the PSTN to make a regular call. Otherwise, the number will be routed to the VolP
networks.

The PSTN Dial plan applies to both Phone Ports.

Reminder! In order to utilize this feature, you must have registered and connected to your SIP Server first.

PSTN Dial Plan
Add Entry

PSTHN Dial Plan
Prefix Mumber of Digits Action
Add PSTN Dial Plan Entry

Parameters
Prefix
Mumber of Digits {0..1a)
Action Dial with Prefix &

Retun©

Prefix: Specify number(s) for switching to a PSTN call.
Number of Digits: Specify the total number of digits to dial out (excluding the Prefix). Maximum is 15.
Action: Specify a dialing method you wish to make PSTN call(s).

© Dial with Prefix: The dialed number including the prefix will be sent through the PSTN, when
the specified Number of Digits has been dialled.

Note: The number of digits dialed must match the value in the Number of Digits field.

© Dial without Prefix: The dialed number will be sent call through the PSTN without the prefix,
when the specified Number of Digits has been dialled.

Note: The number of digits dialed must match the value in the Number of Digits field.

© Dial at Timeout: The dialed number will be sent through the PSTN with the prefix after a timeout.
This timeout activates when no more digits are dialed in a specific duration (4 Secs).

Note: The value in the Number of Digits field specifies the maximum length of the dialed number.

© Dial at Timeout no Prefix: The dialed number will be sent through the PSTN without the prefix
after a timeout. This timeout activates when no more digits are dialed in a specific duration (4 secs).

Note: The value in the Number of Digits field specifies the maximum length of the dialed number.
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/ Phone Port 1 and 2 will automatically switch to the PSTN line when: \
- The Router is Powered Down

- The Internet Service Fails, i.e., lost of WAN IP Address
- SIP option is disabled. See VoIP General Setting section.
- Calls match with rule(s) defined in the PSTN or VoIP Dial Plan.

- SIP service is not accessible:
B User manually disables Registration.

Attention B User inserts a wrong authentication Username or Password.
B User dials a wrong SIP number, if the PSTN Auto-Fallback function is not
K enabled. See VoIP General Setting / Advanced for information. j
PSTN Dial Plan Examples:

1) Dial with Prefix
Add Dial Plan Entry

Parameters
Prefix 01223
Mumber of Digits a i0..15)
Actian Dial with Prefix b

[AF'F”}" ” Cancel ] Return@

If you dial 01223 707070, number 01223707070 will be dialed out via the FXO (PSTN) port to make a
regular phone call.

2) Dial without Prefix
Add Dial Plan Entry

Parameters
Prefix 4
Mumber of Digits 3 0..15)
Action Dial without Prefix +

| Apply || Cancel | patm©

If you dial 9102, the number 102 will only be dialed out via FXO (PSTN) port to make a regular phone call.
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3) Dial at Timeout

Add Dial Plan Entry

Parameters
Frefix 01223
Murnber of Digits 5 (0. .16
Action Dial at Timeaut bt

| Apply || Cancel | gatym©

If you only dial 01223 7070 and no more numbers, after the timeout activates, 012237070 will be dialed to
make a regular call via FXO (PSTN) port.

Even though 7070 (only 4 digits) does not match with number of digits 6 defined in the field, 7070 is still a
valid phone number since it does not exceed 6 digits.

4) Dial at Timeout no Prefix

Add PSTN Dial Plan Entry

Parameters
Prefix 9
Murber of Digits B 0..15])
Actian Dial at Timeout no Prefix

| Apply || Cancel | petum©

If you dial 97070 and no more numbers, after the timeout activates, 7070 will be dialed without prefix to
make a regular call via FXO (PSTN) port.

Even though 7070 (only 4 digits) does not match with number of digits 6 defined in the field, 7070 is still a
valid phone number since it does not exceed 6 digits.
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VoIP Dial Plan
This section describes how to set up dialing rules for each Phone Port. Dialling rules may be used for a
range of range of functions including:

- to route calls to specific VSP accounts depending on the type of call (local, interstate, overseas, mobile)
- to automatically add Area Codes for local calls

VolIP Dial Plan 1
Parameters
"B Return Call
*20 enable 'Don't Disturb' # *80 disable Don't Disturb’
*B0x. Blind Call Transfer
st Speed Dial (x: 2..9)
#t Redial
*Fd<xz<number=# Set the number of Speed Dial Code <x= (x: 2..9)
[] *67 Ananymous Call
L] Phone number +#&pound key).Immediate Call Cut Service

Special Digit Sequences

Apply | TestO
Dial Plan Rules List

Rule Mame
wT Delete

Parameters - Special Digit Sequences

A list of special dialling features are predefined and may be enabled by selecting the checkboxes. A
number of these are enabled by default but may be disabled if not required.

*69 (Return Call): Dial *69 to return the last missed call. It is only available for VolIP call(s).

*20 (Do not Disturb ON): Dial *20 to set the No Disturb on. Your phone will not ring if someone calls.
*80 (Do not Disturb OFF): Dial *80 to set the No Disturb off. Your will ring when someone calls.
*90x (Blind Call Transfer): Dial *90 + phone-number to transfer a call to a third party.

x# Speed Dial (x:2..9): Refer to Phone Port section in the Web GUI. Set up your Speed Dial phone book
first before accessing the Speed Dial feature.

## Redial: Press ## to redial the latest number you dialed.

*T4<x><number>#: Use your phone key pad to insert a phone number to the Speed Dial phone book.
Refer to the Phone Port section in the Web GUI for details.

*67 Anonymous Call: Hide your own phone number for each call. It is only applied to the next call when
you enter this control character. The detailed operation procedure is:
“Off Hook -> *67 -> On Hook -> Off Hook -> Dial”.  This feature is disabled by default.
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Phone Number + # Immediate Call Out: If enabled, you can dial out a phone number without waiting for
the post dialing timeout by dialing # after the required number. The default VSP account for the Phone Port
will be used ie other Dial Plan rules will not apply. This feature is disabled by default.

Test: Launches a screen which may be used to test the dial plan rules.
Click Apply to apply the settings.

Dial Plan Rules List
Click Add to create and define VolP dial-plan rule(s).

Create Rule

Parameters
£ F'rependi uncanditionally
 If prefix i delete it
Frefix Processing ARSI ISJ CEsiEtE
I prefix iai , replace withi
& Mo prefix
tain Digit Sequence ] @ ]Current F'rnﬁle_j

Apply ] Return @

Digit Sequence Example:
¥ Any digit number between O and 9 in variable length. Maximum length is 16

xac Ay 3 digt number only between 0 and 9. Total length is 3 No perod needed [ )

Ane number between 0 and 9 with vaniable length but no shorter than 3 digits.
Maxirmum Length s 16,

123 Any number (0-9) starting with 123 Maximum length is 16
[124]  Any nuember [0-8] staring with T ar 2 or 4. Maxiemum length is 16,

SO

[1-3lx  Any number0-9) starting with number T to 3. Maximum langth is 16,

Any number [0-9) stafing with 8, the second number between 4-6, and third number

] P length is T6.

Prefix Processing:

Prepend xxx unconditionally: xxx number is appended unconditionally to the front of the dialled number
when making a call. Prefix can include numbers and/or character such as +, *, #. Commonly used for
prepending Area Code for local numbers.

Note: For special service with +, *, #, you may need to check with your VolP or Local Telephone Service Provider for
information on how these will be handled.

If Prefix is xxx, delete it: Prefix xxx is removed from the dialled numbers before making a call.

If Prefix is xxx, replace with yyy: Prefix xxx is removed and replaced with yyy at the front of the dialed
numbers when making a call.

No prefix: No prefix is appended to the front of the dialing numbers. This is the default.
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Main Digit Sequence

This field specifies the main number pattern to be matched after the Prefix operations.
Characters which may be used are:

x: Any numeric number between 0 and 9.

. ( period ): Repeat numeric number(s) between 0 and 9.

* (asterisk sign): The character *’ on phone key pad. Please check if it is supported by your VolP
Service Provider or Local Telephone Service Provider for special service(s).

# (pound sign): The character ‘# on phone key pad. Please check if it is supported by your VoIP Service
Provider or Local Telephone Service Provider for special service(s).

Provider field specifies how the dialed number is to be routed to place the call. The list will include User
defined Profiles as set up in the VolP Wizard section.

<@ Current Profile>: Refers to the VoIP account registered on the Phone Port.
<@ PSTN>: The call will be routed via the PSTN line.

<@ENUM>: Used to make a VolP SIP direct call via E.164 number (“‘ENUM”) to an ENUM callee.
Electronic Number (ENUM) uses DNS (Domain Network System) technology to map between a
traditional phone number (PSTN) to an Internet address / SIP URL. The ENUM number must be
registered via a public ENUM site or your VoIP Service Provider.

<@ SIPgateway>: Used for the Intelligent Call Routing feature. The call will be routed via the
selected VSP as specified in the VolIP User-Defined Profiles link on the VolP Wizard page. Go to the
VoIP Wizard in this manual for more information.

Dial-Plan Examples: Description
Any number of digits up to a maximum of16.

X Note the period required. Dialled after timeout.
XXX Any three digit number.
Note: No period is needed (.) Dialled after third digit.
Any number with variable length, but no shorter than
XXXX four digits.

Maximum length is 16.

Note the period required. Dialled after timeout.
Any number starting with the digit sequence 123.
123x. Maximum length is 16.

Note the period required. Dialled after timeout.
Any number (0-9) starting with 1 or 2 or 4.
Maximum length is 16.

Note the period required. Dialled after timeout.
Any number starting with a digit in the range 1 - 3.
Maximum length is 16.

Note the period required. Dialled after timeout.
Any number starting with 9, the second number
X[x-X]x. between 4-6, and third number 8.

For example: 9[4-6]8x. Maximum length is 16.

Note the period required. Dialled after timeout.

[x...x]x.
For example: [124]x.

[x-x]x.
For example: [1-3]x.
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Special Dial Plan Examples: Description

Starting with ™ sign’ + any two digit numbers + any
number (0-9) in variable length.

Maximum length is 16.

Note the period required. Dialled after timeout.
Starting with ** sign’ + any 2 digit numbers between 0
*XX and 9. Total length including the * is 3.

Note: No period is needed (.) Dialled after second digit.
Starting with “* sign’ + any two digit numbers between
0 + any number (0-9) in variable length.

Maximum length is 16.

Note the period required. Dialled after timeout.
Starting with ‘# sign’ + any digit number in variable
length but no shorter than 2 digits.

Maximum length is 16.

Note the period required. Dialled after timeout.
Starting with ‘## sign’ + any two digit numbers + ** sign
+ any number (0-9) in variable length.

Maximum length is 16.

Note the period required. Dialled after timeout.

*XX*X.

XXX,

#xX.

HHEXX*X.

Intelligent Call Routing Example:

VolP Profiles are set up for three VoIP/SIP providers - localcheap.com, longdischeap.com and
mobilecheap.com.

Each provider has a price for different type of calls and | can set up rules for each provider to handle the
appropriate type of calls.

1) For Local calls | want to use localcheap.com that charges $0.01 per minute for all local calls.
| set up a dial rule <:03>[123]x.T

Create Rule

Parameters
' Prepend ||:|3 uncanditionally
Prefix Processing I prefix iSI , delete it
I prefix iSI , replace withl
Mo prefix
tain Digit Sequence |[123]}{. @lCurrent F'rnﬁlej

Return©

Localcheap.com is the default VoIP provider | set up on the Phone Port.

When | dial any number starting with 1 or 2 or 3, plus rest of the phone number for the local call, 03 is
always prepended in front of these numbers.

If the digits 2329 5101 are dialed, 03-2-3295101 is the actual phone number called out via the
localcheap.com provider.
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2) For International calls | want to use longdischeap.com that charges $0.05 per minute for all long

distance calls.
| set up a dial rule 0[2456]x.T<@LongdisCheap>

Create Rule

Parameters
f" F'rependl unconditionally
Prefix Processing I prefix iSI , delete it
I prefix iSI , replace withl
& Mo prefix
hain Digit Sequence IEI[ZflEE]x. @ ILnngdisCheapj

Return©

Longischeap.com is one of the VoIP providers | have set up in the User-Defined Profile.
No prefix is attached to the dialed number when | dial the digit O plus any following number 2 or 4 or 5 or 6,
plus the rest of the phone number for a long distance call.

If 02 8923 4567 is dialed, then 0-2-89234567 is the actual phone number called out via longdischeap.com
provider.

3) For Mobile calls on Phone Port 2, | want to use mobilecheap.com that charges $0.25 per minute to all
local calls.
| set up a dial rule <123:09>39x.T on Phone Port 2.

Create Rule

Parameters
f" F'rependl unconditionally
Prefix Processing I prefix iSI , delete it
& If prefix is |123 , replace with ||:|9
Mo prefix
tain Digit Sequence |39}{. @ |Current F'rnﬁlej

Return©@

Mobilecheap.com is the default VolP provider | set on Phone Port 2.

When | call out 123-39-45678 for a mobile call, 123 is replaced with 09.
Therefore, 09-39-45678 is the actual phone number called out via Mobilecheap.com provider.

The Intelligent Call Gateway facility can be used to automatically route calls to different providers to take
advantage of different call rates.
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Call Features

This section allows users to set up call handling features including Call Forwarding, Call Waiting and
Anonymous Call. These settings are applied independently to each Phone Port.

Call Features Setting
Setting for Phone Port 1
LIl calls forward to
Call Forwarding L] Busy calls forward to

[ 1Mo Answer calls forward to

Incoming Mo Answer Timer 32 seconds
Call ¥Waiting ) Enable i Dizable
Anonymous Call () Enable & Disable

Setting for Phone Port 2
L]0 calls forward to
Call Forwarding L] Busy calls forward to .

[ 1Mo Answer calls forward to

Incoming Mo Answear Timer 32 lzrconds
Call ¥aiting ) Enable O Disable
Anonymous Call ) Enable & Disable

[ Apply ] [ Cancel ]

Call Forwarding

All Calls: If selected by clicking on the checkbox, all calls will be forwarded to the specified number.

Busy Calls: If selected by clicking on the checkbox, calls will be forwarded to the specified number if the
Phone Port is in use.

No Answer: If selected by clicking on the checkbox, calls will be forwarded to the specified number if the
call is not answered within the specified time.

Call Waiting

The Call Waiting facility may be Enabled or Disabled by selecting the respective radio button.
If Enabled, Call Waiting tone will be heard on a SIP/VolIP call in progress on the Phone Port when an
incoming call occurs.

NOTE: This facility only applies to SIP/VolP calls.
Anonymous Call

The Anonymous Call facility may be Enabled or Disabled by selecting the respective radio button.
If Enabled, outgoing calls will not display the CLI information.

NOTE: This facility is not applicable in Australia and should be set to Disable.
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Ring & Tone

This section allows advanced users to change the existing parameters for the various ring tones (dial tone,
busy tone, answer tone etc.)

Ring & Tone Conﬁguration
Country Specific Ring & Tone

Regian LIk A
Ring Parameters
On 1 Off 1 On 2 Off 2 On 3 Off 3
Ring Cadence (in ms) 400 200 400 2000 0 0

Tone Parameters

Country Specific Ring & Tone

Region: Select a country ring-tone, from the drop-down list, to suit where you are located. This VolIP router
provides default parameter of ring tones according to different countries. The ring-tone parameters are
automatically displayed after entering a specific country. If your country is not in the list, you may
manually create ring-tone parameters.

Ring Parameters
Ring Cadence (in ms): Ring cadence is defined by three field sets containing the requiredFrequency:

- On Time1, Off Time1
- On Time2, Off Time2
- On Time3, Off Time3

Frequency is specified in Hertz. Time is given in milliseconds.

Tone Parameters

You may need to check with your local telephone service provider or regulator for information about how
these tones are used in your area.

Also, it is recommended that this option be configured by an advanced user, unless you are instructed to
do so.

Click Apply to apply the settings.
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The following table lists the special dial codes that are built-in to the system:

Option Description
Flash-hook Switch to PSTN line
. Note: A quick press of the hook. On some phones a button is
(()E?L;ter with LINE - port provided which provides Flash-hook functionality. The button is
y marked "FLASH" or "RECALL".
Return the last missed call for SIP service only
*69 Note: Entering this on a phone will call the last number which made
a call to the phone. For example A makes a call to B, but hangs up
before B answers. If B enters *69, A will be called.
#H Last number redial
Set do not disturb on
Note: Itis possible to set a Do-Not-Disturb feature on a phone such
*20 that any phone which calls the phone will receive an engaged tone
and the phone called will not ring. For example, B enters *20 and
hangs up. A makes a call to B, and receives the engaged tone and
phone B does not ring.
*80 Set do not disturb off
Set the number for Speed dial code ‘X’, where X’ is a number
between 2 and 9.
Note: Where <x> is a number between 2 and 9, and <number> is
*74<x><number># the number to dial. The code needed to dial a speed dial from a

phone connected to a VolP Router is:
<x>#, where <x> is a number between 2 and 9.

The settings will infect to your setting in Speed Dial on WEB GUI.

*90<phone-number>

Set the number for performing Blind Call Transfer, where
<phone-number> is the number that you wish to transfer the call to.
It's for SIP service only.

Note: In Blind Call Transfer, you have a call in progress (incoming
or outgoing) and decide you wish to transfer the call to another
phone. To transfer the call, perform the following steps:

1. Hook-flash to get a dial tone.

2. Dial *90<phone-number> (e.g. *907401), there will be a
confirmation tone then hang up. The other end will hear ring back
and the called third-party phone will ring. When the third-party
phone is picked up the two calls will be connected.

If the third-party phone does not answer then the caller being
transferred can hang up to cancel the connect attempt.
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QoS - Quality of Service

QoS function helps you to control your network traffic for each application from LAN (Ethernet and/or
Wireless) to WAN (Internet). It facilitates you to control the different quality and speed of through put for
each application when the system is running with full loading of upstream.

Here are the items within the QoS section: Prioritization and Outbound / Inbound IP Throttling
(bandwidth management).

Prioritization

There are three priority settings to be provided in the Router:
® High
® Normal (The default is normal priority for all of traffic without setting)
® Low
The balance of utilization for each priority are High (60%), Normal (30%) and Low (10%).

Prioritization

Configuration (from LAN to WAN packet)
Source |P Address Range
(0.0.0.0"' means Any)

Destination IP Address Range
0.0.0.0' means Any)

Source Port
Application Tirme Schedule  Priority  Protocol
Destination Port

DECP Marking

PPTP |Disabled x| [High »| GRE :Z:z IEEE:E :IE:EEE [ Disabled =
— e e e e e e T T h—-
| [ [Atways on =] [High =] [any =] IE :IE EEEE :EEEE [Disabled B
| 1 [atways on =] [High =] [any =] E ::E :EEEE :EEEE [Disabled =l
— e e e e e T e h—
— | | ECC—
| 1 JAtways On =] [High =] [any =] E ::E :EEE:E :E:EEE [Disabled =l
— e S | e —

Click Clear You can click Clear to delete the existing Application.

Application: User-define description to identify this new policy/application.

Time Schedule: Scheduling your prioritization policy. The ‘VoIP In Use’ setting may be used to apply the
rule only when a VolP call is in progress.

Priority: The priority given to each policy/application. Its default setting is set to High; you may adjust this
setting to fit your policy/application.

Protocol: The name of supported protocol.
Source Port: The source port of packets to be monitored.

Destination Port: The destination port of packets to be monitored.
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Source IP Address Range: The source IP address or range of packets to be monitored.
Destination IP address Range: The destination IP address or range of packets to be monitored.

DSCP Marking: Differentiated Services Code Point (DSCP), is the first 6 bits in the ToS byte. DSCP
Marking allows users to assign specific application traffic to be executed in priority by the next Router
based on the DSCP value. See Table 4. The DSCP Mapping Table:

Note: To be effective, the router(s) in the backbone network must have the capability for checking and executing the
DSCP throughout the QoS network.

Table 4: DSCP Mapping Table

DSCP Mapping Table

ADSL Router Standard DSCP

|Disabled None

Best Effort Best Effort (000000)
|Premium Express Forwarding (101110)

Gold service (L)

Class 1, Gold (001010)

Gold service (M)

Class 1, Silver (001100)

Gold service (H)

Class 1, Bronze (001110)

Silver service (L)

Class 2, Gold (010010)

Silver service (M)

Class 2, Silver (010100)

Silver service (H)

Class 2, Bronze (010110)

Bronze service (L)

Class 3, Gold (011010)

Bronze service (M)

Class 3, Silver (011100)

Bronze service (H)

Class 3, Bronze (011110)
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Outbound IP Throttling (LAN to WAN)

IP Throttling allows you to limit the speed of IP traffic. The value entered will limit the speed of the

application that you set to the specified value’s multiple of 32kbps.

Outbound IP Throttling
Configuration {from LAN to WAN packet)
Source Port

Application Time Schedule  Protocol
Destination Paort

Source |P Address Range
(0.0.0.0° means Any)

Destination IP Address Range

(0.0.0.0° means Any)

Rate Limnit

[ *32 (kbps)

[1 *32 (kbps)

[ *32 (kbps)

[1 *32 (kbps)

[ *32 (kbps)

[1 *32 (kbps)

[ *32 (kbps)

. o {0 0000 ~n000
Always On ¥ M
I ) [waye On =] Jary x| o ~[0 |0.0.0.0 ~{0.0.0.0
. 0 =0 [0.0.0.0 ~jn.0.00
[0 |Ahways On > =l
I Aways On = fany =} o ~[0 f0.0.0.0 ~{0.0.0.0
. o {0 {0000 ~n000
Always On -
I W) [ways on =] fary =] & ~[0 f0.0.0.0 ~[0.0.0.0
. 0 =0 [0.0.0.0 ~jn.0.00
[0 |Ahways On > =l
I Aways On ] fany =} o ~[0 o.0.0.0 ~[0.0.0.0
. 0 {0 [0.0.0.0 ~{0.0.0.0
1 | Abways On > 7
I Aways On = fany 2| & ~[0 f0.0.0.0 ~[0.0.0.0
. o o 0.0.0.0 ~jn.0.0.0
Always On -
I W) [ways on 2] fary ] E ~[0 o000 ~[0.0.00
. 0 {0 [0.0.0.0 ~{0.0.0.0
1 |Ahways On > =l
I Aways On 2 fany 2] & ~[0 f0.0.0.0 ~[0.0.0.0
. o ~{0 0.0.0.0 ~{0.0.0.0
Always On ¥ -
I. J [ Aways On 2| Jary 2] [0 =0 000D ~00.0.0

Click Clear You can click Clear to delete the existing Application.

Application: User-define description to identify this new policy/application.

[ *32 (kbps)

Time Schedule: Scheduling your prioritization policy. Refer to Time Schedule for more information.
The ‘VolIP In Use’ setting may be used to apply the rule only when a VolIP call is in progress.

Protocol: The name of supported protocol.
Source Port: The source port of packets to be monitored.

Destination Port: The destination port of packets to be monitored.

Source IP Address Range: The source IP address or range of packets to be monitored.

Destination IP Address Range: The destination IP address or range of packets to be monitored.

Outbound Rate Limit: To limit the speed of outbound traffic
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IP Throttling allows you to limit the speed of IP traffic. The value entered will limit the speed of the
application that you set to the specified value’s multiple of 32kbps.

Inbound IP Throttling
Configuration (from WAN to LAN packet)
Source Port Source [P Address Range
Apnlication Time Schedule  Protocal BD.D.D.EI_means Any)
Destination Port estination IP Address Range
(0.0.0.0" means Any)
. 0 ~[0 jn.0.0.0 ~{0.0.0.0
[0 | Ahways On > )
I JAways On xf fany 2| o ~[0 jn.0.0.0 ~[0.0.0.0
m— | o S
. 0 ~[0 jn.0.0.0 ~[0.0.0.0
10 | Ahways On > )
I [Advays On =] Jany =] o ~[0 jn.0.0.0 ~[0.0.0.0
. o ~[0 0000 ~0.0.00
Always On ¥ v
I A [Awaye on =] fars =] o ~[0 jn.0.0.0 ~{0.0.0.0
. 0 ~[0 jn.0.0.0 ~[0.0.0.0
W [Akways On > =l
I [Adways On =] Jany =] o ~[0 j.0.0.0 ~[0.0.0.0
- o ~[0 jpo.oo ~0.0.00
Always On ¥ -
I AW [Awaye on =] fars ] o ~[0 jn.0.0.0 ~{0.0.0.0
. 0 ~[0 jn.0.0.0 ~[0.0.0.0
[ |Atways On = )
I [Adways On < fany 2| o ~{0 [0.0.0.0 ~{0.0.0.0
- o ~[0 jpo.0o ~[0.0.00
Always On = -
I ) [ways on =] fars =] o ~[0 jn.0.0.0 ~{0.0.0.0
Click Clear | You can click Clear to delete the existing Application.

Application: User-define description to identify this new policy/application.

Rate Limit

[T =32 s
[T 32 (ebps)
M =32 gaops)
[T =32 tebps)
[T 32 gaops)
[T =32 s
[t 32 gaops)
[T =32 oy

Time Schedule: Scheduling your prioritization policy. Refer to Time Schedule for more information.
The ‘VolIP In Use’ setting may be used to apply the rule only when a VolIP call is in progress.

Protocol: The name of supported protocol.

Source Port: The source port of packets to be monitored.

Destination Port: The destination port of packets to be monitored.

Source IP Address Range: The source IP address or range of packets to be monitored.

Destination IP Address Range: The destination IP address or range of packets to be monitored.

Inbound Rate Limit: To limit the speed of for inbound traffic.
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Example: QoS for your Network

Connection Diagram

Restricted PC

Information and Settings

Upstream: 928 kbps
Downstream: 8 Mbps

VolP User :192.168.1.1 ( Note: This is a VoIP device external to the Router)
Normal Users :192.168.1.2 ~ 192.168.1.5
Restricted User :192.168.1.100

Prioritization
Configuration (from LAN to WAN packet)

Source IP Address Range

soures Port r0.0.0.0° means Any)
Application Time Schedule  Pricrity FProtocol = Any DECP Marking
R Destination IP Address Range
Destination Fart y .
("0.0.0.0" means Any}
none 0.0.0.0 ~0.0.0.0
PPTP | Always on |s| [ High [v| GRE | Gold service (L) ||
none 0.0.0.0 ~0.0.0.0
I 182 168.1.1 ~192.168.1.1
Vo | miways On s | [ High [s | [ any [s] | Gold service (L) ||
= 0.0.0.0 = 0.0.0.0
= 192.168.1.100 ~ 192.168.1.100
Restricted |TimeSI-3t1 [VI |L-JW [V] |:—|n-,-' [VI |G-3I|:I sernvice (L) [V]
! 0.0.0.0 ~0.0.0.0
Throughput

m VolP/VPN
HIGH

m Others
NORMAL

O Restricted
LOW

kbps

VolP/VPN Others Restricted
HIGH NORMAL LOwW
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Mission-critical application

Mostly the VPN connection is mission-critical application for doing data exchange between head and
branch office.
none 0.0.0.0 ~ 0.0.0.0

H Always On  |»| | High [»| GRE Gold service (L) |»
none 0.0.0.0 ~ 0.0.0.0

The mission-critical application must be sent out smoothly without any dropping. Set priority as high level
for preventing any other applications to saturate the bandwidth.

Voice application

Voice is latency-sensitive application. Most VoIP devices use SIP protocol and the port number will be
assigned by SIP module automatically. It is best to assign a fixed IP to the VoIP device, and use this fixed
IP address for handling the VolP packets as high priority.

N 182 18811 ~ 18216811
VolP Always On || [ High |s | |any | Gold senvice (L) W
o 0.0.00 = 0.0.0.0

Above settings will help to improve quality of your VolIP service when traffic is full loading.

Restricted Application
Some companies setup FTP servers for customer downloading, or home users sharing their files by using
FTP.

Restricted TimeSlot! || | Low |[w| |any |[w Gold service (L) W
N 0.0.0.0 ~0.0.0.0

The above settings help to limit utilization of upstream FTP. Time schedule may also help you to limit
utilization at particular times, or when VoIP is in use within the Router.
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Advanced setting by using IP throttling

With IP throttling you can specify more detail for allocating bandwidth; even when the applications are
located in the same priority level.

Example
Upstream: 928kbps (29*32kbps)
Mission-critical Application: 192kbps (6*32kbps)
Voice Application: 128kbps (4*32kbps)
Restricted Application: 160kbps (5*32kbps)
Other Applications: 448kbps (14*32kbps)

6+4+14+5=29, 29*32kbps=928kbps

Outbound IP Throttling
Configuration (from LAN to WAN packet)
Source IP Address Range

SaliER P (0.0.0.0° means Any)
Application Time Schedule  Protocol = Ny Rate Limit
Destinati Destination IP Address Range
estination Port ;
(0.0.0.0°means Any)
~ 0.000 ~ 0000
FPRTF Always On || |gre |» B *32 (kbps)
- 0.0.0.0 ~0.0.0.0 :
-~ 0.0.0.0 ~0.0.0.0
VaolP Always On [»| |any |» 4 *32 (kbps)
~ 0.0.0.0 ~0.0.0.0 :
- _ ~ 192.168.1.100 | ~/192.165.1.100
Restricted TimeSlot1 |»| |any |+ 5 *32 {khps)
- 0.0.0.0 ~0.0.0.0 :
. -~ 192.168.1.2 ~ 192.163.1.5
Others TimeSlot1 || |any | 14 *32 (kbps)
~ 0.000 ~ 0000 :

Sometimes your customers or friends may upload their files to your FTP server and that will saturate your
downstream bandwidth. The settings below can help you to limit bandwidth for the restricted application.

Inbound IP Throttling
Configuration (from WAN to LAN packet)
Source IP Address Range

Source Port ((0.0.0.0" means Any)
Application Time Schedule  Protocol ——— ¥ Rate Limit
Destination Port Destination IP Address Range
(0.0.0.0° means Any)
. . -~ 0.0.00 ~0.0.0.0
Restricted TimeSlot1 |»| |any |+ 64 *32 (kbps)

~ 192.168.1.100 | ~192.165.1.100
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Virtual Server (also known as Port Forwarding)

In TCP/IP and UDP networks a port is a 16-bit number used to identify which application program (usually
a server) incoming connections should be delivered to. Some ports have numbers that are pre-assigned to
them by the IANA (the Internet Assigned Numbers Authority), and these are referred to as “well-known
ports”. Servers follow the well-known port assignments so clients can locate them.

If you wish to run a server on your network that can be accessed from the WAN (i.e. from other machines
on the Internet that are outside your local network), or any application that can accept incoming
connections (e.g. Peer-to-peer/P2P software such as instant messaging applications and P2P file-sharing
applications) and are using NAT (Network Address Translation), then you will usually need to configure
your router to forward these incoming connection attempts using specific ports to the PC on your network
running the application. You will also need to use port forwarding if you want to host an online game server.

The reason for this is that when using NAT, your publicly accessible IP address will be used by, and point to,
your Router, which then needs to deliver all traffic to the private IP addresses used by your PCs. Please
see the WAN configuration section of this manual for more information on NAT.

The Router can be configured as a virtual server so that remote users accessing services such as Web or
FTP services via the public (WAN) IP address can be automatically redirected to local servers in the LAN
network. Depending on the requested service (TCP/UDP port number), the device redirects the external
service request to the appropriate server within the LAN network

Virtual Server (Port Forwarding)
Add Virtual Server Edit DMZ Host £ Edit One-to-one NAT

Virtual Server Table
Application Time Schedule Frotocol  External Port Redirect Port IP Address
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Add Virtual Server

Because NAT can act as a “natural” Internet firewall, your router protects your network from being
accessed by outside users when using NAT, as all incoming connection attempts will point to your router
unless you specifically create Virtual Server entries to forward those ports to a PC on your network.

When your router needs to allow outside users to access internal servers, e.g. a web server, FTP server,
Email server or game server, the router can act as a “virtual server”. You can set up a local server with a
specific port number for the service to use, e.g. web/HTTP (port 80), FTP (port 21), Telnet (port 23), SMTP
(port 25), or POP3 (port 110), When an incoming access request to the router for a specified port is
received, it will be forwarded to the corresponding internal server.

Virtual Server (Port Forwarding)

Add Virtual Server Edit DMZ Host £ Edit One-to-one NAT

Virtual Server Table
Application Time Schedule Frotocol  External Port Redirect Port IP Address

Add Virtual Serverin 'ipwan' IP Interface
Virtual Server Entry

Time Schedule Always On [

Application Helper

Protocol tcp |»
External Port from |0 to 0
Redirect Port from |0 to 0

Internal IP Address CandidatesD

Return©

Time Schedule: User-defined time period to enable your virtual server. You may specify a time schedule
or Always On for the usage of this Virtual Server Entry. For setup and detail, refer to Time Schedule
section

Application: Users-define description to identify this entry or click "&PEM & to select existing predefined
rules.

Helper € sSome 20 predefined rules are available. Click the Radio button to select the rule; Application,
Protocol and External/Redirect Ports will be filled after the selection.

Protocol: The supported protocol for the virtual server. In addition to specifying the port number to be used,
you will also need to specify the protocol used. The protocol used is determined by the particular
application. Most applications will use TCP or UDP.

External Port: The Port number on the Remote/WAN side used when accessing the virtual server.
Redirect Port: The Port number used by the Local server in the LAN network.

Internal IP Address: The private IP in the LAN network, which will be providing the virtual server

application. “=99===0 | jsts all existing PCs connecting to the network. You may assign a PC with IP
address and MAC from this list.

133

Chapter 4: Configuration



VolP/(802.11g) ADSL2+ (VPN) Firewall Router

Example: Remotely Access Router GUI

If you wish to remotely access your Router through the Web/HTTP at all times, you would need to enable
port number 80 (Web/HTTP) and map to Router’s IP Address (192.168.1.254).

Then all incoming HTTP requests from you (WAN side) will be forwarded to the Router IP address of
192.168.1.254.

Port number 80 has already been predefined, so you can set this up simply by clicking on Helper.
A list of predefined rules window will pop up and you may and select HTTP_Sever.

Application: HTTP_Sever
Time Schedule: Always On
Protocol: tcp

External Port: 80-80
Redirect Port: 80-80

IP Address: 192.168.1.254

Virtual Server (Port Forwarding)
Add Virtual Server Edit DMZ Host © Edit One-to-one NAT

Virtual Server Table
Application Time Schedule  Protocol  External Port Redirect Port  IP Address
HTTP_ Server  Always On tep 80 - 80 80 - 80 192.168.1.254 Edit © Delete ©

Edit: Click it to edit this virtual server application.
Delete: Click it to delete this virtual server application.

4 )

” , Using Port Forwarding does have security implications, as outside users will be

0725 able to connect to PCs on your network. For this reason you are advised to use
specific Virtual Server entries just for the ports your application requires,
instead of using DMZ, as doing so will result in all connections from the WAN
attempting to access your public IP of the DMZ PC specified.

- J

/ If you have disabled the NAT option in the WAN-ISP section, the Virtual Server \

function will hence be invalid.
If the DHCP server option is enabled, you have to be very careful in assigning the IP

addresses of the virtual servers in order to avoid conflicts. The easiest way of

Attention configuring Virtual Servers is to manually assign static IP address to each virtual
server PC, with an address that does not fall into the range of IP addresses that are
to be issued by the DHCP server. You can configure the virtual server IP address
manually, but it must still be in the same subnet as the router.

- /
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Edit DMZ Host

The DMZ Host is a local computer exposed to the Internet. When setting a particular internal IP address as
the DMZ Host, all incoming packets will be checked by the Firewall and NAT algorithms then passed to the
DMZ host, when a packet received does not use a port number used by any other Virtual Server entries.

Caution: This Local computer exposed to the Internet may face a variety of security risks.

Virtual Server (Port Forwarding)

Add Virtual Server Edit DMZ Host © Edit One-to-one NAT

Virtual Server Table
Application Time Schedule Protocol External Port Redirect Port IP Address

Edit DMZ Host
DMZ Host for ‘ipwan’ IP Interface

(O Enabled () Disabled
Internal IP Address Candidatesid

Retun©

® Disabled: Disables the DMZ function. Default.
® Enabled: Activates the DMZ function.

Internal IP Address: Give a static IP address to the DMZ Host when the Enabled radio button is
checked. Be aware that this IP will be exposed to the WAN/Internet.

candidsi==@ | jst all existing PCs connecting to the network. You may assign a PC with IP address and
MAC from this list.

Select the Apply button to apply your changes.
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Edit One-to-One NAT (Network Address Translation)

One-to-One NAT maps a specific private/local IP address to a global/public IP address.

If you have multiple public/WAN IP addresses from your ISP, you are able to use the One-to-One NAT
facility to utilize these IP addresses.

Virtual Server (Port Forwarding)

Add Virtual Server £ Edit DMZ Host £ Edit One-to-one NAT £

Virtual Server Table
Application Time Schedule Protocol External Port Redirect Port IP Address

Global IP Pool in ‘ipwan’ IP interface
Global Address Pool

MNAT Type (*) Disable ) Public to Private Subnet ' Public to DMZ Zone
() Subnet IP Address Metmask
Glokal IP Addresses
(OIP Range  IP Address End IP

Return @

One-to-one NAT Table Add Entry &

Application Tirme Schedule Protocol External Port Redirect Port IP Address

NAT Type: Select desired NAT type. By default, the One-to-One NAT function is disabled.
Global IP Address:

©® Subnet: The subnet of the public/WWVAN IP address given by your ISP. If your ISP has provided
this information, you may insert it here. Otherwise, use IP Range method.

® IP Range: The IP address range of your public/WAN IP addresses. For example, IP: 192.168.1.1,
end IP: 192.168.1.10

Select the Apply button to apply your changes.

Check A5 O 5 create a new One-to-One NAT rule:
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Add Virtual Server in 'ipwan’ IP interface
Virtual Server Entry

Time Schedule Always On |»

Application Helper

Protocol tcp | v

Global IP

External Port from 0 to 0
Redirect Port fram 0 to 0

Internal IP Address Candidates(Q

Retumn@

Time Schedule: User-defined time period to enable your virtual server. You may specify a time schedule
or Always on for the usage of this Virtual Server Entry. For setup and detail, refer to Time Schedule
section

Application: Users-defined description to identify this entry or click TEIPEFQ 5 select existing
predefined rules.

Helper D: Some 20 predefined rules are available. Click the Radio button to select the rule;
Application, Protocol and External/Redirect Ports will be filled after the selection.

Protocol: The supported protocol for the virtual server. In addition to specifying the port number to be used,
you will also need to specify the protocol used. The protocol used is determined by the particular
application. Most applications will use TCP or UDP;

Global IP: Define a public/ WAN IP address for this Application to use. This Global IP address must be
defined in the Global IP Address.

External Port: The Port number on the Remote/WAN side used when accessing the virtual server.
Redirect Port: The Port number used by the Local server in the LAN network.
Internal IP Address: The private IP in the LAN network, which will be providing the virtual server

|F'-| 1o =
application. e List all existing PCs connecting to the network. You may assign a PC with IP
address and MAC from this list.

Select the Apply button to apply your changes.
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Example: List of some well-known and registered port numbers.

The Internet Assigned Numbers Authority (IANA) is the central coordinator for the assignment of unique
parameter values for Internet protocols. Port numbers range from 0 to 65535, but ports numbers 0 to 1023
are reserved for privileged services and are designated as “well-known ports” (Please refer to Table 5).
The registered ports are numbered from 1024 through 49151. The remaining ports, referred to as dynamic
or private ports, are numbered from 49152 through 65535.

For further information, please see IANA’s website at: http://www.iana.org/assignments/port-numbers

For help on determining which private port numbers are used by common applications on this list, please
see the FAQs (Frequently Asked Questions) at: http://www.billion.com

Table 5: Well-known and registered Ports

Port Number Protocol Description

20 TCP FTP Data

21 TCP FTP Control

22 TCP & UDP SSH Remote Login Protocol

23 TCP Telnet

25 TCP SMTP (Simple Mail Transfer Protocol)

53 TCP & UDP DNS (Domain Name Server)

69 |UDP TFTP (Trivial File Transfer Protocol)

80 TCP World Wide Web HTTP

110 TCP POP3 (Post Office Protocol Version 3)

119 TCP NEWS (Network News Transfer Protocol)

123 |UDP NTP (Network Time Protocol) / SNTP (Simple Network Time
Protocol)

161 TCP SNMP

443 TCP & UDP HTTPS

1503 TCP T.120

1720 TCP H.323

4000 TCP IcaQ

7070 |UDP RealAudio
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Time Schedule

The Time Schedule supports up to 16 time slots which helps you to manage your Internet connection. In
each time profile, you may schedule specific day(s) i.e. Monday through Sunday to restrict or allowing the
usage of the Internet by users or applications.

This Time Schedule correlates closely with router’s time, since router does not have a real time clock on
board; it uses the Simple Network Time Protocol (SNTP) to get the current time from an SNTP server from
the Internet. Refer to Time Zone for details. You router time should correspond with your local time. If
the time is not set correctly, your Time Schedule will not function properly.
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Configuration of Time Schedule

Edit a Time Slot
1. Choose any Time Slot (ID 1 to ID 16) to edit, click Edit.

Time Schedule Click Edit

Time Slot
I Mame Day in a week Start Time End Time
1 TimeSlot1 sMTWTFs 08 : 00 18 : 00 Edit Clear
2 TimeSlot2 sMTWTFs 08 : 00 18 : 00 Edit Clear

Note: The days you have selected will be presented as a capital letter. Lower case letters show the days that are
not selected, and no rule will apply on these days.
2. Adetailed setting of this Time Slot will be shown.

Time Schedule
Edit Time Slot

D 1

Mame TimeSlot1

Day L1Sun. [¥IMon. [¥]Tue [¥]Wed [¥]Thu [¥IFr. []Sat.
Start Time 08 [ || 00w

End Time 18 |» | = | 00 |»

ID: This is the index of the time slot.
Name: A user-define description to identify this time portfolio.

Day: The default is set from Monday through Friday. You may specify the days for the schedule to be
applied.

Start Time: The default is set at 8:00 AM. You may specify the start time of the schedule.
End Time: The default is set at 18:00 (6:00PM). You may specify the end time of the schedule.
Select the Apply button to apply your changes.

Delete a Time Slot

Click Clear to delete the existing Time profile, i.e. erase the Day and back to default setting of Start Time /
End Time.
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Advanced

Configuration options within the Advanced section are for users who wish to take advantage of the more
advanced features of the router. Users who do not understand the features should not attempt to
reconfigure their router, unless advised to do so by support staff.

ltems within the Advanced section include: Static Route, Dynamic DNS, Check Email, Device
Management, IGMP and VLAN Bridge.

Static Route

Click on Routing Table and then choose Create Route to add a routing table.

Static Route
Create
Destination
Metrmask
via Gateway ar Interface v
Cost 1
[Appl}r ] [ Cancel ]

Destination: This is the destination subnet IP address.

Netmask: Subnet mask of the destination IP addresses based on the above destination subnet IP.
Gateway: The gateway IP address to which packets are to be forwarded.

Interface: Select the interface through which packets are to be forwarded.

Cost: Route cost (aka Hop). This should usually be left at 1.
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Dynamic DNS

The Dynamic DNS function allows you to alias a dynamic IP address to a static hostname, allowing users
whose ISP does not assign them a static IP address to use a domain name. This is especially useful for
hosting servers via your Internet connection, so that anyone wishing to connect to you may use your
domain name, rather than having to use your dynamic IP address, which changes from time to time. This
dynamic IP address is the WAN IP address of the router, which is assigned to you by your ISP.

Dynamic DNS
Parameters

Dynarmic DMNS " Enable  * Disable

Dynamic OMS Server immw.dyndna.nrg (dynamicjj
Wildcard ™ Enable

Daomain Marme

Usermarme

Passwiord l

Period 25 | Day(s) =]

Apply | Cancel

You will first need to register and establish an account with the Dynamic DNS provider using their website,
for example http://www.dyndns.org/

There are a number of DDNS services supported by the Router.
© Disable: Check to disable the Dynamic DNS function.

©® Enable: Check to enable the Dynamic DNS function. The following fields will be activated and
are required to be filled:

Dynamic DNS Server: Select the DDNS service you have established an account with.

Domain Name, Username and Password: Enter your registered domain name and your username and
password for this service.

Period: Set the time period between updates, for the Router to exchange information with the DDNS
server. In addition to updating periodically as per your settings, the router will perform an update when
your dynamic IP address changes. Default is 25 days.
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Check Email

This function allows you to have the router check your POP3 mailbox for new Email messages. The Mail
LED on your router will light when it detects new messages waiting for download. You may also view the
status of this function using the Status — Email Checking section of the web interface, which also provides
details on the number of new messages waiting. See the Status section of this manual for more
information.

Check Email
Parameters
Check Email () Enable () Disable

Account Mame
Pazsword

POP3 Mail Server

Period B0 minutes
Dial-aut far Checking Emails [ ] Automatic
Apply
Check Email:

© Disable: Check to disable the router’s Email checking function.

® Enable: Check to enable the routers Email checking function. The following fields will be
activated and are required to be filled:

Account Name: Enter the name (login) of the POP3 account you wish to check. Normally, it is the text in
your email address before the "@" symbol. For some providers, it is the complete string.
If you have trouble with it, please contact your ISP.

Password: Enter the account’s password.

POP3 Mail Server: Enter your (POP) mail server name. You Internet Service Provider (ISP) or network
administrator will be able to supply you with this.

Period: Enter the value in minutes between periodic mail checks.

Automatically dial-out for checking emails: When the function is enabled, your ADSL router will
connect to your ISP automatically to check emails if your Internet connection is dropped. Please be careful
when using this feature if your Internet service is charged by time online.
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Device Management

The Device Management advanced configuration settings allow you to control your router’s security
options and device monitoring features.

Device Management

Device Host Name

Host Mame home. gateway
Embedded Web Server
*HTTF Fort a0 (B0 i= default HTTF port)
Management P Address 0.0.00 (0.0.0.0° means Any)
Management IP Metmask 255 255 255 255
Management [P Address(2) 0.00ao
Management P Metmaskiz) 255 255 255 255
Expire to auto-logout 180 seconds
Universal Plug and Play {(UPnF)
UPnP (O Enable  (® Disahle
* UPnP Port 2600

SMNMP Access Control
SHMP V1 and V2

Fead Cammunity public IP Address 0.00.o
Wiite Cormmunity password IP Address 0.00.0
Trap Community IP Address

SNMP V3
Llzername Fasgwaord
Access Right ) Read O Readfrite IP Address

T This setting will become effective after you save to Hlash and restart the router.
Apply

Embedded Web Server ( 2 Management IP Accounts)

HTTP Port: This is the port number the router’s embedded web server (for web-based configuration) will
use. The default value is the standard HTTP port, 80. Users may specify an alternative if, for example, they
are running a web server on a PC within their LAN using the standard port.

Management IP Address: You may specify an IP address allowed to logon and access the router’s web
server. Setting the IP address to 0.0.0.0 will disable IP address restrictions, allowing users to login from
any IP address.

Expire to auto-logout: Specify a time frame for the system to auto-logout the user’s configuration
session.

Example: User A changes HTTP port number to 100, specifies their own IP address of 192.168.1.55, and
sets the logout time to be 100 seconds. The router will only allow User A access from the IP address
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192.168.1.55 to logon to the Web GUI by typing: hitp://192.168.1.254:100 in their web browser. After 100
seconds, the device will automatically logout User A.

Universal Plug and Play (UPnP)

UPnNP offers peer-to-peer network connectivity for PCs and other network devices, along with control and
data transfer between devices. UPnP offers advantages for users running NAT routers through UPnP NAT
Traversal, and on supported systems makes tasks such as port forwarding much easier by letting the
application control the required settings, removing the need for the user to control advanced configuration
of their device.

Both the user’s Operating System and the relevant application must support UPnP in addition to the router.
Windows XP (and later) and Windows ME natively support UPnP (when the component is installed), and
Windows 98 users may install the Internet Connection Sharing client from Windows XP in order to support
UPnP. Windows 2000 does not support UPnP.

© Disable: Check to disable the router’s UPnP functionality.
® Enable: Check to enable the router’s UPnP functionality.

UPNP Port: The default setting is 2800. It is recommended for users to use this port value. If this value
conflicts with other ports already being used you may wish to change the port.

SNMP Access Control
Simple Network Management Protocol. Software on a PC within the LAN is required in order to utilize this
function.

SNMP V1 and V2:

Read Community: Specify a name to be identified as the Read Community, and an IP address. This
community string will be checked against the string entered in the configuration file. Once the string name
is matched, user obtains this IP address will be able to view the data.

Write Community: Specify a name to be identified as the Write Community, and an IP address. This
community string will be checked against the string entered in the configuration file. Once the string name
is matched, users from this IP address will be able to view and modify the data.

Trap Community: Specify a name to be identified as the Trap Community, and an IP address. This
community string will be checked against the string entered in the configuration file. Once the string name
is matched, users from this IP address will be sent SNMP Traps.

SNMP V3:

Specify a name and password for authentication and define the access right from identified IP address.
Once the authentication has succeeded, users from this IP address will be able to view and modify the
data.

SNMP Version: SNMPv2c and SNMPv3

SNMPv2c is the combination of the enhanced protocol features of SNMPv2 without the SNMPV2 security.
The "c" comes from the fact that SNMPv2c uses the SNMPv1 community string paradigm for "security",
but is widely accepted as the SNMPV2 standard.

SNMPV3 is a strong authentication mechanism, authorization with fine granularity for remote monitoring.
Traps supported: Cold Start, Authentication Failure.
The following MIBs are supported:
From RFC 1213 (MIB-ll):
M System group
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Interfaces group

Address Translation group
IP group

ICMP group

TCP group

N NANNRINQ

UDP group

EGP (not applicable)
Transmission

SNMP group

[x

N J

From RFC1650 (EtherLike-MIB):
M dot3Stats

From RFC 1493 (Bridge MIB):
M dot1dBase group
M dot1dTp group
M dot1dStp group (if configured as spanning tree)

From RFC 1471 (PPP/LCP MIB):
M pppLink group
® pppLgr group (not applicable)

From RFC 1472 (PPP/Security MIB):
M PPP Security Group)

From RFC 1473 (PPP/IP MIB):
M PPP IP Group

From RFC 1474 (PPP/Bridge MIB):
M PPP Bridge Group

From RFC1573 (IfMIB):
M ifMIBObjects Group

From RFC1695 (atmMIB):
M atmMIBObjects

From RFC 1907 (SNMPv2):
M only snmpSetSerialNo OID
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IGMP

IGMP, known as Internet Group Management Protocol, is used to management hosts from multicast
group.

IGMP

Parameters

IGMP Forearding (*)Enable () Disahle
IGMP Snooping (O Enable (2 Disable

IGMP Forwarding: Accepting multicast packet. Default is set to Enable.

IGMP Snooping: Allowing switched Ethernet to check and make correct forwarding decisions. Default
is set to Disable.

VLAN Bridge

This section allows you to create a VLAN group and specify the members.

VLAN Bridge

Parameters
Mame WLAN ID - Tagged Ports  UnTagged Ports Edit Delete
Defaultvlan 1 Maong ethernet wireless wireless_wds wireless_wds2 wireless wds3 wireless_wdsd,  Edit@
Create YLANG

Edit: Edit your member ports in selected VLAN group.
Create VLAN: To create another VLAN group.

Advanced VLAN Setup Example (Triply Play)

VLAN_data:
Ethernet Port 1, Wireless and Wireless WDS are reserved for Internet
- On Ethernet port 1 also needs VC 0/40 bridged.

VLAN_Vedio

Ethernet ports: 2, 3 and 4:

- 0/33 Bi-directional IP

- 0/34 Video

- 0/35 Video

- 0/36 Video Subscriber Services (EPG, EAS, etc.)
- 0/37 Video

- 0/38 Video

- 0/39 Spare

Step 1: Setup Member Ports

Go to Configuration - LAN - Bridge Interface.
You can setup member ports for each VLAN group under Bridge Interface section. From the example, two
VLAN groups need to be created.
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Ethernet: P1 (Port 1)
Ethernet1: P2, P3 and P4 (Port 2, 3, 4) Please uncheck P2, P3, P4 from Ethernet VLAN Port first.

Note: You should setup each VLAN group with caution. Each Bridge Interface is arranged in this order.

Bridge Interface VLAN Port (Always starts with)
ethernet P1/P2/P3/P4
ethernet1 P2/P3/P4
ethernet2 P3 /P4
ethernet3 P4
Bridge Interface
Parameters
Eridge Interface WLAN Fort
ethemet FIP1 P2 P3 P4
ethernet1 ©Q P1 P2 [“IP3 [“IP4
ethernet? P1 FZ P3 P4
ethernet3 P1 F2 P3 P4

Device Management

Management Interface (*) ethernet
Apply

Step 2: Create WAN Interface

Go to Configuration > WAN-> ISP

wanlink is the factory default WAN interface used for data/internet access. If your ISP uses this access
protocol, click Edit to input other parameters if needed. If your ISP does not use PPPoE, you can change
the default WAN connection entry by clicking Change.

From the example, 0/40 is used for data/internet and assumes PPPOE is used; click Edit to change the
VPI/VCI to 0/40.

Click Create to setup up an additional WAN interface for video applications. A total of eight VLANs are
supported ie only eight WAN interfaces can be created in the table.

WAN Connection

WYWAN Services Table
MName Description Creator R S
weanlink PPPoE WWARN Link GuickStart 1] 40 Edit © Change €
Create

From the example, PVC 0/33 to 0/39 is assigned for video using 1483 Bridged mode. Check RFC 1483
Bridged and click Next to continue the setup.
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ISP
Please select the type of service you wish to create
O RFC 1483 Routed G)RFC 1483 Bridged
ATM () PPPoA Routed (0 1PaA Routed
(O PPPoE Routed Cluick Start ©

Spaces next to VPI and VCI, enter 0 and 33 respectively. Select appropriate ATM Class, Encapsulation
Method, Acceptable Frame Type, Filter Type and PVID for Untagged Frames.

WAN Connection
RFC 1483 Bridged

Description RFC 1483 bridged mode
R a

W 33

ATM Class LBR -
Encapsulation Method LLC Bridged b
Acceptable Frame Type acceptall W
Filter Type All w

P10 for Utagged Frames 1

VPI and VCI: Enter the information provided by your ISP.
ATM Class: The Quality of Service for ATM layer.
Encapsulation method: Select the encapsulation format, this is provided by your ISP.

Acceptable Frame Type: Specify what type of traffic can pass through this connection, all traffic or only
VLAN tagged.

Filter Type: Specify the type of ethernet filtering performed by the named bridge interface.

All Allows all types of ethernet packets through the port.
Ip Allows only IP/ARP types of ethernet packets through the port.
Pppoe Allows only PPPoE types of ethernet packets through the port.

PVID for Untagged Frames: PVID stands for Port VLAN Identifier. When an untagged packet is
received by input port(s), this packet will be tagged with the specified PVID.

From the example, VPI and VCl is the only section that needs to be modified.
Repeat the same procedure by clicking Create > select RFC1483 Bridged - fill-in the rest of PVC 0/34
to 0/39.
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WAN Connection

WAN Services Table
Marme Description Creator YR W
wanlink PPPGE WWaMN Link QuickStart 0 40 Edit © Change ©
tfiz1483-0 RFC 1483 bridged mode WehAdrmin a 33 Edit © Celete ©
rfc1483-1 RFC 1483 bridged mode WebAdmin o 34 Edit © Delete ©
rfc1483-2 RFC 14383 bridged mode WebAdmin o 35 Edit © Delete ©
14833 RFC 14383 bridged mode WebAdmin o 36 Edit © Delete ©
tc1483-4 RFC 1483 bridged mode WebAdmin o 37 Edit © Delete ©
tfic1483-5 RFC 1483 bridged mode WebAdmin o 33 Edit © Delete ©
rfc1483-6 RFC 1483 bridged mode WebAdmin o 39 Edit © Delete ©

Step 3: Setup VLAN Service

Go to Configuration - Advanced - VLAN Bridge
DefaultVlan lists all member ports. It is necessary to group specific member ports for each VLAN.
From the example, two VLAN groups are requested: Data and Video.

To create another VLAN group for Video by clicking Create VLAN.

VLAN Bridge
Parameters
MNarme WLAN D Tagged Ports  UnTagged Ports Edit Delete
Defaultlan 1 Mone etharnet wireless wireless_wids wireless_wds? wireless_wds3 wireless_wdsd rfc1483- EditQ
0,rfc1483-1 Hic1483-2 14833 rfc1483-4 1o 1483-5 e 1483-6,
Create “LANG

Given a name and ID (PVID) to identify the Video group and the valid value range for PVID is 1 ~ 4094.
Example:

VLAN untagged ports for Data/Internet: ethernet, wireless and wireless_wds.

VLAN untagged ports for Video: ethernet1, rfc-1483-0 ~ rfc-1483-6.

Click Apply to made change effective immediately.

Create VLAN

Parameters
WLAN Mame Wideo WLAMN WLARN D 2 [ 2~4094

[ ethernet [ wireless [ wireless_wds [] wireless_wds2
[ wireless wds3 [ wireless wdsd rfc1483-0 rfic1483-1
ti1483-2 i 1483-3 tf1483-4 i 1483-5
o 1433-6
[ ethemet [ wireless [ wireless_wds [ wireless wds2
[ wireless_wds3 [ wireless wds4 rfc1483-0 rfc1483-1
Hc14583-2 Hc1483-3 Hc1453-4 Hc14583-5
rfc1483-6

Tagged Member Fort(s)

Untagged Member Port(s)

[*&*PPH‘ H Cancel ] Return ©
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VLAN Bridge

Parameters
MName YLAM ID Tagged Pots UnTagged Ports Edit Delete
Defaultylan 1 Mone ethernet wireless wireless_wds wireless_wds2 wireless_wds3 wireless_wdsd, Edit
Wideo WLAN 2 Mane e 1483-0, 1z 1483-1 o 1483-2 fc1483-3 i 1483-4 He1483-5 14836, Edit@@ Delete®
Create WVLAND

Mapping the VLAN Bridge with Bridge Interface created in Step1, you will see the relationship between
the two screenshots.

Step 4: IGMP Snooping Enable
Go to Configuration - Advanced - IGMP.
IGMP Snooping must be enabled in order to allow video stream forwarding correctly.

IGMP
Parameters

IGMP Forearding (*)Enable O Disable
IGMP Snooping

Save Configuration to Flash

After changing the router’s configuration settings, you must save all of the configuration parameters to
FLASH to avoid them being lost after turning off or resetting your router. Click Save to write your new
configuration to FLASH.

Save Config to FLASH

Please confirm that you wish to save the configuration.

There will be g delay while saving as configuration information is written to FLASH chips.

Logout

To exit the router’s web interface, choose Logout. Please ensure that you have saved the configuration
settings before you logout.

Be aware that the router is restricted to only one PC accessing the configuration web pages at a time.
Once a PC has logged into the web interface, other PCs cannot get access until the current PC has logged
out of the web interface. If the previous PC forgets to logout, the second PC can access the page after a
user-defined period, by default three minutes. You can modify this value using the Advanced — Device
Management section of the web interface. Please see the Advanced section of this manual for more
information.
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Chapter 5: Troubleshooting

If the router is not functioning properly, first check this chapter for simple troubleshooting before contacting
your service provider or Billion support.

Problems starting up the router

Problem

Corrective Action

None of the LEDs are
on when you turn on
the router.

Check the connection between the power adapter and the router. If the error
persists, you may have a hardware problem. In this case you should contact
technical support.

You have forgotten
your router login
and/or password.

Try the default login and password, refer to Chapter 3. If this fails, you can
restore your router to its factory settings by holding the Reset button on the
back of your router more than six seconds.

Caution: After pressing the RESET button for more than 6 seconds, to be sure you
power cycle the device.

Problems with the WAN Interface

Problem

Corrective Action

Initialization of the
PVC connection
(“linesync”) failed.

Ensure that the telephone cable is connected properly from the ADSL port to
the wall jack. The ADSL LED on the front panel of the router should be on.
Check that your VPI, VCI, encapsulation type, and type of multiplexing
settings are the same as those provided by your ISP. Reboot the router.

If you still have problems, you may need to verify these settings with your
ISP.

Frequent loss of ADSL
linesync
(disconnections).

Ensure that all other devices connected to the same telephone line as your
router (e.g. telephones, fax machines, analogue modems) have a line filter
connected between them and the wall socket (unless you are using a
Central Splitter or Central Filter installed by a qualified and licensed
electrician), and ensure that all line filters are correctly installed and the right
way around. Missing line filters or line filters installed the wrong way around
can cause problems with your ADSL connection, including causing frequent
disconnections.

Problems with the LAN Interface

Problem

Corrective Action

Can’t ping a PC on the
LAN.

Check the Ethernet LEDs on the front panel. The LED should be ON for a
LAN port that has a PC connected. If it is off, check the cables between your
router and the PC. Make sure you have uninstalled any software firewall for
troubleshooting.

Verify that the IP address and the subnet mask are consistent between the
router and the workstations.
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APPENDIX A: Product Support and Contact Information

Most problems can be solved by referring to the Troubleshooting section in the User’s Manual.
If you cannot resolve the problem with the Troubleshooting chapter, please contact the dealer where you
purchased this product.

You may also get assistance from Internet forums such as: http://www.billion.com.au/forum

Contact Billion

Worldwide

http://www.billion.com/

Australia

http://www.billion.com.au/

Mac OS is a registered Trademark of Apple Computer, Inc.
Windows 98, Windows NT, Windows 2000, Windows Me and Windows XP are registered Trademarks of Microsoft
Corporation.
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